
Securing Human mobility  
in tHe age of riSk: new 
cHallengeS for travel,  
migration, and borderS

By Susan Ginsburg

April 2010



Migration Policy Institute
Washington, DC

© 2010, Migration Policy Institute

All rights reserved. No part of this publication may be produced or transmitted in any  
form by any means, electronic or mechanical, including photocopy; or included in any 
information storage and retrieval system without prior permission in writing from the  
Migration Policy Institute. Permission for reproducing excerpts from this book should be 
directed to: Permissions Department, Migration Policy Institute, 1400 16th Street, NW,  
Suite 300, Washington, DC, 20036, or by contacting communications@migrationpolicy.org.

Library of Congress Cataloging-in-Publication Data

Ginsburg, Susan, 1953-
Securing human mobility in the age of risk : new challenges for travel,  
migration, and borders / by Susan Ginsburg.
       p. cm.
Includes bibliographical references.
ISBN 978-0-9742819-6-4 (pbk.)
1. Migration, Internal. 2. Emigration and immigration. 3. Travel.  
4. Terrorism.  I. Title. 
 HB1952.G57 2010
 363.325’991--dc22
         2010005791

Cover photo: Daniel Clayton Greer
Cover design: April Siruno
Interior typesetting: James Decker

Printed in the United States of America. 



TABLE OF CONTENTS
Preface  ............................................................................................................. V

INTRODUCTION: THE LIMITS OF BORDER SECURITY

I.  MOBILITY SECURITY FACTS AND PRINCIPLES

  Introduction ....................................................................................... 31

  Chapter 1: Securing Human Mobility 
  as a Homeland Security Mission ........................................................ 33

  Chapter 2: Terrorists, Criminal Mobility Enteprises, 
  and Third-Party Illicit Travel Facilitators ......................................... 57

  Chapter 3: Methods of Illicit Movement .......................................... 77

II.  ACTING AGAINST TERRORISTS, CRIMINALS, AND CONSPIRATORS

  Introduction ..................................................................................... 115

  Chapter 4: Terrorist Travel and Human Smuggling 
  Organizations: Information, Analysis, Action ................................ 121

  Chapter 5: Violent Transnational Gang Migration: 
  Focused Deterrence .......................................................................... 143

  Chapter 6: Terrorists and Human Rights Violators: 
  Travel Bans ...................................................................................... 161

III.  ENSURING MOBILITY INFRASTRUCTURE INTEGRITY AND RESILIENCE

  Introduction ..................................................................................... 189

  Chapter 7: Travel Documents and Identifi cation ........................... 191

  



  Chapter 8: The Temporary Visa Program ....................................... 217

  Chapter 9: International Information Sharing and Privacy ............ 245

IV.  PREVENTING LIFE-THREATENING, ILLEGAL, AND UNCONTROLLED MOVEMENT

  Introduction ..................................................................................... 277

  Chapter 10: Mobility-Security Agreements .................................... 281

  Chapter 11: International Institutions to Secure 
  Human Mobility ............................................................................... 309

  Chapter 12: Managing Borders With Our Neighbors ..................... 332

Conclusion .................................................................................................... 375

Acknowledgements ................................................................... 381

Works Cited .......................................................................... 385

About the Author .................................................................... 420

About the Migration Policy Institute ................................................ 420



Preface

The core contention of this volume is that our overall approach to immigra-
tion and border security is off-kilter; it is not keeping pace with changes in 

the scale and scope of people’s movement around the world and our expecta-
tions for and attitudes toward freedom of movement. I elaborate here on this 
premise and suggest some practical steps for realigning our approach to human 
mobility, one key aspect of globalization and an arena for homeland security. 
The undertaking has been animated by three sources. 

First, the book is a successor publication to a 2006 report published by the 
Migration Policy Institute (MPI) titled Countering Terrorist Mobility: Shaping 
an Operational Strategy.1 That 2006 report argued that immigration for eco-
nomic or family reasons and movement in connection with global terrorism 
raise largely distinct sets of policy concerns that have to be clearly separated in 
order to address each most effectively. Aimed at the government policymakers, 
managers, and frontline practitioners concerned with ensuring that terror-
ists do not cross US borders undetected, the report proposed specific steps to 
detect, disrupt, and exploit terrorist mobility. The publication expanded on 
a recommendation in the 9/11 Commission report that terrorist and criminal 
travel, even more than terrorist finance and money laundering, should become 
a prominent vehicle for counterterrorism and crime control. The perspective 
and recommendations in Countering Terrorist Mobility have gained some cur-
rency but have not been fully absorbed. So this book takes another crack at 
explaining why and how countering terrorist mobility is an important aspect of 
homeland security and counterterrorism. 

Second, shortly after the publication of Countering Terrorist Mobility, two 
government officials, one a political appointee at the Department of State and 
the other a former federal agent serving in a senior intelligence position at the 
Department of Homeland Security, separately made the same comment to me: 
An effort must be made to determine how the United States should interact 
with global partners to establish an international framework — legal, strate-
gic, and operational — for dealing with terrorist mobility and border security. 
This book takes up that challenge. Many of us have been confused about how 
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domestic policy on immigration, border management, and travel should join up 
with foreign policy and security strategy relating to terrorism and crime control. 
This book attempts to sort that out. 

Third, many voices in civil-society organizations; in the military, intelligence, 
and law-enforcement communities; in academia; and in public policy circles 
have insisted that the US government has too closely linked immigration 
policy and security strategy surrounding the movement of people.2 I share the 
view that the United States has boxed itself in to a position where an oversim-
plified version of border security and immigration enforcement, which results 
in the detention of thousands of people, is equated with counterterrorism. 
The United States also seems to be trapped in a system in which we act as if 
it is inevitable that errant tourists and students are occasionally shackled and 
detained as if they were terrorists or dangerous criminals. Yet these actions 
disrupt the lives, offend the sensibilities, and undermine the rights of law-abid-
ing persons. They also impose unnecessary costs on families, institutions, and 
US public diplomacy. 

I believe that sloganeering politics has prevented acknowledgement of the 
importance of expanding the rule of law in global mobility channels, and 
denied attention to the full range of what needs to be done to improve security 
relating to the movement of people. So, I have tried with this book to sketch 
a broader spectrum of mobility policy, from taking action against terrorists and 
human traffickers to sustaining the integrity and resilience of mobility chan-
nels, and preventing illegal and uncontrolled movement that is dangerous to 
migrants, populations, and states. 

My book contains four different elements — some description of the move-
ment, both positive and negative, that is occurring; a proposed strategic frame-
work for understanding the new mission of securing human movement in the 
context of homeland or civil security; an account of some of the policy arenas 
that are rising in importance because of this mission; and proposals that address 
these issues. By highlighting the new contours of illicit mobility and measures 
to preclude harms and bolster resilience, I aim to build consensus around 
moving away from the type of narrow approach that concentrates resources on 
border security and illegal immigration enforcement. Much more discussion, 
research, and reporting are needed to build that consensus and develop appro-
priate strategies; my hope is that this book contributes to this effort by proving 
a solid framework for debate and elaboration.
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One criticism of Countering Terrorist Mobility was that it was insufficiently 
denunciatory of government policy at the time and too optimistic about what 
could be achieved going forward. It runs against my grain to attack individu-
als who are dedicating themselves to the public’s well-being and who have a 
great deal more public exposure and accountability than I do, even if I disagree 
with their beliefs. Writing here as a policy analyst, I aim to discover produc-
tive, responsive, feasible policy innovation, and to develop ideas drawn from 
discussions with current practitioners, scholars, and thinkers within a theoreti-
cal frame that suits current conditions. Realistic, sometimes tough assessments 
are a necessary condition of successful policymaking, and uphill battles and 
profound disagreements about direction are inevitable. But in spite of such 
conflict, there are usually good options to be seized, options that not only are 
true to what people most want for themselves and from government but which 
will be undertaken by government officials under the right circumstances. This 
book endeavors to be explicit about my basic principles relating to these issues 
and specific about how current policy and practice should be further developed, 
modified, or abandoned. 

There are fundamental theoretical questions that underlie any discussion relat-
ing to security, terror, crime, and mobility that I do not address comprehensive-
ly. For example, while I provide some views on such basic issues as the meaning 
of “security” and the degree to which terrorism constitutes war or crime, I do 
not try to resolve them. Instead I settle on what seem to me to be defensible us-
ages and hybrid terms and positions from which to adopt practical approaches 
to recognized problems. I try to give an account of homeland security, propos-
ing that we rename it civil security. I also do not try to resolve the question 
of what scale of immigration is right for the United States, or how it should 
be apportioned between employment needs and family reunification. I assume 
that it is important that our country remain a preeminent state for drawing in 
a diverse group of temporary and long-term migrants and immigrants, whether 
for demographic, economic, or humanitarian reasons. I also anticipate that 
Americans will continue to grow into global citizens, through study, travel, 
commerce, international service, and other forms of engagement. I believe the 
United States should take a leadership role in securing human movement by 
promoting collective arrangements. 

I have been fortunate to serve as senior counsel and team leader on the staff of 
the National Commission on Terrorist Attacks Upon the United States (9/11 
Commission), where I was responsible for research and policy recommenda-
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tions concerning the entry of the 9/11 hijackers, terrorist travel, and border 
controls. I also serve on the Homeland Security Advisory Committee’s Qua-
drennial Review Advisory Committee, which has allowed me to understand 
the issues with which homeland security officials are currently grappling. The 
book is principally aimed at policymakers, government officials, policy analysts, 
and scholars who shape US policy and operations concerning mobility secu-
rity, and who are working to understand what it means in the context of the 
homeland security enterprise. In addition, this book is aimed at all the groups 
that have a major stake in US strategy relating to the movement of people, and 
in promoting changes in today’s border security and immigration enforcement 
approaches. 

I hope this mix of theory, policy analysis, commentary, and suggestion will shed 
light on how to expand freedom of movement and build a secure and well-
ordered immigration, travel, and border system — one that acknowledges the 
world of markets, evolving state alliances, and core human rights commitments 
while providing security measures against those who would attack, disrupt, or 
exploit such a system.

Susan Ginsburg 
Migration Policy Institute, April 2010
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introduction: tHe limitS 
of border Security 

Travelers have always needed to protect themselves from exploitation by 
criminals and others, and sovereign states have long sought to main-

tain the integrity of their border and immigration systems. However, in the 
twenty-first century, which has witnessed major enhancements in the ease of 
travel, unprecedented complexity of migratory movements, and devastating 
terrorist attacks on airliners and other modes of public transportation, security 
issues surrounding the movement of people have taken on new urgency in the 
policymaking, intelligence, law-enforcement, and travel industry communi-
ties. Mobility security strategy and law are about upholding the right to legal 
travel, ensuring that crossing borders is a source of vulnerability for terrorists 
and criminals, and preventing the large-scale illegal movement and hazardous 
displacement of populations. It is an aspect of homeland (civil) security, com-
parable to cybersecurity or financial system security. This book seeks to move 
beyond the conventional focus on border security and immigration enforce-
ment, proposing a new migration-related security paradigm referred to here as 
securing human mobility. This new framework points the way toward security 
measures that are more proactive, systematic, and far-reaching in protecting 
legitimate travelers, limiting travel by terrorists, human traffickers, and other 
criminals, and precluding uncontrolled, high-volume migration. 

As with global communications and international financial flows, the op-
portunities that global mobility affords the United States and its citizens are 
overwhelmingly positive, and central to US character and identity. US citizens 
seek to maximize their ability to go wherever and receive whomever they wish. 
As much as these opportunities — and the principles they represent — are 
celebrated, and as much as they benefit the United States, we must act to 
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safeguard them while we minimize the new types of risks in this era and their 
potentially catastrophic consequences. 

As such, the new approach to securing human mobility articulated in this vol-
ume proposes the following policy recommendations: 

•	 New	mobility	security	agreements	with	Canada	and	the	European	Union	
(EU)

•	 Improved	programs	to	prevent	violations	of	visa	terms	and	conditions
•	 A	redress	system	for	temporary	visa	denials
•	 An	international	organization	to	promote	global	mobility	security
•	 An	interagency,	extraterritorial	criminal	network	strike	force
•	 A	program	to	thwart	transnational	gang	migration
•	 A	second	deputy	secretary	at	the	Department	of	Homeland	Security	

(DHS) to oversee the civil security arena 

*              *              *             *             *

The potential for significant devastation and a breakdown of public order 
— whether caused by terrorists or state agents using weapons of mass destruc-
tion (WMDs), by natural disasters, or by system failures — injects into daily 
life risks of a significance previously associated chiefly with conventional war. 
The September 11, 2001, terrorist attacks accomplished what an earlier era 
of airline hijackings did not; they forcefully woke citizens up to the fact that 
ordinary travel channels are vectors and sites for some of these risks. 

To deal with the threats inherent in terrorist and criminal travel and with two 
other major problems associated with the movement of people — high levels of 
illegal immigration and pressures and emergencies arising from mass displace-
ments of people — the United States has relied on the traditional combination 
of border security and immigration enforcement.3 This two-part concept, coex-
isting with the goal of facilitating the lawful movement of people, currently de-
fines the US approach to managing the movement of people. Improved border 
and immigration security is widely credited with being an operational deterrent 
to terrorist travel to the United States.4 

Still, this strategic approach should be reexamined. Mobility is a primary 
instrument for terrorists, and it is a given that terrorists continuously innovate 
in response to security measures and expectations. Hence, new solutions have 
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to be continually sought as well. While some terrorists will get through — the 
odds favor the individual who slips into the stream of the hundreds of thou-
sands who enter or depart daily — new security methods can make travel and 
migration riskier for people who are threats and can reduce the pressures of 
illegal migration. 

The border security–immigration enforcement paradigm may be inadequate to 
the challenge, particularly as the strategic environment is changing. The cur-
rent paradigm focuses on the vulnerabilities associated with immigration more 
than on the contributions and the opportunities that mobility offers. Under the 
framework articulated in this volume, the United States would safeguard the 
opportunities presented by global mobility while minimizing the evolving risks 
and consequences of this new era.

Gaps and New Directions

The view of mobility as a source of vulnerability has led to distortions in US 
policy. These include too many detained people; too much emphasis on incar-
ceration and deportation; damage to the United States’ image abroad; oppressive 
policies in border communities; and undue costs to the scientific, education, and 
business communities. Some of these problems are being addressed and miti-
gated, but they will not be solved simply by doing a better job at what we are 
already doing; assumptions, programs, roles, and organization must be rethought. 

Adherence to the border security–immigration enforcement paradigm has led 
to an unduly narrow and sometimes misguided approach, with three primary 
weaknesses that could be remedied. First, the United States could be much 
more proactive in curbing terrorist and criminal travel. This means identify-
ing terrorists and their methods of movement; hobbling their ability to travel; 
disrupting human-trafficking organizations (HTOs) and human-smuggling 
organizations (HSOs), especially where there may be a link with terrorists; and 
countering the corruption that facilitates illicit travel. Transnational gang mi-
gration — the travel of gang members, particularly between the United States 
and Central America — cannot be a given. The US focus on interdicting, 
arresting, prosecuting, detaining, or deporting unauthorized immigrants absorbs 
almost all investigative resources dedicated to the illicit movement of people. 

Second, we could focus more resolutely on building security into day-to-day op-
erations of US border and immigration programs. Making the watchlists func-
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tion well, strengthening the security of birth certificates and travel documents, 
finding a way to deter visa overstays — these types of improvements require a 
broad commitment over many years. 

Third, enlarging our vision beyond border security and immigration enforce-
ment would enable us to more effectively engage partners and allies such as 
Canada and the European Union in accomplishing what is most essential to 
us as US citizens — instituting the rule of law in global mobility channels. 
Only collective endeavors will provide the security, reassurance, and resilience 
needed to protect the United States and its interests and allies, reduce the 
dangers and harms of mass migration, and expand the ability of individuals to 
move freely throughout the world in an era of risk. 

Because the paradigm of border security and immigration management does not 
spark these kinds of efforts, it is reaching the limit of its usefulness as the frame-
work for responding to the new risks associated with the movement of people in 
the twenty-first century. Rather than trying to fit goals and objectives that are 
either newly important or altogether new into a strategic construct designed for 
a prior era, it makes more sense to adjust the framework. This will allow room 
for fresh initiatives and enlarged goals, and provide support for innovations for 
which the programmatic, budget, and organizational frameworks lag.

Securing Human Mobility 

This book proposes making the transition from seeing through the double 
lens of border security and immigration enforcement to a new paradigm based on 
securing human movement. (It uses the terms movement and mobility interchange-
ably.) The goal of securing human mobility is to minimize risks associated with 
the movement of people that can turn into catastrophes. This goal does not 
substitute for border enforcement, immigration security, or facilitating lawful 
travel. Rather, securing human mobility incorporates border security and immigra-
tion enforcement and situates it in a more encompassing framework. This is not 
a radical change, but it is one that will make a significant difference. It permits 
a wider range of threats and risks to be addressed, new practical approaches to 
security to emerge, and strategic outcomes to be clarified and enlarged. This 
new framework includes: 

•	 Building	international	institutions	to	establish	and	maintain	the	integrity	
of global mobility channels 
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•	 Providing	incentives	and	training	so	that	developing	countries	can	
strengthen their border capacities and mobility policies 

•	 Upholding	the	right	of	freedom	of	movement	and	other	rights	that	come	
into force when people travel, migrate, and seek protection and refuge

•	 Putting	in	place	security	strategies	suitable	to	the	different	categories	of	
people on the move, including those that aim to preclude terrorist travel, 
criminal mobility networks, and the risk of mass movements of people 

•	 Ensuring	the	responsiveness,	integrity,	and	resilience	of	the	US	mobility	
infrastructure (including border and immigration systems) with effective 
regulation, incentives, sanctions, and technology 

•	 Forming	bilateral	and	regional	mobility	security	relationships	that	reduce	
risk and lower barriers to lawful movement

•	 Denying	access	to	the	global	mobility	system	to	terrorists,	criminals,	cor-
rupt officials, and human rights violators

These types of policies are necessary to securing human mobility as a dimension 
of successful homeland security strategy. They may at first sound like good gov-
ernment bromides that are either uselessly general or can be taken for granted 
as an integral part of homeland security, defense, and international relations. 
Not so. As it stands, the public and Congress are concerned mainly with bol-
stering traditional border security and immigration enforcement. In relation to 
the list above, for example: 

1. No standing strike force has been funded to target human smugglers who 
have a potential terrorist nexus. 

2. Many aspects of the mobility infrastructure have fallen below the radar and 
are undersupported, including critical aspects of identity management. 

3. The concept of mobility security agreements barely exists, even with a 
close ally such as Canada. 

4. No international institution has been established to support efforts against 
terrorist travel, criminal movement, and the integrity of mobility channels 
the way the Financial Action Task Force (FATF) assists states in counter-
ing terrorist finance, money laundering, and financial system integrity. 

5. DHS and the Department of State (DOS) do not have a program dedi-
cated to security assistance that would build developing states’ abilities to 
manage their borders and immigration systems.

6. Law schools, advocacy groups, and government agencies have not devoted 
sufficient attention to defining the scope and contours of the right to 
move.
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7. The concept of governing global mobility channels as a public good, free of 
corruption and violence, is inherent in the imposition of global travel bans 
but remains unarticulated. 

Achieving the mission of securing human mobility would be helped by changes 
within the US government, especially at DHS, and around the world. Such 
changes would (1) sharpen the focus on mobility, as distinct from other home-
land security missions associated with the nation’s infrastructure; (2) distin-
guish mobility security from immigration policy; and (3) advance international 
mobility security efforts. 

Terminology

The term mobility refers herein to how people travel, use transportation, im-
migrate, or migrate. Terrorist travel is used here synonymously with terrorist 
mobility, although in some quarters the former is a narrower term that ex-
cludes reference to modes and means of transportation. In the migration policy 
context, mobility refers to a person’s ability to move to another jurisdiction and 
reside or work there, as in labor mobility. 

Travel typically refers to short-term movement or the process of getting from 
one place to another, regardless of how long one will stay at the destination. 
Terrorist mobility and terrorist travel are accepted terms. Travel regulation, as used 
here, is a form of mobility regulation covering the rules that apply to all travel, 
including for US citizens. 

People usually think of immigration as being permanent, although because 
the Immigration and Naturalization Act prescribes rules for all conditions 
and lengths of stay in the United States, the term immigration is often used to 
describe the rules for temporary visits as well as permanent residence. The term 
access regulation is also used to encompass rules governing foreign citizens’ visits 
and immigration. 

The term mobility, when used as an adjective (i.e., mobility facilitators and mobil-
ity crimes), refers to the spectrum of people and functions associated with illegal 
or legal global mobility. These include travel agents, transportation companies 
and officials, consular officers, intermediaries and illicit facilitators, port-of-
entry inspectors, border patrol, immigration adjudicators, passport producers 
and examiners, US Customs and Border Protection (CBP) and DHS officials or 
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their counterparts in foreign countries or international organizations, as well as 
intelligence or military officers focused on terrorist travel and illicit pathways 
or criminals (such as human smugglers and traffickers) associated with the flow 
of people. 

Mobility security is a goal that the United States must reach through govern-
ment programs and common efforts to preclude potentially catastrophic risks 
associated with the movement of people.

The Current Paradigm

Since 9/11 in particular, the federal government has focused on building border 
security and immigration enforcement. The key building blocks have been:  

•	 Tightening	of	terrorism	laws	and	expansion	of	investigative	authorities	to	
reduce risk in the immigrant and nonimmigrant admissions process

•	 Toughening	of	the	visa,	admission,	and	travel-screening	procedures	at	
consulates, refugee facilities, airports, and ports of entry 

•	 Reinforcement	of	border	security	through	expansion	of	the	Border	Patrol	
especially at the southern border with Mexico, and by the Coast Guard in 
maritime channels

•	 Substantial	technology	infrastructure	innovation	and	investment	in	
biometrics and databases like watchlists, surveillance systems, and physical 
border barriers 

•	 Expanded	domestic	and	international	information	and	intelligence	collec-
tion, sharing, and analysis, including automated analysis relating to mobility

Notwithstanding the retention of the legacy paradigm, the evolution to secur-
ing human mobility is being driven by three developments: the new and dev-
astating risks to the United States associated with mobility in this century, the 
scale and scope of global movement, and the significance of mobility to both 
US citizens and their economy. 

The New Negatives

The existing paradigm predates today’s era of potentially catastrophic terrorism. 
While there were meaningful precursor events and responses that foreshadowed 
current realities, the 9/11 attacks caused a reassessment. The greatest threat 
associated with mobility today is not illegal immigration but rather travel by 
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terrorists with chemical, biological, radiological, nuclear, or high yield explo-
sive (CBRNE) WMDs. These attacks could cause death and destruction on a 
scale not seen in past eras. Mobility-related terrorist attacks, human trafficking 
and smuggling, and cross-border criminal violence are not new, but terrorism 
and transnational crime pose risks today that significantly strain traditional en-
forcement doctrine. At the same time, the right to movement has significantly 
grown in importance to US citizens, other free peoples, and global market 
participants everywhere.

Terrorists and Weapons of Mass Destruction
The emergence of al Qaeda combined with the trafficking of CBRNE weap-
ons and technology, as exemplified by the accused nuclear proliferator A.Q. 
Khan of Pakistan, initiated an era of significant new dangers posed by a small 
numbers of terrorists and corrupt individuals. The risks that these weapons 
pose in the hands of terrorists or subversive foreign agents are real and ever 
present. The difference between contemporary and earlier acts of terrorism is 
the potential access to WMDs through traffickers and bribable or complicit 
officials. Violent extremists who may acquire such weapons pose the greatest 
danger of violence to populations not at risk from conventional or nuclear 
war. Terrorists and CBRNE traffickers can launch an attack to kill people in 
mobility channels, disrupt service, or exploit these channels to commit crimes 
elsewhere. 

The threat of terrorism crosses borders in both directions. US citizens can 
exploit global mobility channels by traveling for terrorist training and other 
activities. For example, Terry Nichols, one of the 1994 Oklahoma City bombers 
and an associate of a US pro-gun extremist group, learned his bomb tradecraft 
when he traveled to the Philippines and met with a bomb maker from the Abu 
Sayyaf Brigade. In 2009 it was revealed that US-based known and suspected ter-
rorists traveled to Pakistan and Afghanistan for al Qaeda training and planning 
and then returned to the United States, or traveled to and from Canada. And 
US citizens of Somali descent have traveled to take part in internecine Somali 
warfare, including on the side of an extremist faction associated with al Qaeda. 

Human Trafficking and Smuggling Organizations
Human trafficking represents a second and virulent dimension of global migra-
tion. This scourge arises from criminal exploitation of mobility channels and 
leveraging of market inequalities, wage and standards gaps, and demand. Hu-
man trafficking, which first became a prominent focus for US law enforcement 
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in the mid-1990s, has grown with the increase in the number and size of mar-
ket economies throughout the world. The total number of human-trafficking 
victims identified in 71 countries rose by more than 27 percent between 2003 
and 2006 — from 11,706 victims in 2003 to 14,909 in 2006.5 HTOs do not 
generally profit from the movement of people, which is a cost to them, but raise 
revenue by forcing trafficking victims into prostitution (79 percent of victims) 
and forced labor (18 percent).6 

HSOs, which profit from the movement of people, also pose a major problem. 
They range in importance from those with a nexus to terrorism or HTOs, to 
those that are less coercive and are without links to other criminal enterprises. 
Even then, HSOs are a corrupting influence, undermining good governance 
and the rule of law. 

Organized Crime and Diaspora Community Vulnerabilities
Transnational movements of members of other types of crime organizations, 
including the circular movement of criminals to and from particular commu-
nities in the United States and other countries, represent another dark side 
of enhanced global mobility. International criminal organizations originating 
elsewhere are active in the United States. For example, Mexican drug-traffick-
ing organizations (DTOs) have a presence in 195 cities, and Salvadoran and 
Chinese violent gangs are a problem in many cities throughout the country.7 
In the United States, most ethnic violence is directed at fellow members of the 
community, not at other ethnic groups. Terrorists, transnational criminals, and 
violent gangs all exploit mobility channels and migrants. Ethnic or national 
immigrant communities can fall prey to terrorist recruiters, to crime patterns 
associated with their communities of origin, and to vulnerabilities associated 
with being new arrivals in monolingual communities. 
 

Mass-Scale Movement of People

The border security–immigration enforcement paradigm also fails to sufficiently 
address concerns over the large-scale uncontrolled movement of people. This 
movement can take the form of mass displacement due to a natural disaster or 
political upheaval, or a large-scale, steady movement of economic migrants in 
search of better labor markets. 

Illegal Migration to the United States
Much illegal migration can be attributed to this gap between the mobility 
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engendered by economic globalization and national laws that regulate legal 
admissions based on labor-market needs. In the US context, the risk to hu-
man life associated with illegal migration and the nonmonetary cost to families 
and communities is especially troubling. Large numbers of migrants have died 
during border crossings. Border-crossing deaths along the US-Mexico border 
almost doubled during the six-year period from 1999 to 2005, jumping from 
241 to 472, before dropping to 390 in fiscal year 2008.8 The majority of these 
deaths occurred in the Border Patrol’s Tucson sector, which covers the Arizona 
desert.9 The phenomenon isn’t unique to the rugged US-Mexico border. Ac-
cording to unofficial estimates, 1,861 migrants died trying to reach Europe from 
Africa across the Atlantic Ocean and Mediterranean Sea in 2007.10

The separation of families is another disturbing cost of unregulated and illegal 
labor migration, with spillover social problems for communities. The problem 
is at both ends. Communities in sending countries that benefit from remittanc-
es also suffer from family separation, as well as from vulnerability to economic 
swings. The separation is voluntary in a very attenuated meaning of the word. 
People choose to leave, but they make the decision because they lack economic 
opportunities afforded in their own countries, and as in some areas of Mexico, 
suffer other forms of insecurity due to crime, corruption, and weak governance. 
The case that migration is positive or negative for purposes of development has 
not been determined, but the stripping of human resources in communities and 
family separation and uncertainty are strong negative forces.11 

Beyond apprehensions at the US-Mexico border, which accounted for 91 
percent of the 723,840 apprehensions made by the Border Patrol in FY2008,12 
US Immigration and Customs Enforcement (ICE) has increased the number of 
unauthorized immigrants it has detained and removed from the United States. 
ICE removed 50,924 noncitizens in FY1995; that number increased to 358,886 
in FY2008. 

Illegal immigration to the United States continues to be substantial. Although 
the unauthorized immigrant population decreased from an estimated 12.4 
million in 2007 to 11.9 million in 2008, largely as a result of the recession, the 
number still remains large.13 An estimated 4.2 million unauthorized immigrants 
entered in 2000 or since,14 and unauthorized immigrants made up 4 percent of 
the total US population and 5.4 percent of the US workforce (or 8.3 million 
individuals) in 200815 — an increase from the 4.3 percent share in 2003.16 
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Most migrants entering illegally do so outside the ports of entry. Between 6 
and 7 million unauthorized immigrants living in the United States in 2006 had 
evaded immigration inspection by crossing between the ports of entry.17 The 
fact of large-scale uncontrolled movement proves borders can be breached and 
invites territorial violation by people who represent more serious threats. 

Migrants who cross borders unlawfully or who overstay visas to seek a better life 
do not present a threat of terrorist violence or, as a rule, of criminal violence. 
Describing this group as a security threat or treating it as such is, in this sense, 
excessive and disproportionate. However, large-scale illegal migration corrodes 
democracy. When Congress and the president adopt a set of immigration laws, it 
is reasonable to expect them to be respected and enforced. Wholesale disrespect 
for the law undermines democratic consent. Ultimately, a loss of control over de-
mographic choices can undermine a state’s ability to exercise its strategic power.

Large-Scale Illegal Movement as a Security Issue
Insecurity and lack of democratic governance have been factors in illegal and 
life-threatening migration from south to north and south to south for a long 
time.18 In this context, the movement can be dangerous, precipitous, disorderly, 
and illegal in ways not fully addressed by international refugee law and institu-
tions. The Office of the United Nations High Commissioner for Refugees (UN-
HCR) estimates that there were 42 million forcibly displaced people worldwide 
at the end of 2008, including 15.2 million refugees, 827,000 asylum seekers, 
and 26 million internally displaced persons.19 Millions of others who are not 
counted as refugees nonetheless are forced to leave their countries due to weak 
or failed governments, political violence, oppression, or intense poverty. These 
include the 500,000 to 3 million Zimbabwean migrants in South Africa.20 
Military conflicts, such as along the Armenian-Azerbaijani, Uzbek-Kyrgyz, and 
Uzbek-Tajik borders also cause humanitarian flows. The United States has 
seen such flows from Cuba during the Mariel boatlift in 1980, from Haiti most 
recently in the 1990s, and currently from Mexico, with individuals fleeing to 
US border communities to escape DTOs. 

Large-scale, unregulated migration is problematic not only due to the crime 
with which it may be associated — human trafficking, human smuggling, or 
complicity and corruption among government officials — but also because of 
the threat to the migrants themselves. In addition, refugee flows may over-
whelm or destabilize underdeveloped or weak states. States subjected to such 
demands may be drawn into war. Uncontrolled flows may result from genocide, 
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war crimes, ethnic cleansing, or human rights violations. They may result from 
a lack of rights and from economic insecurity. 

This troubling, sometimes interlaced, set of problems cannot be addressed 
without strong leadership from the United States and its partners. Humani-
tarian and development assistance, such as in recent years to Pakistan and to 
South Asia after the tsunami, are becoming an increasingly important element 
of foreign policy for a combination of reasons, not least of which is their role in 
forestalling the mass displacement of people. 

The Scale and Scope of Cross-Border Movement
The phrase border security implies territorial defense, the repelling of armed 
invaders, and the general exclusion of foreigners. But the ability of citizens to 
travel safely and the admission of people who support market and social goals 
are also primary objectives. Today’s volume of humans on the move and their 
geographic scope — including global travel for tourism, study, and work, as 
well as for migration — render the traditional vision of border security and im-
migration enforcement anachronistic. 

Travel and temporary stays. Cross-border travel volume is enormous. Half 
a million people cross borders somewhere in the world every hour.21 In 1950 
there were 25 million international arrivals, according to the United Nations 
World Tourism Organization (UNWTO); by 2004 that number had reached 
763 million, with an average annual growth rate of 6.5 percent. With 925 
million international tourist arrivals recorded worldwide in 2008,22 we will 
soon see 1 billion arrivals a year.23 International student travel to industrialized 
countries increased 50 percent between 2000 and 2005, growing to approxi-
mately 2 million students in 2005.24

All told, CBP processed 409 million25 pedestrian and passenger entries into 
the United States in FY2008 — a number that exceeds the population of the 
United States by over a 100 million.26 Although the number of temporary 
(nonimmigrant) admissions to the United States has generally declined since 
1997, particularly of Canadians and Mexicans,27 there were still 175.4 million 
nonimmigrant admissions of foreign nationals to the United States in 2008.28 

Americans have themselves become world travelers on a significant scale. 
Approximately 28 percent of Americans have a passport, with 85.5 million 
US passports in circulation as of February 2008.29 Between 2004 and 2007, the 
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number of US passports issued annually more than doubled, reaching nearly 
18.5 million.30 Sixty-four million US residents (21.2 percent of the population) 
traveled abroad in 2007 — 400,000 more than in 2006.31 US citizens traveled 
mostly to Europe (31.1 percent), the Caribbean (14.1 percent), and Asia (13.7 
percent).32 Travel to Mexico and Canada comprised 14.6 percent and 8.9 per-
cent of all US citizen air traffic overseas.33 

Globalization is also drawing US citizens away from home for longer periods, 
whether for work or to live with family members. At least 5 million Americans 
live outside the United States, excluding Americans on military bases.34 This 
diaspora is not well documented, but it comes vividly to the public’s attention 
during crises when US citizens are victims of terrorist attacks or natural disas-
ters, such as the devastating January 2010 earthquake in Haiti, which killed 
more than 100 Americans and left others wounded.

Permanent migration. Permanent migration, unlike short-term travel, has 
been comparably high at previous points in history, but it is substantial today. 
In addition, citizens in virtually all countries now travel outside their borders 
— a new phenomenon that gives more countries a stake in global mobility. 
Political changes, economic globalization, and structural inequality among the 
world’s economies have led to the upsurge in international migration.

Overall, there is net emigration from poorer regions of the world and net 
immigration into more developed regions.35 However, migrants from develop-
ing countries move to other countries in the developing region of the world, 
south-south, in greater numbers than they move to countries with advanced 
economies, south-north. 

All told, more than 200 million people live outside their countries of origin, 
a total of 3 percent of the world’s population and more than 2.5 times the 
number of migrants 50 years ago.36 The relative size of foreign-born populations 
as a share of total national population can be significant. Twenty-five percent 
of the total population in Australia in 2007 was foreign born;37 39.6 percent in 
Luxembourg in 2006;38 12.6 percent in the United States in 2007;39 and 80.5 
percent in Qatar and 25.5 percent in Oman in 2005.40 Canada in 2006 had ap-
proximately 6.2 million foreign born — 19.8 percent of its total population and 
the highest proportion since 1931. Over the past 75 years, Canada’s foreign-
born population has almost tripled.41
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Immigration has been integral to the history, culture, and society of the United 
States. While the share of the foreign born in the United States is below the 
levels recorded between the 1860s and 1920s (the historic high of 14.8 percent 
was in the 1890s), the United States still has the largest foreign-born popula-
tion in the world: 38 million individuals were foreign born, comprising 12.5 
percent of the total US population in 2008.42 The annual number of new lawful 
permanent residents (LPRs) has quadrupled since the 1950s, from an annual 
flow of 250,000 in 1950 to an annual average of roughly 1 million from 2000 
to 2008.43 The nearly 10 million individuals granted permanent residence in 
the United States over the past decade exceed the total populations of many 
countries, including Austria, Denmark, El Salvador, Israel, Sweden, and Swit-
zerland.44 Figure A, below, shows the US foreign-born population in absolute 
numbers and as a percentage of the total population. 

Figure A. Foreign-Born Population in the United States as a Percentage 
and Share of Total Population, 1850–2007

Source: The 2008 data are from the 2008 American Community Survey; the 2000 data are from Census 
2000. All other data are from Campbell Gibson and Emily Lennon, “Historical Census Statistics on the  
Foreign-Born Population of the United States: 1850 to 1990,” Working Paper No. 29, US Census Bureau,  
US Government Printing Office, Washington, DC, 1999.
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War or terrorism could disrupt patterns of mobility, but for now continued 
increases in temporary and long-term flows of people seem likely over the next 
several decades, including for the United States.45 The causes of these flows 
are not likely to ebb. These include the development and labor-market gap, 
historical ties, family ties, market opportunity, and economic insecurity. Under 
current conditions, annual net migration from the developing countries to 
the developed regions of the world is expected to average 2.3 million persons 
annually from 2010 to 2050.46 The total future flow of migrants annually would 
still be 40 percent higher than the 1.6 million annual average migration flow to 
developed countries between 1960 and 2005.47

The Significance of Mobility Today

Beyond the sheer scale of human movement around the globe, the importance 
of human mobility in globalizing economies and in individual lives is a second 
reason why a new strategic vision for security associated with the movement of 
people is necessary. It is not simply that people are choosing to move; it is that 
their decisions have such significant consequences. 

Increasing numbers of people respond to the opportunities of the global market 
economy by temporarily studying, working, and living in another country. In 
2006 the Organization for Economic Cooperation and Development (OECD) 
countries48 experienced 2.5 million entries of temporary labor migrants, ap-
proximately triple the number of entries of permanent labor migrants.49 

Migration increasingly delivers an economic edge to advanced and advanc-
ing nations. The competition for foreign talent has intensified in recent years. 
Many advanced industrialized economies are not producing enough native tal-
ent to satisfy the demands of employers, driving them to seek foreign employ-
ees. Relatively small differences in talent can have huge impacts on innovation 
and hence on economic outcomes. Global labor mobility of the highly skilled, 
particularly for transnational corporations, is viewed as critical to overcoming 
inefficiencies in domestic labor markets.50 With rapidly growing economies 
such as India and China both producing and searching for talent, the compe-
tition for labor will increase, not only among developed economies but also 
among emerging and middle-income economies.51

Globalization has transformed immigration from a largely ignored reality or 
unknown phenomenon into a prominent strategic interest, which governments 
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now actively try to manage for their benefit. At least 158 countries, according 
to the United Nations (UN), have policies that seek to raise, lower, or main-
tain immigration levels, depending on specific national needs.52 

Advanced economies actively seek to manage immigration levels. Access 
to scientific talent has become a political issue in the United States. Some 
114 countries — among them the United Kingdom, Australia, Canada, New 
Zealand, Singapore, and the Czech Republic — have policies to manage highly 
skilled immigration through selection systems that facilitate the entry of and, 
in some instances, make the countries more attractive to immigrants possess-
ing a variety of skills and talents.53 Both temporary and permanent migration 
policies will play an increasingly large role in countries’ competitiveness. In 
addition, migration is often seen as an important means to spur development, 
whether through remittances, direct investment, or diaspora engagement. 

Tourism also has become an intensely competitive sector. Travel and tour-
ism account for an estimated one-tenth of the global gross domestic product 
(GDP), nearly 11 percent of world exports, and more than 9 percent of world 
investment.54 International tourism generated $944 billion in 2008.55 All 
regions of the world share in the receipts of inbound tourism, including Europe 
(51 percent), Asia and the Pacific (22 percent), the Americas (20 percent), the 
Middle East (4 percent), and Africa (3 percent).56 

Visitors to the United States in 2007 spent more than $122 billion.57 Figure B 
depicts annual entries between 1999 and 2008 from the five countries associ-
ated with the highest number of temporary admissions to the United States in 
2008.58 
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Figure B. Nonimmigrant Admissions, 1999–2008, from the Five  
Countries Sending the Highest Number of Nonimmigrants to the  
United States in 2008

Source: DHS, Yearbook of Immigration Statistics, 2008.
Notes: United Kingdom includes the United Kingdom, Anguilla, Bermuda, British Virgin Islands, Cayman 
Islands, Falkland Islands, Gibraltar, Guernsey, Isle of Man, Jersey, Montserrat, Pitcairn Island, St. Helena, 
and Turks and Caicos Islands; France includes France, French Guiana, French Polynesia, French Southern 
and Antarctic Lands, Guadeloupe, Martinique, New Caledonia, Reunion, St. Pierre and Miquelon, and Wallis 
and Futuna.

We live in an “age of mobility.”59 One political theorist proposes that regulat-
ing mobility now constitutes the core role of the state, central to how govern-
ment affects people’s lives. By regulating mobility, the state determines people’s 
access to security, markets, social benefits, and opportunity.60 Nations are 
distinguished by their mobility regimes, citizens by their different degrees of 
freedom and access. Our strategic vision for security should reflect the ways in 
which human mobility is critical to Americans and to US strategic interests.
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Deficiencies of the Current Paradigm

The prevailing policy language of border security–immigration enforcement suggests 
that borders and enforcement can stop anyone or anything. Yet perfect security 
cannot be achieved by any set of methods, and terrorist incidents may occur even 
when real progress is being made in enhancing security through prevention and 
mitigation, often based on lessons learned from calamitous incidents.

Border security–immigration enforcement also suggests that problems are best 
addressed at the border and in the interior. But mobile bad actors either origi-
nate or return from travel outside the United States, and their use of global 
mobility channels must be addressed at least in part elsewhere. A recognition 
of this imperative has, to some extent, been built into homeland security think-
ing through the concept of layered defense, with visa officers considered a first 
layer. Unlike for cargo, however, which is treated as flowing though a global 
supply chain to be secured through all its links, the United States has devel-
oped few cooperative agreements with homeland security allies to stem illegal 
immigration or control organized crime associated with mobility. Traditional 
immigration enforcement also will not work to eliminate the transnational 
movement of violent gang members active in immigrant communities and 
sending countries. 

Another deficiency of the border security–immigration enforcement paradigm 
is that the risk assessment that results from it almost inevitably treats every-
one on the move as a potential malefactor. We have remained transfixed by 
the problem that everyone is a potential terrorist ― but in fact the likelihood is 
miniscule. Concentrating attention on all individual unauthorized immigrants 
crowds out the development of more targeted tools necessary to identify poten-
tial malefactors and respond to or prevent new actual threats and greater risks. 
With the emphasis on border security and immigration enforcement, these 
complex problems are neglected. 

Reducing illegal immigration and bringing migration under regulatory controls 
remains an essential dimension of securing global mobility, but looking for a 
solution for this problem primarily in border security and immigration enforce-
ment has not worked. Hundreds of thousands of people enter the United States 
illegally or overstay their visas every year. 

For all three problems — terrorist travel in and out of the United States, crimi-
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nal mobility organizations, and high-volume illegal immigration — centering 
attention on the border and the interior distracts policymakers from focusing 
on where illegal movement begins and what can be done to change migration 
push factors, whether from Mexico and Central America, Canada, or overseas. 

Furthermore, at the tactical level the border security–immigration enforcement 
paradigm results in distortions to US policy that are reflected in large-scale 
detention, an overemphasis on incarceration and deportation, and oppressive 
policies in border communities. 

In sum, the scale and the significance of human mobility are now too substan-
tial for border security and immigration enforcement to be an adequate para-
digm. The traditional framework has these major deficiencies: 

•	 It	does	not	reflect	the	homeland	security	mission	of	providing	sufficient	
security so that citizens can take the full advantage of the opportunities 
afforded by mobility. 

•	 It	leads	to	treating	everyone	on	the	move	as	a	potential	terrorist.
•	 It	monopolizes	resources	and	promotes,	rather	than	quells,	public	fears.	
•	 It	does	not	lead	to	risk	assessment	strategies	that	consider	other	sites	for	

homeland security, e.g., cyberspace, financial flows, cargo. 
•	 It	prevents	the	development	of	new	tools	and	results	in	distortions,	human	

costs, and the sacrifice of core principles.
•	 It	suggests	that	the	problems	of	mobility	today	can	be	diminished	to	a	man-

ageable size and shaped through tightening traditional civil and criminal 
processes. 

•	 It	confuses	immigration	policy	with	the	homeland	or	civil-security	mission,	
and therefore precludes the kind of policy analysis needed to protect this 
vital strategic asset. 

The Persistence of the Legacy Paradigm 

The border security–immigration enforcement paradigm is stubbornly persis-
tent. From today’s vantage point, without a longer-term perspective, it appears 
that the public policy debate about mobility and security in the twenty-first 
century remains largely confined to the terms of the immigration debate of the 
twentieth century. Viewpoints and policy prescriptions associated with the 
period following the 9/11 attacks seem stuck in place. 
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The exploitation of the lawful mobility system that led to the 9/11 attacks 
caused Americans to look at the nation’s immigration system, national borders, 
and global transportation and travel differently. Suddenly the public had legiti-
mate concerns about mobility security. At the time, other factors compounded 
a sense of threat, particularly the high level of illegal immigration. Border 
violence associated with Mexico-US DTOs also reinforced this perspective.

Two distinct issues — terrorist travel and uncontrolled illegal immigration 
— immediately became fused. One member of Congress explained that the at-
tacks still raised questions about how immigration authorities allowed terrorists 
to enter the United States and highlighted the importance of improving US 
immigration enforcement.61 Like nearly everyone else, Congress members saw 
immigration regulation as the one-stop way to accomplish two goals: reduce  
illegal immigration and preclude terrorist travel to the United States. It has 
been almost impossible to see the problem any differently. 
 
Immigration enforcement has remained fixed as a significant concern in the 
public discourse for two reasons. It assumed policy prominence beginning in 
the mid-1990s, when the increased trade promoted by the North American 
Free Trade Agreement (NAFTA) began exposing American workers to greater 
competition. As many have pointed out, policymakers effectively permitted 
employers to skirt the law prohibiting the hiring of unauthorized workers. 
Because of this generally accepted neglect and corruption of the rule of law, 
considered more or less benign at the time, policymakers ultimately became 
vulnerable to attack. This gave the political upper hand to those who wanted 
to restrict or even end legal migration. 

A second cause of the durability of the emphasis on immigration enforcement 
is that the United States has tended for some time in the direction of the 
criminalization of illegal migration in the name of security. The trend began 
with the passage of laws in the 1990s that expanded the class of “aggravated 
felons” who can be deported without consideration of their individual equities 
and who are subject to mandatory detention. It continued through the fight 
over the criminalization of “illegal presence” that took place during the com-
prehensive immigration reform legislative debate in 2005. The criminalization 
approach treats law enforcement as the solution to all security issues relating to 
immigrants. Emphasis on criminal immigration law enforcement as a primary 
tool against immigrant terrorists fits naturally within this mindset and has been 
frequently employed.62 
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Immediately after 9/11, the government toolkit for enlisting border and law-
enforcement agencies in preventing terrorist travel was in fact very limited.63 
Cargo security was the focus of creative policy thinking, but there was no 
corresponding attention to security relating to human mobility.64 A bolstered 
terrorist watchlist was more or less the only tool the intelligence and security 
community initially had to offer. The US intelligence community prior to 9/11 
did not have a strategic operational function called “countering terrorist travel” 
that was analogous to the multiagency “countering terrorist finance” with its 
range of preventive and protective intelligence and regulatory programs. Border 
security and immigration enforcement then became the accepted substitute. 

Moreover, the development of new tools was not encouraged in the overall 
strategy toward violent extremism. To a very large degree, leaders took a mili-
tary approach and made the Iraq war the central front on terrorism, emphasiz-
ing “fighting them over there in order not to fight them over here.” This gave 
less scope for high-level attention to developing nonmilitary tools and figuring 
out how mobility issues fit into homeland security and counterterrorism. A ter-
rorist travel strategy was developed, but its lack of explicit benchmarks effec-
tively left the priority of addressing illegal immigration intact. 

The dramatic failure of the immigration reform legislation in Congress in 2007 
solidified the enforcement and border security approach. It has remained an 
assumption that until the American public can be confident that immigration 
laws are being enforced effectively and the US border secured sufficiently — or 
until the stakeholders feel sufficient pressure to compromise — there will be no 
resolution of the status of immigrants already here or reform of underlying legal 
immigration laws. 

The establishment of DHS in 2004, which absorbed the functions of the US 
Immigration and Naturalization Service (INS) along with those of 21 other 
agencies, formally conflated immigration policy and border security with homeland 
security. Its authorizing legislation made protection against terrorism the over-
riding mission of DHS, but also made DHS carry over existing immigration 
mandates. All of these factors reinforced the sense that suppression of illegal im-
migration through border security and immigration enforcement represented the 
best method of managing security risks associated with the movement of people.
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A Transition to Mobility Security 

Authorities have made thousands of changes since 9/11 to reduce risk in travel, 
border-crossing, transportation, and immigration channels. Because the defi-
ciencies of the border security–immigration enforcement paradigm have been 
largely recognized, the transition to mobility security can be accomplished in 
an evolutionary, rather than revolutionary, fashion. 

From the first homeland security strategy, there has been real and growing rec-
ognition of and attention to the facilitation of travel for economic benefit, the 
civil liberties at stake in travel, and the human rights implicated in the mass 
displacement of people. Facilitation, long a priority for customs and immigra-
tion officials, and redress, a new concern that has arisen in response to prob-
lems travelers encounter in the new, stricter screening regime, are frequently 
invoked in homeland security circles.

To some extent, also, the meanings of border security and immigration enforce-
ment are evolving in response to the new imperatives. For example, border 
security, it is now emphasized, involves “pushing out” the borders to deepen the 
layered defense of the United States in a way that coincides with the military 
concept of layered defense. Measures described as border security no longer just 
involve controlling US air, land, and sea borders or even reinforcing virtual 
borders by screening at consulates, but rather mitigating risks in shared travel 
channels through international agreements. For example, CBP posts inspectors 
in foreign airports such as Amsterdam and London and reciprocally accepts 
their foreign counterparts in major US hubs such as the John F. Kennedy Inter-
national Airport in New York and the Miami airport. In these settings, there is 
joint responsibility for managing the risks of unlawful travel. 

Immigration enforcement is notably more focused than previously on measures 
beyond US borders in the interior of the country, through worksite enforce-
ment and other means. Moving toward mandating an electronic system for 
employers to verify the eligibility of their employees to work acknowledges 
the reality that illegal labor migration cannot be stopped with border security 
alone but also requires a sound immigration compliance policy.65 Agents from 
ICE and the State Department Diplomatic Security (DS) division are critical 
members of the Federal Bureau of Investigation (FBI) Joint Terrorism Task 
Forces (JTTFs), which act to preempt plots and not only to enforce laws after 
they are violated. 
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In addition, all along there have been programs that do not fit obviously 
within the border security–immigration enforcement paradigm. In the 1990s, 
for example, US officials laid the groundwork for international agreements to 
fight against human trafficking and smuggling.66 Since 9/11 terrorist travel has 
emerged as an entire new focus for intelligence analysis, and increasingly DHS 
has expanded its vision of border security and immigration enforcement to 
encompass safeguarding lawful travel and disrupting illicit pathways. 

Because the border security–immigration enforcement paradigm is not as rigid 
as public rhetoric sometimes suggests, its evolution into a new framework is 
within reach. The outline for a new “mobility security” framework can be 
found in risk assessment methodologies and tools, in strategies against terror-
ist travel and criminal mobility, and in a variety of mobility access and secu-
rity agreements with Mexico, Canada, the European Union, the Asia-Pacific 
Economic Cooperation (APEC) countries, and in visa-free travel agreements. 
It can also be found in the international regulation regime for passports and 
merchant mariner identification, airline reservation systems, airlines, and the 
commercial maritime domain. 

Article 13 of the Universal Declaration of Human Rights recognizes the right 
to freedom of movement. However, the law and practice relating to the securi-
ty of human movement would benefit from more attention. The global systems 
for the movement of goods are far more developed than the systems that sus-
tain the movement of people. Just as trade is the subject of ongoing discussions 
about lowering barriers and harmonizing customs rules, with global trade rules 
overseen by the World Trade Organization (WTO), the security of human 
movement should receive far more systemic and international attention.

Securing human mobility is a critical homeland security mission. This book 
articulates some of the tasks that could advance it. 

Section I describes the goals of mobility security, how they fit into the home-
land security enterprise, how mobility security relates to immigration policy, 
and how government can be better organized to accomplish this mission. Be-
yond the macro perspective, the section places terrorist travel and key methods 
of criminal movement in a conceptual framework. 
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Section II proposes a list of the most important threats from people that are 
relevant to the mobility security mission, and programs that address several of 
them. 

Section III discusses select aspects of ensuring the integrity and resilience of 
mobility infrastructure, from compliance and sanctions to fairness and privacy. 

Section IV highlights the evolving task of preventing dangerous, illegal, and 
uncontrolled large-scale human movement, and some of the emerging tools 
and institutions with which the United States is engaging to carry out this task. 
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Section i: mobility Security 
factS and PrinciPleS

INtroductIoN

Good policies integrate facts with the basic principles and interests at stake. 
In any given arena, one has to look both at macrolevel policies and at the 

often unpredictable microlevel events and facts relevant to the challenges at 
hand. At the macro level, border security and immigration enforcement have 
been held up as the key means of providing protection from the movement 
of dangerous people. This perspective derives from a conflation of immigra-
tion and national security based on a specific set of assumptions and historical 
factors. In recent years, security needs have radically changed due to the risk 
of terrorism with weapons of mass destruction (WMDs). At the same time, 
the ability of individuals to cross borders has become central to economic 
vitality and the exercise of freedom. In the absence of sufficient legal mobility 
channels, the United States has experienced high levels of illegal movement, 
endangering the lives of migrants and undermining the rule of law.

Border security –immigration enforcement is no longer an adequate paradigm 
because there is more at stake than stopping illegal immigration. Even if illegal 
labor and family migration to the United States ceased, there would still be ex-
ploitation of mobility channels by US citizens, foreign terrorists, and members 
of organized criminal networks. There would still be migratory surges resulting 
from sudden destabilizations in migrant source countries. 

The combination of new security imperatives and evolving human rights 
norms argues for the adoption of a new framework for mobility security. This 
new paradigm seeks to go beyond the missions of border security and immigra-
tion enforcement.

Specific and comprehensive information about illicit travel is necessary to de-
sign and implement any strategy for securing human mobility. Without a clear 
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picture of the operations of illicit travel and immigration, options for protective 
measures will be limited and possibly misguided. With an operational picture 
that details (1) the organization of the illicit travel market, (2) the methods 
that comprise illegal movement, and (3) prevalent patterns of movement, poli-
cymakers would have a more solid basis for deciding how best to accomplish 
the mission of securing human mobility and the public would have a greater 
ability to assess the chosen policies. 

A fourth dimension of analysis is the convergence of transnational threats, 
including human smuggling and trafficking, money laundering, corruption, 
arms trafficking, and trafficking in other commodities. Ultimately, policymak-
ers must focus on the nodes where threats converge and on the greatest vulner-
abilities. This book highlights the criminality associated with mobility as one 
element of this larger picture that has not received systematic attention. 

While illicit markets will always be hard to measure and pinpoint, success in 
doing so can provide information that allows governments to allocate enforce-
ment resources, find terrorists and criminals, disrupt and dismantle criminal 
organizations, use regulatory authorities more effectively, seek new laws, under-
take diplomatic initiatives, and educate the public.

Chapter 1 addresses a puzzle that has flummoxed the policy community since 
the concept of homeland security first gained currency after September 11, 
2001: the interconnections among immigration policy, immigration enforce-
ment, border security, homeland security, national security, and counterter-
rorism. It describes the transformation of the mission that occurred when the 
Immigration and Naturalization Service (INS) was dismantled and its pieces 
rearranged within the Department of Homeland Security (DHS). It describes 
the elements of a proposed new mission of securing human mobility. Chapter 
2 provides an overview of the types of professional criminals and other actors 
who drive the illicit market in mobility. Chapter 3 takes a closer look at their 
tools and methods as well as the key geographic and legal pathways that facili-
tate illegal mobility. These chapters lay the groundwork for the policy-oriented 
chapters that follow. 
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chapter 1: securINg humaN  
mobIlIty as a homelaNd  
securIty mIssIoN

Securing human mobility requires that new concepts and objectives be defined, 
new roles assigned, and existing organizations reoriented and restructured. The 
pieces of the security puzzle include: mobility security, immigration enforce-
ment, counterterrorism, immigration policy, travel regulation, homeland securi-
ty, border security, national security, and homeland defense. The key challenge 
is to determine how these pieces fit together. While these relationships may not 
be fully clarified for years, this chapter makes an effort to start sorting out mobil-
ity-related security roles and responsibilities, particularly in federal agencies.

Mobility Security as Homeland Security

Securing the movement of people implicates many of the core activities of the 
government, including defense, diplomacy, intelligence, crime control, and 
market regulation. Each lever of power reinforces mobility security. Law-en-
forcement and immigration agencies, for example, secure mobility by engaging 
in immigration enforcement and trafficking investigations. Enemy troop movement 
and control of the air, land, and maritime domains are classic concerns in intel-
ligence and military science. In the counterterrorism context, major mobility-
related subjects include infiltration and exfiltration, terrorist targeting, and special 
operations at borders. Diplomacy has shaped international agreements on civil 
aviation and human trafficking and smuggling. 

Securing human mobility is not associated with any of these traditional contexts. 
Nor is it the same as “facilitating the lawful flow of people.” The phrase takes 
on a clear and straightforward meaning only in the framework of homeland 
security, which is itself a relatively new concept that speaks to the need to pre-
clude harm to citizens, our way of life, and our strategic interests arising from 
potentially catastrophic risks. Americans require and expect access to safe and 
lawful mobility channels, but mobility channels can be sites and vectors of at-
tack, exploitation, and systemic collapse.67 This makes securing human mobil-
ity a major mission of homeland security, comparable to securing cyberspace, 
financial flows, and the energy supply. 
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The Department of Homeland Security (DHS) is principally in charge of de-
termining how US mobility-related risks are to be managed and addressed. The 
United States, in turn, works through bilateral agreements, regional organiza-
tions, the United Nations, and other multilateral fora to safeguard mobility 
channels worldwide.  

Why Homeland Security? 

Why should a homeland security formulation dislodge border security–immi-
gration enforcement as the strategic framework for protecting travel, borders, 
and immigration? The short answer is that homeland security aims to protect 
citizens and others from threats and risks that are different or more significant 
than those posed by the traditional criminal and immigration threats. This 
section examines homeland security as a strategic concept, as distinct from 
the traditional understanding of national defense. It suggests how the goals of 
homeland security differ from, but relate to, the goals of immigration policy. 

The precipitating threat that spurred the development of the homeland se-
curity paradigm, with its strategic reliance on risk management, was terrorist 
violence against US citizens — not illegal immigration or mass displacement of 
people. Travel and migration facilitate, but do not cause, terrorism. Networked 
terrorism associated with weapons of mass destruction (WMDs) is instead a 
phenomenon arising from changes in the strategic environment.68  
 
The possession of overwhelming military power by certain governments, espe-
cially by the United States, led to the emergence of asymmetric forms of attack 
by adversaries. Whatever their views, violent extremists engage in terrorism 
to delegitimize and weaken governments and to coerce them toward a politi-
cal or social end. Other factors critical to the emergence of the new homeland 
security concept include:

•	 The	global	marketplace,	which	—	supported	by	communications,	infor-
mation technology, and transportation — has made WMDs available to 
outlier states and to nonstate extremist groups

•	 The	vulnerability	to	attack	and	disruption	of	societies	that	rely	on	techno-
logical networks and the globalized market

•	 The	world’s	deepening	belief	in	human	freedom	and	dignity,	expressed	in	
the law of human rights
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Security must protect human life and freedom of movement. Democratic states, 
in particular, demand a high degree of civil protection.69 The relationship be-
tween state sovereignty and individual rights is being tested by the emergence 
of transnational threats, and the United States’ constitutional commitment to 
civil liberties and human rights informs its response to such threats.

Homeland security seeks to mitigate or prevent the destruction and consti-
tutional collapse precipitated by hazards such as terrorist violence, natural 
disaster, and the breakdown of critical infrastructure and resources.70

The September 11, 2001, attacks exemplified the death, destruction, economic 
cost, and psychological impact that terrorist groups seek to achieve. The 
aftermath of Hurricane Katrina illustrated the civil disorder and delegitimiz-
ing of government authority that can follow a catastrophic natural disaster. 
Fortunately, we have not experienced a catastrophic collapse of cybersystems or 
other critical infrastructure in a context outside natural disaster. 

In the same way that traditional military defense protects the United States 
against aggressors using conventional armed forces, strategic nuclear forces, 
or unconventional warfare, homeland security protects the country from 
catastrophic consequences arising from: (1) terrorist attacks, especially using 
chemical, biological, radiological, nuclear, or high yield explosive (CBRNE) 
WMDs; (2) pandemics and natural and environmental disasters; and (3) the 
collapse of technological systems or key resources. Whereas the goal of con-
ventional war is to defend against the use or threat of military force, the goal of 
homeland security is to preclude catastrophes that could emerge from a broad 
spectrum of risks. 

Homeland Security Is Civil Security 

Other terminology may help to clarify the meaning of homeland security. Civil 
security is a term used in Europe, where references to homeland and motherland 
are too closely associated with discredited ideologies.71 More so than homeland 
security, civil security conveys the root concerns with the control of civil unrest, 
service disruption, and other challenges that can result from major, natural, 
people- or technology-induced catastrophes and lead to serious breakdowns in 
the constitutional order.72 The phrase also evokes the legacy of civil defense.73 

The phrases civil security and civil protection are more intuitively meaningful 
than homeland security for other reasons. First, they omit any reference to land 
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or territory. Terrorists are not defined principally by a nationalist or territorial 
goal. Border security is an important element of homeland security, but terror-
ists target the constitutional order of the state, not its territory.74 

The term homeland security also could suggest, erroneously, that no concern is 
owed the millions of citizens and the substantial US interests abroad, which 
cannot be true. Being able to issue passports to US citizens overseas and to is-
sue warnings are, for example, critical aspects of mobility security. Civil security 
and civil protection evoke the harms that are sought to be precluded — the 
breakdown of law, violations of rights, and human and material destruction.

Although the terms national defense and national security also carry the connota-
tion of security for US citizens and interests beyond American soil, they have 
a different meaning and cannot substitute for civil security. Defense traditionally 
connotes actions to detect, deter, and defeat aggression from external adver-
saries. Civil security, on the other hand, seeks to preclude breakdowns due to 
threats to the interior such as terrorist attacks, natural disasters, and technologi-
cal vulnerabilities. National security is understood to encompass homeland secu-
rity: the National Security Council (NSC), for example, carries out homeland 
security functions. These functions are, however, distinct from other national 
security functions, so that the two terms are not interchangeable. 

Homeland security as a descriptive term has another limitation. It is usually 
taken to mean something other than war. This tends to suggest that military 
and intelligence activities are illegitimate in the context of homeland security, 
and reside legitimately within the sole preserve of traditional national defense. 
The Department of Defense (DOD) makes a sharp distinction, very important 
to current strategic thinking, between homeland defense and a function set apart 
from traditional defense: defense support to civilian authorities (DSCA). One 
form of DSCA was apparent in the immediate aftermath of 9/11 when DOD 
assigned the National Guard to airports. DSCA is being further developed and 
now notably encompasses a standing, specialized unit to respond to nuclear 
incidents. 

Although civil security is a preferable term, homeland security is the term most 
frequently used in the United States. Hereafter the two terms are used inter-
changeably. The core goal of homeland or civil security is to preclude catastroph-
ic events and to minimize their consequences when they occur. The military 
has a role in meeting this goal, but the purposes and methods of counterter-
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rorism differ from those demanded by war. Wars against predatory and violent 
nonstate organizations defend the citizen in order to defend the state, as Chris-
topher Coker wrote in War in an Age of Risk. The military’s role against such 
human adversaries is still being determined. 

The proper role for the military at land, air, and sea borders is also unsettled. 
Border concerns may implicate illegal immigration, organized crime, or vio-
lence. At times, military or military-style assets have been deployed.75 DOD has 
a legitimate role in achieving homeland security, although not necessarily as it 
is traditionally configured. Similarly, law-enforcement and intelligence agen-
cies are contributing to homeland security, although they are not necessarily 
being used in the same way as in the past. 

DHS asserts that homeland security cannot be achieved by a narrowly defined 
group, but rather requires the involvement of a wide range of organizations and 
institutions in society, including international, federal, state, and local authori-
ties and individuals. DHS refers to this joint endeavor as the homeland security 
enterprise and sees one critical task as achieving unity of effort among all par-
ticipants. How to the draw the lines of the entire homeland security enterprise 
and assign roles to the full array of players is not the focus here. Instead, this 
chapter seeks to explain enough about homeland security to be able to discuss 
how securing human mobility contributes to it.76 

The Functions of Homeland Security 

Like criminal justice and military action, civil security has its own functions, 
tools, and methods. It is important to have a sense of these functions in order 
to see how they apply in the context of mobility security. DHS has argued 
that homeland security reflects the evolution and increasing coordination — in 
response to new threats and hazards — of traditional government responsibili-
ties for civil defense, emergency response, customs, border control, law enforcement, 
and immigration.77 

For the first seven years after 9/11, government officials articulated homeland 
security in terms of four main contributing elements: prevention, protection, 
response, and recovery.78 More recently, DHS has begun to modify this under-
standing by identifying three pillars of homeland security:79 

•	 Security: protecting the United States and its people, vital interests, and 
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way of life; relying on shared efforts to prevent and deter attacks; protect-
ing the nation’s critical infrastructure and key resources

•	 Resilience: fostering individual, community, and system robustness; ensur-
ing the capacity for rapid recovery through information, training, and 
material and psychological preparedness 

•	 Customs and exchange: expediting and enforcing lawful trade, travel, and 
immigration in such a way as to promote a strong and competitive US 
economy, protect civil liberties and the rule of law, and expand coopera-
tion with international partners

Building on these pillars, homeland security can be achieved through: 

1. Assessing risks realistically so as to inform priorities
2. Being aware of current threats and risks
3. Fostering unity against shared risks in society, government, and the inter-

national community
4. Precluding attacks, disruptions, and failures through short- and medium-

term methods
5. Building security features into people’s ways of life, critical infrastructure, 

and key resources
6. Preparing for attacks, system collapses, and natural disasters by fostering 

resilience in people, systems, and the environment
7. Responding effectively to incidents
8. Recovering rapidly and fully from incidents; minimizing trauma, disrup-

tion, and damage; and strengthening systems and structures in response
9. Diminishing the risk of future attacks, disruptions, and failures through 

long-term efforts
10. Making new laws and adapting existing legal regimes to the new realities of 

risk while upholding fundamental commitments and rights

Integrated strategically, these elements serve to preclude high-consequence 
events that disturb society and its constitutional governance. Successful preclu-
sion can be achieved by (1) proactively preventing the event as it begins to un-
fold; (2) thwarting it by hardening the target; (3) vitiating its impact through 
robust resilience; and (4) seeking political, cultural, scientific, or other changes 
that will diminish the risk of potentially disastrous events. 
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Key Homeland Security Tools for Securing  
Human Mobility

While most homeland security tools associated with mobility security are suf-
ficiently self-evident for the purposes of this discussion, a few points are worth 
emphasizing both because of their importance and their somewhat unsettled 
terminology.

Risk Assessment
Risk assessment is implicit in any protective approach. Leaders have always 
assessed where threats come from, and therefore where risks are. But in the 
homeland security context risk assessment, not threat assessment is primary. 
Risk assessment involves a different methodology than traditional military 
strategic planning or cost-benefit analysis. 

Risk is such an important concept that DHS has produced a Risk Lexicon that 
defines key terms associated with this core task. “Risk,” according to DHS, is 
the “potential for an unwanted outcome resulting from an incident, event, or 
occurrence, as determined by its likelihood and the associated consequences.” It 
is “the potential for an adverse outcome assessed as a function of threats, vulner-
abilities, and consequences associated with an incident, event, or occurrence.”80 

Risk assessment in the context of civil security is important because the envi-
ronment is one where significant hazards are unpredictable, even unknowable; 
vulnerabilities are extensive; and consequences may be massive. Risk, DHS 
notes, “may manifest at the strategic, operational, and tactical levels.”81 Choos-
ing to focus on the right risk, in the right way, with the right level of resources 
is an extremely difficult challenge. Risk assessment has relevance to securing 
human mobility because there are so many vulnerabilities. New methods and 
technology will have to be developed and applied to risk assessments that have 
not been used in traditional immigration enforcement or border security. 

Prevention and Security
The proactive element in homeland security is often signified by the terms 
security and prevention. It can involve such action as law enforcement, intelli-
gence, military forces, deradicalization, vaccination, and quarantine.



40        SecurIng Human mobIlIty

Resilience and Protection
Homeland security also influences how we build infrastructure, design business 
processes, and conduct our lives. It enables us to go about our daily lives with-
out undue deviation while feeling as protected as possible from the risks around 
us. In other words, it gives us a sense of resilience, protection, security.82 Legal, 
virtual, and physical infrastructure are arenas for resilience. Sensors in the 
ocean to record seismologic measurements and detect and trigger warnings of 
disturbances contribute to resilience. So does a well-functioning travel, border, 
and immigration screening system.

Short-Term vs. Long-Term Prevention
In addition to short-term proactive efforts that may preempt unfolding inci-
dents, we may undertake long-term measures to preclude or mitigate catastro-
phes, including those associated with the movement of people — from devel-
opment assistance to diplomacy and institution building. 

Securing Human Mobility as a Homeland Security Mission 
A definition of mobility security follows from this overall framework. As a 
dimension of civil security, securing human mobility means to preclude the dis-
abling of mobility channels from performing their normal and legitimate func-
tions. It means preventing the risks and threats that materialize from standing 
in the way of people’s lawful choices to travel, visit, and immigrate. Mobility 
security represents one element of civil security, comparable to securing the 
flow of goods and other critical infrastructure and resources. 

Traditional methods frequently fail to fully address new needs. Homeland secu-
rity seeks to preclude the crimes that pose the gravest risks, rather than to ad-
dress them through traditional administrative and criminal remedies. Securing 
human movement as a mission of civil security encompasses three broad goals: 

1. Blocking and degrading the travel channels of terrorists, serious criminals, 
and conspirators

2. Ensuring the integrity and resilience of mobility infrastructure, including 
immigration, border, and refugee programs

3. Preventing life-threatening, uncontrolled, and illegal migration through 
medium- to long-term structural change
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While most objectives and functions of mobility security fall squarely within 
the civil security mission, some relate as much or more to criminal justice or 
national defense, or fall outside the security arena. Table 1.1 lists some of the 
objectives — and federal agencies — that serve these three goals. 

Proactive Efforts against Terrorists, Criminals,  
and Conspirators

The first purpose of securing human movement is to act against terrorists, 
criminals, and other conspirators who threaten or exploit mobility channels.83 
The goal, of course, ought to be to deter or prevent these evils altogether. A 
long-term effort to persuade individuals to repudiate violence is at the heart of 
counterinsurgency strategy, counterradicalization, and community or constabu-
lary policing. Success in preventing terrorism may be possible without recourse 
to war, martial law, or other extreme measures. The Irish Republican Army 
(IRA) has, for the most part, ceased its armed attacks. The Italian mafia in the 
United States is reduced in size and activity. It has been demonstrated that 
youth gang violence can be precluded through innovative forms of deterrence. 
But as long as globally networked terrorists pose a threat, any program of hu-
man security must include actions against terrorists and serious criminals on 
behalf of vulnerable populations. 

There are three focal points for policy and practice that specifically involve 
securing mobility as a means of protecting people from imminent or anticipated 
violence: 

•	 Terrorist	travel	and	radicalization
•	 Criminal	mobility	organizations	and	facilitators
•	 Other	transnational	criminal	networks

Terrorist Travel and Radicalization
Although human mobility does not cause terrorism, it is one of the precondi-
tions for networked terrorism and transnational crime. As a result, mobility 
channels are an important venue for offensive and defensive counterterrorism. 
Programs to prevent or address radicalization should be a part of securing hu-
man mobility against violence.
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Goals Acting Against Terrorists, Criminals,  
and Conspiracies

Ensuring Mobility  
Infrastructure Integrity

Policy 
Focus

Terrorist 
Travel

Criminal  
Mobility  
Facilitators

Diaspora, 
Immigrant, 
and Other 
Trans-border 
Criminals 
andNetworks

Right to  
Movement

Refugees 
and Asylum 
Seekers

Key  
Purpose

Disrupting  
terrorist  
travel

Countering 
HTOs and 
HSOs

Countering 
trans-national 
crime other 
than mobility 
crimes

Balancing 
mobility 
rights and 
responsibili-
ties

Meeting  
humanitarian 
commitments

Example of 
Programs or 
Objectives

Terrorist 
watchlists 
and informa-
tion-sharing 
agreements

Extraterrito-
rial Criminal  
Travel  
Network 
Program

Ending 
circular 
violent gang 
migration

Upholding 
citizens’ right 
to return

Refugee  
resettlement

Primary 
Federal

DHS  
NCTC 
State  
DOJ 
DOD

DHS  
NCTC  
State  
DOJ 
DOD

DHS  
DOJ  
State 
DOD

DHS 
DOJ 
State 
DOD

DHS 
State 
HHS 
DOD

Source: Migration Policy Institute.

Table 1.1 Securing Human Movement as a Homeland Security Mission
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Table 1.1 (cont.)

Ensuring Mobility  
Infrastructure Integrity

Preventing Life-threatening, Illegal,  
and Uncontrolled Movements

Upholding 
Civil and 
Criminal 
Immigration 
Laws

Security of 
Lawful Travel 
and Entry

Boundary 
Control  
(between 
ports of 
entry)

Life- 
threatening, 
Illegal, and 
Uncontrolled 
Migration

Travel Bans 
and Rule of 
Law

Mobility  
Security 
Capacity 
Building

Immigration 
law compli-
ance and 
enforcement

Screening, 
compli-
ance, and 
international 
agreements

Border  
policing, 
defense, and 
management

Advancing 
human and 
state security 
and manag-
ing risk

Isolating 
corrupt of-
ficials and 
human rights 
violators

Strengthen-
ing borders 
and weak 
links in global 
mobility 
channels

Status  
adjudication

Secure pass-
port issuance 
and identity 
verification

US-Canada 
joint maritime 
patrols

US-Cuba 
migration 
negotiations

Banning 
travel by cor-
rupt passport 
officials

Assistance 
for border 
control in 
South Asia

DHS 
State 
DOJ 
DOL
DOD

DHS 
State 
DOJ 
DOL

DHS 
DOJ 
DOD

DHS 
State 
HHS 
DOD

DHS 
State 
DOJ 
DOD

DHS 
State 
DOD
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Criminal Mobility Organizations and Facilitators
The two types of criminal mobility organizations are human-smuggling orga-
nizations (HSOs) and human-trafficking organizations (HTOs). Third-party 
facilitators are the private and government officials who provide assistance 
to HTOs and HSOs, which must corrupt public officials in order to function. 
Terrorists in collaboration or independently can exploit the mobility channels 
that these groups and their facilitators establish. Such groups typically do not 
attack or disrupt mobility channels; their goal is to exploit these channels for 
profit. HTOs cannot leverage different labor markets or exploit women and 
children without using illegal mobility channels. HSOs exploit travel, immigra-
tion, border, and transportation agencies. They violate the law and have been 
associated with terrorist travel. 

Other Transnational Criminal Networks
Finally, violent drug-trafficking organizations (DTOs) and other transnational 
criminal networks — some of which are linked to terrorist organizations — re-
quire priority attention. 

Tackling crime in global travel channels or in immigrant communities may fall 
short of being a top homeland security priority, as compared, for example, with 
getting watchlists right. But even so, instituting homeland or civil security does 
not mean abandoning criminal investigations or policing; it means adding a 
new dimension of security. International organized crime cannot be ignored. 

Moreover, at the community level, crime control often is homeland security. 
Gang violence overwhelms certain communities. In addition, serious crimi-
nals such as fugitives, international child abductors, or human traffickers may 
exploit global mobility channels. Criminal mobility activities such as visa and 
passport fraud and non-mobility-related organized crime such as smuggling and 
trafficking are forms of corruption that undermine the rule of law in mobility 
channels. Finally, as police executives have repeatedly pointed out, effective 
policing in immigrant communities engenders trust that leads to more effective 
counterterrorism.84 
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Ensuring Mobility Infrastructure Integrity 
and Resilience 

Human mobility requires legal, institutional, operational, and technological 
infrastructure. One of the three fundamental goals of securing human mobility 
is to ensure that all the dimensions of this infrastructure maintain their integ-
rity and resilience. Usually the phrase infrastructure protection is used to refer 
to this goal and function. Protection is an accurate term because all security is 
about protecting people. But there are different forms of protection, and a more 
precise term would be helpful in the context of homeland security. Mobility in-
frastructure is like cyber or financial infrastructure. It has to maintain its integrity 
and resilience, that is, it has to be able to perform its positive missions well and reli-
ably, and not be destabilized by catastrophic events. If it does not, society cannot 
function and people cannot go about their normal routines. 

The United States first has to reinforce its own mobility infrastructure, but in 
order to protect its markets and the rule of law in mobility channels, it has to 
foster collective action among partners and allies. In particular, it must work 
with other countries to secure the integrity and resilience of North Ameri-
can, transatlantic, and transpacific travel channels. Not only are they vectors 
for risk, but US citizens and their business associates and families outside the 
United States depend on them. 

Reinforcing mobility channels with new layers of security reduces the risk 
of attack, disruption, exploitation, or failure. It also increases the ability to 
respond and to recover from incidents and to mitigate their impact. These 
security mechanisms, which are built into infrastructure and processes, oper-
ate during what DHS officials sometimes refer to as “steady state” or normal 
daily functions. They go on without reference to any specific proactive effort by 
law-enforcement or intelligence units to pursue a known or suspected terrorist, 
corrupt travel agency, HSO, or transnational criminal organization. Design-
ing, improving, and maintaining this steady state implicates the core activities 
of homeland security. Security must become axiomatic, a standard part of the 
system. This will contribute to people’s resilience. They need to have confi-
dence in the integrity and resilience of mobility infrastructure to use it in the 
ways that the law provides. Conversely, they must comply with the law for this 
infrastructure to function efficiently, responsively, and as openly as possible.
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These are five aspects of mobility infrastructure that are important to a norma-
tive steady state: 

•	 Defining	and	ensuring	the	individual’s	right	to	movement	
•	 Meeting	obligations	to	refugees	and	asylum	seekers
•	 Upholding	civil	and	criminal	immigration	law	and	processes
•	 Securing	lawful	travel	and	entry	channels
•	 Maintaining	control	of	the	border	between	ports	of	entry

Right to movement has not been a focus for major jurisprudence or civil liberties 
and human rights litigation since the Cold War period when there were efforts 
to deny passports based on ideological views. But if a mission of homeland se-
curity is to defend the ability of citizens to move in global channels, it becomes 
important to understand the legal foundation on which that ability rests. What 
are we to make of this right in the twenty-first century? 

As most recognize, the right to movement is limited by prevailing ideas about 
sovereignty. No one questions seriously the US government’s authority to limit 
who enters the United States, consistent with its international humanitarian 
obligations. The sovereign determines the citizens’ right to enter, and the sov-
ereignty of states remains the foundation of the international order embodied 
in the UN Charter.85 

Individuals nevertheless have a natural expectation of movement, a kind of 
inalienable right. The right to free movement is enshrined, for example, in 
Mexico’s Constitution. Such a right is also embodied in the human rights 
charters to which the United States is a party. Although considered somehow 
secondary, and usually narrowly interpreted, this right encompasses a citizen’s 
ability to move within, depart from, and return to her nation.86 The free world 
has articulated this right in defense of citizens trapped by totalitarian regimes. 

Given the threat of devastating terrorist attacks and the new strategic context 
that has emerged in the twenty-first century, the prevailing understanding of a 
right to movement may be questioned in a number of respects. One set of issues 
concerns the role of the state in guaranteeing and limiting this right. Does this 
right have the same meaning among free societies? Can one free and democrat-
ic society allow its people to enter another free and democratic society illegally 
and in large numbers when global mobility channels are pathways for terror-
ists who pose major threats to public safety and civil order? What about when 
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citizens die in foreseeable numbers while intending to violate the destination 
state’s sovereignty such as in illegal migration to the United States or European 
Union? Do we have to reconsider a sending state’s obligation to ensure a safe, 
lawful, and orderly departure — perhaps consider it part of its responsibility to 
protect? These are questions facing us going forward.87 

A second set of issues concerns the individual’s rights. The mission of securing 
human mobility arises because the ability to move to see one’s family, pursue 
economic opportunity, or find security, has become a crucial dimension of life 
for hundreds of millions of people. As government increases its regulation of 
movement in the interests of security, this right must be carefully guarded. On 
what basis and through what process should governments be able to impose 
travel bans? Should travelers be able to appeal rejections of their visa applica-
tions? On what grounds should US citizens be denied passports? Answering 
these pressing questions will become an important dimension in ensuring the 
integrity of human mobility. To the extent possible, democratic societies ought 
to vest most decisions about lawful free movement in the individual, thus pro-
tecting him from abuse by the state.

Obligations to refugees and asylum seekers need no elaboration here; they are 
much discussed elsewhere.88

Immigration law and practice constitute the third pillar of mobility infrastructure. 
The homeland security mission includes responsibility for ensuring that this 
infrastructure can function as expected by citizens and as most benefits the 
United States, in spite of risks. In particular, the immigration system must sup-
port the economy as directed by Congress and ensure that particular immigra-
tion and visitor policies do not present unacceptable risk. It means ensuring 
sound adjudications, compliance with the law, and meaningful enforcement. 
It encompasses the design of the security dimensions of laws. It includes the 
processes for status adjudication, detention, removal, and earned legalization. 
Integration programs are also an ongoing function of immigration policy into 
which some security features may be built. 

Lawful travel and entry policy and practice together compose the fourth pillar 
of human mobility infrastructure. Citizens born in the United States, tempo-
rary visitors, and immigrants all use the lawful travel system. Travel and entry 
policy and practice have two security functions: screening to preempt entry by 
dangerous people and compliance programs. Information sharing and redress 
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systems (for those incorrectly identified as a risk) are new elements intended to 
reinforce the integrity and resilience of travel and entry practice. The chal-
lenge is building effective security into this system in such a way as to reinforce 
the willingness and ability of people to cross borders despite the risk of terror-
ism.

Control of the boundaries of the United States between ports of entry, and in the 
maritime and air domains is the fifth pillar of mobility infrastructure. Ensuring 
integrity and resilience in this context means to counter terrorism and mini-
mize illegal immigration consistent with US law, the interests of communities, 
and the health of the environment along the border. One goal should be to 
prevent circumstances that could give rise to the need for military defense at 
the border.89

Preventing Dangerous, Illegal, and  
Uncontrolled Movement

The third goal of securing human mobility concerns upstream factors — pre-
cluding dangerous, illegal, and uncontrolled movement. Preclusion has rapidly 
emerged as a core function of securing human mobility. 

Prevention or preclusion as an element of securing human mobility refers to 
long-term prevention of flows of people who either represent a danger to mi-
grants, refugees, and others, or of flows that are illegal, precipitous, or uncon-
trolled. In FY2008, the Border Patrol apprehended 723,840 people.90 The US 
goal should be to preclude the movement of people who believe that they must 
migrate in order to survive, reduce the number of people who endanger them-
selves in doing so, and reduce the number of people who migrate illegally. 

Prevention has become an important arena for policymaking in the migration 
and broader mobility arena and is destined to become more important, for a va-
riety of reasons. One reason is the threat of terrorism. Terrorists can come and 
go virtually anywhere. It is an axiom of homeland security theory that security 
layers and offensive counterterrorism will not deter or preempt all attacks. 
Preventing the emergence of illegal streams in which terrorists may hide is one 
method of mitigating risk. 

Another reason for emphasizing prevention is the cost to those on the move — 
in risk to life and in destabilized and reduced communities. Helping a country’s 
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government and civil society establish the rule of law, democratic account-
ability, and conditions for economic productivity advance human security and 
reduce the need to migrate. 

Yet another reason is that the number of people who want to flee their coun-
tries exceeds the capacity of the world’s legal immigration and refugee sys-
tems. Expansion of these legal migration systems is unlikely in the short term. 
Instead, the best approach to illegal or uncontrolled movement is to dismantle 
the conditions that impel it, to convince source nations to fulfill their responsi-
bility to protect their own citizens, and to assist them in developing their own 
nations.

Finally, prevention is important because current strategies to combat illegal im-
migration have not been effective in substantially reducing illegal immigration 
and have had high costs to individuals and communities. 

Deciding that prevention is central to securing human mobility represents a 
policy shift. It is not an absolute shift, because preventive efforts have taken 
place already. But there is now a consensus that the level of illegal flows to the 
United States is unacceptable, which moves prevention higher up the home-
land security agenda. There are different views on appropriate migration levels 
and enforcement measures. If real results are to be achieved, prevention will 
command real resources.

The tools of long-term prevention in this context are easily stated because they 
coincide with other areas of development. They include: 

•	 Working	with	sending	countries	to	improve	conditions	so	that	people	are	
able to develop their capabilities at home

•	 Assisting	other	countries	in	improving	their	mobility	management	and	
control capacities, including their travel, border, and immigration pro-
grams, so as to make it possible for them to exercise some control over 
immigration and emigration

•	 Anticorruption	efforts
•	 Making	new	laws	concerning	human	movement,	including	imposing	travel	

bans on leaders whose corrupt and oppressive practices contribute to the 
creation of conditions that drive emigration 

•	 Building	international	institutions	that	support	the	rule	of	law	in	sending	
countries and in global mobility channels
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 “Homeland Security” and the Responsibilities  
of DHS

Shifting from the perspective of border security–immigration enforcement to 
mobility security can be accomplished without major changes. Before making a 
few suggestions about possible adjustments, however, it is necessary to explain 
the role of DHS in furthering homeland security, as distinct from carrying out 
its traditional immigration policies and programs. 

DHS’s role in relation to homeland security is not as straightforward, for 
example, as DOD’s role in national defense in two ways. First, the human re-
sources for achieving homeland security — the troops, as it were — are not all 
contained within DHS. On the contrary, one of the hallmarks of civil security 
is that it depends on participation by a wide range of people and institutions, 
everyone from the military to ordinary citizens. This larger collective effort and 
its shared responsibility have been coined the homeland security enterprise. DHS 
is thus, on its own, much smaller than the homeland security enterprise.

The second difference runs in the opposite direction. DHS has responsibilities 
over and beyond homeland security. Unlike DOD, which is exclusively con-
cerned with defense, DHS has many legacy responsibilities inherited from the 
22 agencies it assumed. For example, it carries over the missions of the former 
US Customs Service in enforcing intellectual property law and in collecting 
duties. Some legacy roles are more compatible with homeland security than 
others, such as the Secret Service’s protection of the president and other key 
government leaders, and some are irretrievably outside the frame, such as the 
Coast Guard’s inspections for vessel seaworthiness. 

DHS has two legacy sets of responsibilities relating to the movement of people 
that go well beyond the authority it exercises in any other arena. First, DHS 
and the Department of State (DOS) are nearly completely responsible for car-
rying out the day-to-day steady state operating functions of the US laws and systems 
supporting human mobility. As discussed above, DHS runs the immigration 
system, manages airline travel security, patrols the borders and coasts, and staffs 
the ports of entry. Second, DHS is deeply involved in creating immigration-, 
travel-, and customs-related trade policy in the sense of deciding how to use its 
substantial resources and prioritize programs within the broad parameters of the 
positive policy goals established by Congress. 
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DHS does not exercise comparable operational and policy responsibilities in 
other sectors. For example, it does not have the same type of policy leader-
ship or hands-on responsibilities for cyberspace, financial flows, energy, public 
health, food supply, the chemical industry, and all other critical sectors and 
infrastructure, which are vital to homeland security. DHS does not regulate 
banks or the energy supply, or set food policy. Nor is it responsible for law 
enforcement in any of these sectors. 

In these and other arenas, DHS has a distinctly more limited policy role. DHS 
has exercised authority over response to pandemics, for example, but the De-
partment of Health and Human Services (HHS) manages public health policy. 
DHS has responsibility for the security of water infrastructure, but the Depart-
ment of the Interior oversees water policy more generally. When it comes to 
the movement of goods and cargo, other major entities such as the US Trade 
Representative, the Departments of Treasury and Commerce, the World Trade 
Organization (WTO), even the World Customs Organization and the private 
market have more important policy roles and influence than DHS. Even with 
respect to terrorism, a core DHS focus, DHS is part of a larger structure of au-
thority, including elements of the intelligence community such as the National 
Counterterrorism Center (NCTC) and the Directorate of National Intelli-
gence (DNI), as well as the Federal Bureau of Investigation (FBI) and Depart-
ment of Justice (DOJ), and DOD.91

By contrast, DHS and DOS oversee visa policy, supply travel documents, man-
age travel and border crossings, build border infrastructure, run the immigration 
system, negotiate with foreign governments on migration matters, and establish 
policy and programmatic priorities within the parameters of the Immigration 
and Nationality Act. Immigration responsibilities outside the realm of home-
land security are not small or insignificant. Just to take two issues currently 
being debated in policy circles, DHS must decide whether to develop civil 
detention standards relating to immigration violators and it must decide how 
to shape the role of its Office of Citizenship. These examples raise full-blown 
policy issues in the absence of terrorist or other contemporary risks. 

The distinction between homeland security and its other more traditional im-
migration functions is reflected in Congress’s articulation of the DHS mission: 

•	 Prevent	terrorist	attacks	within	the	United	States.
•	 Reduce	the	vulnerability	of	the	United	States	to	terrorism.
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•	 Minimize	the	damage	and	assist	in	the	recovery	from	terrorist	attacks.
•	 Carry	out	all	the	functions	of	the	entities	that	it	assumed,	including	acting	

as a focal point regarding natural and manmade crises and emergency plan-
ning.

•	 Ensure that the nonsecurity functions of the entities it inherited are not dimin-
ished (emphasis added).

•	 Ensure	that	the	nation’s	homeland	security	activities	do	not	threaten	or	
undermine economic security.

•	 Coordinate	efforts	to	sever	connections	between	drug-trafficking	 
organizations and terrorism, and otherwise contribute to anti-drug- 
trafficking efforts.92 

This statutory list comprises an initial definition of homeland security, one that 
Congress intends to be incorporated and elaborated in the first Quadrennial 
Homeland Security Review. By referring separately to legacy responsibilities, 
the statute acknowledges that while immigration policy and practice have to 
take security and resilience into account, these are not the only purposes of US 
immigration policy. 

Immigration policy primarily derives from demographic and labor-market 
needs, family reunification imperatives, refugee and other legal and moral 
obligations, considerations relating to national groups, and beliefs about human 
freedom. These needs and considerations do not fit under the homeland secu-
rity rubric. But they are of as profound strategic interest to the United States as 
a sound financial system and a reliable supply of natural resources.

Government Organization
DHS should be organized to: (1) support its exercise of authority over aspects of 
homeland security within its direct purview; (2) provide the strongest possible 
foundation for its exercise of authority in the areas in which it has primary op-
erational and policy authority (mostly in mobility matters); and (3) enable its 
special legacy roles and responsibilities to be managed in the strategic interest 
of the United States. The legacy role of primary concern is immigration policy 
because no other department has a significant say in it. 

At present, these organizational needs are not fully realized. The main problem 
is double-sided: on one hand, mobility functions so dominate DHS in terms of 
personnel and budget that it easily can appear as if border security and im-
migration enforcement compose most of homeland security, rather than being 
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important elements of a much larger enterprise. On the other, mobility func-
tions are not consolidated in such a way as to give them the kind of attention 
they merit, as a distinct form of critical infrastructure with strategically impor-
tant legacy purposes.

DHS’s organizational structure should reflect that homeland security entails a 
risk management strategy that accounts for all catastrophic risks (not just those 
that are mobility related) in the same way that national defense is directed 
against any source or form of aggression. Mobility infrastructure is simply one 
sector that requires security and resilience among many other “top-tier” sectors 
or activities. Some of DHS’s legacy immigration and other non-mobility-re-
lated functions are no less important or central to homeland security. 

The best way to carry out DHS’s responsibilities for the security of mobility 
channels and for other top-tier sectors would be to install two deputy secretar-
ies (as has been done at the DOS and the DOJ). One deputy secretary would 
have the portfolio for movement security covering the movement of goods and 
people ― S2(M). The other would have the portfolio for all the other infrastruc-
ture and resource sectors and aspects of civil security — S2(C). 

S2(M) would oversee: the Transportation Security Agency (TSA); US Coast 
Guard (USCG); CBP; US Citizenship and Immigration Services (USCIS); 
the Federal Law Enforcement Training Center (which trains the personnel for 
most of these agencies); and possibly the United States Secret Service, which 
protects the president, visiting foreign heads of state, and designated sites and 
events in the United States, and also safeguards the nation’s financial infra-
structure and payment systems (because of its strong link to CBP).

S2(M) could be supported by a senior assistant to coordinate all aspects of im-
migration policy implementation and coordination.93 It may be that Congress 
would want more substantial attention paid to immigration policy, due to its 
increasing strategic importance to the United States. Already, Congress is 
concerned that trade issues do not receive sufficient policy attention within the 
homeland security framework. Canada, for example, has a separate migration 
ministry. 

The offices that support both deputy secretaries — Intelligence and Analysis, 
the Privacy Office, Legislative Affairs, General Counsel — could also continue 
to support all functions of the department, but similarly divide their units into 
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two basic divisions. The United States Visitor and Immigrant Status Indicator 
Technology Program (US-VISIT), formally known as the US Visitor Infor-
mation and Status Technology, could be designated as being under S2(M) or 
S2(C) or otherwise. 

As was proposed by former homeland security secretary Michael Chertoff, 
there should also be an under secretary for policy, rather than just an assistant 
secretary as currently exists.94 DHS is simply too large and complex to meet 
its policy responsibilities effectively without this level of attention. The under 
secretary for policy should have a range of assistant secretaries. With reference 
to the movement of people and goods, there should be an assistant secretary 
for mobility security policy overall or, possibly, assistant secretaries for different 
subject areas such as mobility crimes, mobility infrastructure, and international 
information sharing and foreign assistance. 

To give legacy responsibilities the special attention they need would also 
require an assistant secretary for immigration policy and an assistant secretary 
for travel and trade policy. The under secretary would report to the secretary 
through one of the two deputy secretaries. The assistant secretary for immigra-
tion policy would work in partnership with the proposed Standing Commission 
on Labor Markets, Competitiveness, and Immigration (discussed below) in 
the same way that elements of the Department of the Treasury complement 
or work in tandem with elements of the Federal Reserve, which has a major 
research unit. The assistant secretary for travel and trade would work in tan-
dem with counterparts at the Department of Commerce (DOC) and the Office 
of the Special Trade Representative. As long as these legacy responsibilities 
remain in DHS, they must be fully reflected in the agency’s policy architecture. 

Another way to strengthen immigration policymaking would be to provide 
a focal point for immigration policy analysis outside of DHS. The Migration 
Policy Institute (MPI) has suggested that such a focal point be established 
in the form of a Standing Commission on Labor Markets, Competitiveness, 
and Immigration, which would conduct research and inform Congress on an 
ongoing basis about the immigration policy interests of the United States.95 As 
stated above, travel policy already has focal points in government outside of 
DHS, in the Department of Commerce and DOS. 
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Other Organizational Issues
In addition to ensuring the integrity and resilience of mobility operations, 
securing human mobility requires proactive programs and long-term preclu-
sive programs. For both of these, DHS and other entities have to collaborate 
closely. 

Proactive efforts against terrorists. Violence related to mobility is partly 
a homeland security function and partly a matter of crime prevention and 
control. Either way, security from mobility-related violence is mainly a DHS 
responsibility because DHS possesses almost all the relevant expertise and 
personnel. Other critical assets are DOS consular affairs officers, who issue 
passports and adjudicate visas, and DOS diplomatic security agents, who inves-
tigate passport and visa fraud. 

NCTC has authority over “strategic operational planning” concerning terrorist 
travel.96 DHS has the lead in countering HSOs and HTOs. Human-traffick-
ing policy and practice extend to other departments, but tackling the criminal 
infrastructure is a DHS mission. Attacking transnational criminal networks at 
the federal level is a responsibility DHS shares with State Department consular 
officers and DS agents, as well as the FBI; Bureau of Alcohol, Tobacco, Fire-
arms, and Explosives (ATF); Drug Enforcement Administration (DEA); and 
prosecutors. But all the expertise on visas, passports, border crossing, transporta-
tion, and immigrant communities and integration resides in DHS and the two 
State Department operational agencies, and in their intelligence community 
partners. Therefore, it is primarily a DHS responsibility to take the lead in 
figuring out how to use mobility needs to attack or prevent transnational crime 
and to provide the personnel to do so. 

The FBI, ATF, and DEA lead the effort to control and end transnational 
crime. DHS and the DOS agencies can contribute to this effort by developing 
tactics that relate to criminal mobility and smuggling. 

Chapter 4 proposes to strengthen the Human Smuggling and Trafficking Cen-
ter as a way to bring greater strategic coherence to securing human mobility. 

Prevention in the mobility context. There is no one-size-fits-all approach to 
prevention, making organizational streamlining difficult. Where good gover-
nance is the goal, efforts to support the rule of law and anticorruption programs 
are critical. To upgrade border control requires capacity building related to 
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customs collection, border control, travel documents, and physical infrastruc-
ture. Military assistance and training may be required to solidify border defense 
in certain circumstances.

All the challenges inherent in delivering aid effectively, assisting other coun-
tries in raising their prospects, and gaining cooperation from other countries, 
come into play in prevention efforts. Inevitably, the process must involve 
negotiation among immigrant-sending and -receiving countries to stabilize 
migration and provide for security. Political cooperation over travel sanctions 
will also present a challenge, just as it has for financial sanctions. 

The variety of purposes and methods that make up preventive efforts requires 
that a number of departments, agencies, and international organizations be in-
volved. DHS, DOS, and DOJ — with DOD support — must establish a vehicle 
for priority setting, coordination, and calibration of efforts. Like other complex 
coordination problems that arise in the security context, this one raises the 
question of whether White House direction is needed. At a minimum, the 
entire effort needs to be discussed in the context of the US strategic approach 
to foreign assistance and military intervention.
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chapter 2: terrorIsts, crImINal  
mobIlIty eNterprIses, aNd thIrd- 
party IllIcIt travel FacIlItators

Illicit travel — including travel by terrorists, human smugglers, and traffick-
ers — is facilitated by three sets of actors. Insider mobility facilitators act within 
insurgent, terrorist, and other illicit networks. Criminal mobility facilitators, 
whether cottage-industry operators or members of major transnational criminal 
organizations, include human smugglers and traffickers and specialists in coun-
terfeit documents. Third-party mobility facilitators are the unwitting, negligent, 
complicit, or corrupt officials who work in transportation agencies, travel agen-
cies, airports, and government offices. They include employer and immigration-
related intermediaries; police officers; foreign embassy officials; and passport, 
visa, and immigration adjudicators. Poorly designed regulatory systems and 
ineffective government agencies also facilitate illegal travel and residence. 

Each of these actors has a lawful counterpart, whether the savvy traveler 
organizing a family vacation or the law-abiding professional working in travel, 
immigration, or transportation. 

The three types of illicit mobility facilitators raise strategic concerns related to: 
(1) precluding terrorism and serious transnational crime by denying freedom 
of movement to dangerous individuals, (2) preserving the legal and physical 
integrity of mobility channels, and (3) providing the opportunity for law-abid-
ing travelers to move securely and safely within a framework of laws.

It is important to become familiar with the myriad roles that facilitate the illicit 
movement of people in order to understand who sustains it, how this work is 
organized, what motivates them, and what can be done to limit their activities. 

Within terrorist or organized criminal networks (other than human-smuggling 
organizations [HSOs] and human-trafficking organizations [HTOs]), there may 
be individuals who specialize in supporting travel, either as part of a portfolio of 
logistical responsibilities or as a niche skill or function. Their roles range from 
that of logistics director and travel document counterfeiter to courier (with the 
ability to deliver airline tickets, money, or information at relatively low risk) or 
harbor of people on the move. Some insiders coach others in how to respond to 
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questions at a port of entry. Illicit travel facilitators may also serve as recruiters.

HSOs and their networks are motivated by profit. They range from family and 
social networks to sophisticated global criminal enterprises. The illicit mobil-
ity market has local, regional, and increasingly global dimensions. Its main 
customers are economic migrants, persons seeking to join family members, and 
(sometimes) refugees escaping violence or persecution. Terrorist organizations, 
too, have used the services of human-smuggling networks.97 HTOs, meanwhile, 
may either smuggle victims themselves or outsource this activity to HSOs. The 
traffickers’ financial gain derives from the transfer or exploitation of trafficked 
victims, not from the movement itself, which represents a cost. 

Public- and private-sector officials, intermediaries, and employees of immigration, 
border, travel, and transportation organizations intentionally or unintention-
ally collaborate with terrorists and criminal mobility facilitators. Those in the 
know supply their services for a range of ideological, familial, financial, and 
other reasons. Whether intentional or not, such third-party mobility facilita-
tors play a key role in all illicit travel networks. Regulatory and law-enforce-
ment policies must distinguish among third-party facilitators — from family 
members and officials to immigration sponsors to organized criminals.

These three sets of actors — insider, criminal, and third-party mobility facilita-
tors — often overlap with one another. Some terrorist and criminal travel facili-
tators have connections with corrupt passport officers or travel agents. Human 
smugglers may also serve terrorist networks and criminal enterprises other than 
HTOs, including violent gangs, arms- and drug-trafficking organizations, traf-
fickers in gray-market or counterfeit products, and money-laundering operations. 

Terrorist Organizations

In-House Terrorist Travel Facilitators
Today’s global and transnational terrorist groups have thrived in areas where 
illicit economies support trafficking in humans, drugs, arms, and commodities 
from baby formula to cigarettes. Terrorist groups raise funds in diaspora com-
munities in the United States and elsewhere. Recently, American citizens have 
been linked to Somali-based terrorist activity and to al Qaeda in Pakistan and 
Afghanistan. For the purposes of mobility security, a terrorist’s jumping-off 
point is not as important as his movement. The goal for homeland security 
agencies, then, is to be able to detect, track, and disrupt such movement. 
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The primary terrorist threats to the United States are groups, many of a funda-
mentalist Islamist persuasion, concentrated in Pakistan and Afghanistan, the 
Middle East and the Maghreb, East and West Africa, the Balkan and Cauca-
sus regions, and (to a lesser extent) the triborder area of Latin America (the 
intersection of Brazil, Argentina, and Paraguay). Some European Union (EU) 
and Caribbean countries are also venues. The United States has designated 44 
foreign terrorist organizations operating globally.98 Active global terrorist net-
works, by definition, engage in mobility fraud by deceiving officials as to their 
travel intentions. 

Al Qaeda and its Affiliates
Al Qaeda today consists of Osama bin Laden’s original network — which was 
responsible for the September 11, 2001, attacks and operates along the Paki-
stan-Afghanistan border — and closely affiliated groups in Iraq, the Maghreb, 
and the Arabian Peninsula. Other organizations with ties to al Qaeda include 
Jemaah Islamiyah (which killed hundreds in a 2002 Bali car bombing), the 
Abu Sayyaf Brigade in the Philippines, Lashkar-e-Taiba in Pakistan, groups in 
the horn of Africa, and less organized groups that have also received terrorist 
training. Some of these groups are actively focused on attacking US civilians 
and US interests within and outside the United States. Such conspiracies in-
clude the Christmas Day 2009 attempted attack on a US jetliner by a Nigerian 
allegedly affiliated with al Qaeda in the Arabian Peninsula; the 2008 Lashkar-
e-Taiba attack on a Mumbai hotel hosting Americans and other Westerners; 
and the July 7, 2005, bombings in London. The ongoing threat of attack, 
whether involving US- or foreign-based terrorists, makes al Qaeda’s interna-
tional travel activities of deep concern to US counterterrorism officials. 

A key question is the extent to which al Qaeda and its affiliates manage travel 
for their operatives internally or outsource it to human-smuggling networks. 
At the time of the 9/11 attacks and immediately thereafter, al Qaeda managed 
much of its travel in-house, consistent with its need to maintain operational 
secrecy. Abu Zubaydah, who managed al Qaeda’s travel as part of his oversight 
of a network of training camps, was able to provide al Qaeda operatives with 
genuine passports that he had secured from foreign fighters, corrupt and sympa-
thetic officials, and others. Terrorist operatives used these passports, the least 
likely kind to draw official scrutiny, to transit through countries such as Yemen 
and Iran. During its peak years, al Qaeda developed elaborate travel tactics, 
such as supporting false biographies with real and forged entry stamps. 
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Following Abu Zubaydah’s apprehension in 2002, al Qaeda leaders surely 
sought to replace him with new travel managers. However, the disruption of al 
Qaeda during the first phase of the anti-Taliban Afghan war and other opera-
tions against al Qaeda facilitators, including the arrest of Hambali in Thailand, 
appear to have diminished its ability to organize travel with its previous level of 
sophistication.

On the one hand, al Qaeda’s alliances are ongoing and promise ample access to 
new documents and to travel facilitator networks. On the other hand, due to 
increased post-9/11 efforts to intercept terrorist communications and financial 
transfers, al Qaeda has been forced to increase its reliance on couriers, which 
increases the network’s vulnerability to travel-related detection. 

Terrorist Travel and Human-Smuggling Organizations 
Many al Qaeda adherents are capable of moving around the globe without assis-
tance. Those who require assistance can either tap al Qaeda’s internal resources 
or turn to outsiders to move them incognito. Al Qaeda uses local smugglers to 
cross back and forth along the Afghanistan-Pakistan border. Baluchi smugglers 
cover well-worn routes to Iran. Similarly, local travel facilitators move recruits 
from Saudi Arabia, Morocco, and other Maghreb countries into Iraq. In the ab-
sence of internal capacity, al Qaeda relies almost entirely on human-smuggling 
networks. For this reason, HSOs that operate across borders in war zones are of 
particular importance to mobility security. Smuggling enterprises may be linked 
to terrorist organizations through ideological, familial, or other personal associa-
tions or they may not be involved with terrorism in any way.

Systematic cooperation with purely profit-driven groups is not, however, in 
al Qaeda’s interest. Terrorists prefer to deal with their own kind, rather than 
with criminals who might betray them. That said, far too little is known about 
the nexus between terrorist groups and criminal travel facilitators. Human 
smuggling and trafficking is a high-profit, low-risk business; most criminals 
want to avoid the attention that moving terrorists and major international 
criminals would bring to their business. Still, notwithstanding the increased 
risks, terrorists and HSOs do cooperate with each other. Co-nationals are 
more likely to cooperate, but there is also evidence of smugglers assisting ter-
rorist groups with whom they have no ethnic or ideological links. In general, 
terrorist organizations tend to use smugglers in South Asia and the Middle 
East, but are more cautious in Western countries. That said, there is active 
cooperation between terrorists and human-smuggling networks throughout 
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Europe and in North Africa, making EU passports easy for terrorists to ob-
tain. Hubs for false documents, such as in Thailand, may be found around the 
world. 

Terrorists can exploit human-smuggling networks that have little knowledge 
or concern about the background of the people they are moving. Unless an 
individual stands out and is likely to attract unwanted attention, a smuggling 
organization has little incentive to find out more than whether a customer has 
the ability to pay. Still, it seems likely that some smugglers are in the know. Al-
though handling a terrorist raises the risk of law-enforcement attention, it may 
also reap greater profit. In addition, some smugglers may help terrorists because 
of personal or ideological associations. 

There are no published cases of HSOs transporting al Qaeda terrorists to the 
United States from Canada or Mexico. (There have been cases of HSO figures 
in Mexico and elsewhere in the western hemisphere with tangential associa-
tions with terrorist organizations.) But a case involving an HSO in Latin 
America demonstrates the potential for this to occur. In 2006 eight Colombi-
ans, one Venezuelan, and one Palestinian national were charged in US federal 
court with arranging travel to the United States for individuals they believed 
to be members of the Revolutionary Armed Forces of Colombia (FARC). In 
reality, their client was an informant working for US law enforcement. 

The group provided fraudulent identity documents from Colombia, genuine 
Colombian passports issued in the name of dead people, Spanish identity 
documents, and trade association cards. It also arranged to procure Spanish 
passports, most with substituted photographs, which would have enabled the 
supposed FARC members to enter the United States without visas. The infor-
mant used a Spanish passport to board a plane from Panama City. Charging 
more than $20,000 for its services, the group included a Colombian immigra-
tion service detective and an immigration inspector, who arranged undetected 
passage through immigration controls at the international airports in Bogota 
and Panama City through which clients were to travel to Miami.99

Even without the participation of human smugglers, experienced terrorists can 
and do use smugglers’ illicit travel infrastructure: that is, they exploit the regu-
latory vulnerabilities, routes, corrupt officials and police, and other third-party 
facilitators that provide passports and other assistance in crossing borders. Ex-
tremists are often told to seek out local contacts who have travel connections. 
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The line between human-smuggling networks and such individual actors is 
blurred at best. 

Al Qaeda in Iraq relies on a network of sympathetic facilitators and profit-seek-
ing human smugglers to move operatives into Iraq from Syria. These operatives 
come to Damascus from elsewhere in the Middle East, and from North Africa 
and Europe. The attraction of the Syrian route includes loose transit visa 
regulations, the long Syrian-Iraqi border, and a Syrian regime that is at best 
ambivalent toward the United States. 

Al Qaeda associates are believed to be concentrating on recruiting operatives 
who look nonthreatening, who have no known association with terrorism, and 
who are able to obtain passports of countries from which travel to the United 
States does not require visas. Such operatives are what the Department of 
Homeland Security (DHS) has referred to as “clean skins,” a term originally 
used for drug traffickers without prior records. A more precise and less dehu-
manizing term is “unknown clandestine operatives” (UCOs), which will be 
used hereafter. After US passports, the most valued are those from Canada and 
the 35 countries participating in the US Visa Waiver Program (VWP). The 
new US Electronic System of Travel Authorization (ESTA), however, makes it 
more difficult to exploit the VWP. (ESTA is discussed in chapter 10.) 

These passports may be genuine. A frequent tactic is to use fraudulent identity 
documents acquired in South Asian countries — for example, residency cards, 
driver’s licenses, identification cards, and voter-registration cards — to acquire 
passports from European countries participating in the VWP. The higher the 
rank of the terrorist traveler, the less likely he or she is to rely on smuggling 
organizations. Dhiren Barot, a British al Qaeda conspirator sentenced to life in 
prison based on evidence of plots to blow up UK railroad stations and a Lon-
don tube train, had nine British passports — seven in his true name and issued 
to him by the British passport authority, the other two for false identities. He 
obtained new passports by reporting previously issued passports as lost or stolen. 

Al Qaeda has had access to false document providers in Europe — most of 
them known sympathizers — since before 9/11. In Italy, for example, al Qaeda 
associates sold passports outside of mosques. In 2008 British investigative jour-
nalists uncovered a Bangladeshi operation peddling Bulgarian passports at two 
mosques, mostly for labor migrants but also for purported Islamic extremists.100 
Document facilitators who provide genuine, altered, and counterfeit passports 
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to al Qaeda are particularly active throughout the Maghreb, especially in Libya, 
Algeria, and Morocco, and they are connected to mosques throughout Europe, 
from the United Kingdom to the Balkans.101 European authorities make peri-
odic arrests of passport forgers, for example, in February 2009 Spanish police 
arrested 15 people suspected of forging passports for use by al Qaeda members. 
The group allegedly stole passports in Spain and forwarded them to Thailand 
for alteration. Portugal is another country where al Qaeda members have been 
involved in the production of false documents.102

 
Whatever the status of their passports, when al Qaeda operatives fly commer-
cial carriers, they must obtain tickets through the existing reservations systems 
and must pass through airline and government screening systems. They have 
an incentive to use third-party facilitators to avoid the regulated travel system. 

Al Qaeda also uses vulnerabilities in visa-screening processes to move their 
operatives around the world. In the United Kingdom, security officials have 
noted that because the UK Border Agency does not sufficiently screen all visa 
applicants from countries such as Pakistan, Somalia, and Yemen, a number 
of individuals with UK visas (predominantly student visas) may be current 
members of sleeper cells, ready to attack at any moment.103 Between October 
2008 and April 2009, the UK Border Agency may have allowed up to 13,000 
visa applicants from Pakistan to enter the United Kingdom without conducting 
checks on their supporting documentation.104 

Al Qaeda has used outside human-smuggling networks to facilitate its opera-
tives’ movements, including across land and sea borders outside of established 
ports of entry.105 For example, al Qaeda operatives have hidden in the backs of 
trucks and bribed truck drivers and border guards.106 The smugglers involved in 
these operations may or may not have been aware of the full identity of their 
clients, although al Qaeda operational security practices make it unlikely that 
they were informed. Operatives who are not distinguishable by appearance 
or behavior are the ones most likely to be moved by nonterrorist smuggling 
organizations. 

The United States introduced the systematic use of biometrics — the use of 
intrinsic physical traits to identify individuals — in 2004 with the establish-
ment of US-VISIT, a program to take fingerprints from arriving passengers with 
visas. As the use of biometrics becomes more prevalent worldwide, it will be 
riskier for al Qaeda to use legal entry channels. The dominant assumption since 
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2001 — that al Qaeda and associated organizations would seek to use legal 
systems — may no longer be valid. Even sophisticated and experienced terror-
ists may find it necessary to take advantage of illegal mobility channels. As of 
yet, however, the US government has not reported that any terrorist operatives 
connected to al Qaeda or its affiliates have crossed into Mexico.107

Hezbollah’s Global Smuggling Network
Hezbollah is a global, terrorist network of significant concern to the United 
States. To date, its targets have mainly been in Lebanon and Israel, although 
it has also mounted attacks in Latin America, where (as perhaps in Mexico) 
it has been involved in the drug and arms trade.108 Hezbollah raises funds from 
donors and from its criminal operations in the United States. Because of its 
backing from Iran, it can maintain the most sophisticated travel operation 
of any major terrorist organization, including a global network of complicit 
government officials. In Latin America, Venezuela has provided passports at 
Iran’s urging to a number of Hezbollah members to facilitate their travel to 
Mexico and to European countries that do not require visas for travel from 
Venezuela.109 Other terrorists, not connected to Hezbollah, have used fraudu-
lent Venezuelan passports.110 

Scores of HSOs operate in Mexico, including those based in nations with a 
significant anti-US terrorist presence. That said, Hezbollah has the only known 
terrorist nexus to an HSO in Mexico. Mexico’s substantial Lebanese communi-
ty makes it an attractive staging area for Lebanese citizens interested in enter-
ing the United States. Prior to his arrest in 2002, a Lebanese citizen who owns 
a restaurant in Tijuana helped at least 80 Lebanese citizens cross the US-Mex-
ico border into California. There is no indication that this facilitator himself 
had any terrorist connections, but some of his clients had ties to Hezbollah.111 

Generally, further linkages between terrorist groups and HSOs moving people 
to the United States from Mexico have not been identified. However, Hezbol-
lah appears to be an intermediary organization used by Mexican DTOs to sell 
drugs to Europe and the Middle East. In addition, arms providers in the Middle 
East, Latin America, and Bulgaria sell arms through Hezbollah to the DTOs.112 
The significant increase in the capabilities of DTOs seems to be aimed primar-
ily at Mexican military forces and other cartel opponents. But it also has rami-
fications for those communities in the United States, whether at the border or 
beyond, where the organizations sell drugs and carry out turf battles. 
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Terrorist Relations to Human-Smuggler Organizations
The potential exists for terrorist organizations to use human smuggling and hu-
man trafficking as means of raising funds. From what is known about al Qaeda 
and Hezbollah, however, formal links with human traffickers appear to be 
fewer and weaker than with arms and drug traffickers. While terrorist networks 
may occasionally smuggle people or a smuggling group may engage in terrorist 
tactics, the two appear to be for the most part separate enterprises.113 At the 
same time, connections do exist and intelligence on deeper integration may be 
weak since human smuggling and trafficking are usually handled in law en-
forcement rather than in intelligence channels. The Liberation Tigers of Tamil 
Eelam (LTTE), recently defeated by the Sri Lankan military, took tribute from 
HSOs, for example. A Thai document forger arrested in 2008 had a history as a 
human and arms smuggler, including for LTTE.114 As this example suggests, to 
the extent that human smugglers engage in a variety of criminal activities, they 
may be more attractive to terrorists.115

Human-Smuggling Organizations 

US officials believe that most people crossing illegally into the United States re-
ceive assistance from HSOs.116 The European Police Office (Europol) estimates 
that most illegal immigrants into the European Union use a facilitator, usually 
an organized criminal group.117 The ten nationalities with the highest level of il-
legal border crossings into the European Union in 2008 were Albanian, Afghan, 
Moroccan, Somali, Iraqi, Tunisian, Nigerian, Eritrean, Palestinian, and Alge-
rian. Turkey is a major hub for organized criminal organizations that smuggle 
people from the Middle East, Asia, and Africa into the European Union.118

The United States has been battling the Mafia and other organized-crime 
groups for nearly a century, and law-enforcement organizations are authorita-
tively knowledgeable about their structure, finances, and culture. In contrast, 
law enforcement is only beginning to have a deeper understanding of HSOs 
and HTOs, which are also evolving rapidly.  

The Structure of HSOs
The architecture of HSOs is very different from the hierarchy historically 
associated with the Mafia and other transnational organized crime. HSOs are 
generally not centralized monoliths and do not take the form of corporate 
franchises. Instead they are decentralized, usually consisting of networks formed 
in concentric circles around a small core group. The ringleaders draw on 
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smaller enterprises and individuals linked, in turn, with other service providers. 
Complementary service providers do business at nexus points along pathways 
where there is demand for illegal travel.

Because of the unique profiles and needs of travelers, HSOs are often defined 
along national or ethnic lines. In addition, they have only limited reach and 
are competitive with one another in their geographic and social space. 

Figure 2.1 The Enterprise Structure of Human-Smuggling Organizations

Source: Migration Policy Institute.

Small HSOs with personal, community, cultural, or ethnic ties to customers 
are typical for the first stage of a journey. Iraqi migrants fleeing violence and 
chaos being smuggled out of Jordan to Europe, for example, prefer smugglers 
who have previously helped their relatives or friends, or people with whom 
they share religious ties or have a direct relationship. The requirement that the 
traveler provide a significant percentage of the $4,000 to $6,000 smuggling fee 
up front makes such trust particularly important.119 
While HSOs may be stand-alone organizations only involved in human 
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countries in which they operate 
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smuggling, some have core groups that smuggle people as an adjunct to other 
criminal activities. Within Europe, for example, Russian- and Albanian-based 
organized crime appears to be the main source of human smuggling from Eastern 
Europe to Spain, the Netherlands, and Belgium. For such groups, drug traffick-
ing, document fraud, and firearms trafficking often go together.

Smuggling networks in Mexico are primarily comprised of Mexican nationals 
and run the gamut in size and organization structure. On one end of the spec-
trum are family businesses that act as independent operators exploiting well-
placed family-owned land. At the other end are organized criminal groups often 
linked to or paying Mexican DTOs. These HSOs typically charge a higher 
price for non-Mexicans who blend in less easily, are more likely to draw atten-
tion, and are therefore more risky to move. These criminal groups also include 
current and former Mexican military and police officers who have received US 
counternarcotics training. Some have sophisticated equipment, including body 
armor, fully automatic weapons, and encrypted radios.120 

Most smugglers on the US side of the border are US citizens or lawful perma-
nent residents (LPRs), many of them women.121 Transporting people can be a 
gateway to other criminal activities for human smugglers. Migrants who regu-
larly cross the border may start out by being pressured by relatives or friends to 
help someone cross. If successful with this task, they may feel confident to take 
people another time, then a few more people, until it becomes a business. Once 
established in the human-smuggling business, they may branch out to drug traf-
ficking, which is more profitable. 

Recently, criminal gangs have become intermediaries at the final stage of cross-
ing into the United States. Drug traffickers and gangs have seen how lucrative 
human smuggling can be and now use it as a source of revenue along with other 
illegal activities. Different gangs control particular territories and are linked to 
the Mexican DTOs. They include both ethnic Mexican gangs and the Mara 
Salvatrucha (or MS-13), with roots in El Salvador and Salvadoran communi-
ties in the United States.122 

The current routes into Texas, for example, appear to be controlled by two sets 
of gangs. On the Mexican side of the border, Los Zetas, who emerged from the 
Gulf drug cartel, act as enforcers, collecting intelligence, managing logistics, 
and conducting operations, including transshipment and recruitment. Com-
prised of former members of the Mexican special forces, corrupt law-enforce-
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ment officials, and civilians, Los Zetas have also brought MS-13 gang members 
into the organization as expert, violent smugglers. MS-13 members also man-
age some operations on the US side of the border, receiving and distributing 
migrants and sometimes kidnapping them from other HSOs in order to extort 
extra money. Deported gang members of Salvadoran origin also operate coyote 
services in Central America. Los Negros members act as enforcers, intelligence 
collectors, operators, and logistics managers. They are involved in transship-
ment and recruiting on the Mexican side of the border, and partner with the 
Latin Kings on the US side of the border. 

Chinese Snakeheads and Other Global HSOs 
There are two at least partial exceptions to the prevailing model of decentralized 
HSOs defined by national or ethnic identity. Chinese HSOs, led by so-called 
snakeheads, provide point-of-origin to point-of-destination mobility. Snake-
head recruiters draw on an extensive network of family members and business 
ties that provide information to potential clients and their families in China. 
(Human smuggling is an accepted social activity in China.) But snakeheads also 
use local HSOs and facilitators in Latin America, as well as Chinese who have 
settled in Latin America and have no known family connections. Criminals 
who profit from smuggling or trafficking systematically corrupt government and 
private officials. Chinese smugglers enjoy access to government intelligence and 
are among the first to take advantage of changes in laws and regulation. They 
also have a reputation of being ruthless, and may order that debtors or family 
members be killed if they do not pay. It is estimated that snakeheads earn up to 
$7 billion per year from their human-smuggling activities.123

Second, a few HSOs have recently evolved into multinational networks run 
by a single core group that liaises with service providers globally. By spending a 
significant amount of time and money reinvesting in business connections and 
partnering with other HSOs and corrupt authorities, an HSO network can ef-
fectively go global and reap greater profits. Under this model, the network head 
typically operates in a country other than where the bulk of operations occur. 
This marked trend toward global networking and increased sophistication rep-
resents a major new challenge for government policymakers and law-enforce-
ment authorities. However, at present, only a handful of HSOs have known 
multinational reach. 

The first significant case of a global HSO was one operated by a Ghanian 
naturalized citizen of Mexico, Mohammed Kamel Ibrahim, known as Hakim, 
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who originally operated a smuggling organization based in Mexico that trans-
ported people to the United States. His East African clients were supplied by 
a smuggler in Belize, who obtained the crucial Mexican visas from a corrupt 
Mexican employee in that country’s embassy in Belize. Hakim gradually ex-
panded his reach by flying to Africa to enlist new network providers, including 
recruiters and transporters in Africa, smugglers in South and Central America, 
and guides and money collectors in Mexico. At various times his network’s 
smuggling routes included Eritrea, Ethiopia, the United Arab Emirates, Sudan, 
Kenya, and South Africa in Africa; Italy in Europe; and Brazil, Bolivia, Cuba, 
Panama, Nicaragua, Honduras, Guatemala, and Mexico in the Western Hemi-
sphere. Hakim personally flew to various countries to identify and bribe corrupt 
officials, and used money services, express mail, and e-mail to conduct business. 
The HSO had access to fake and real South African, Belizean, Bolivian, Chil-
ean, Peruvian, and Mexican visas.124 

The emergence of global HSO networks is not surprising. Increasing levels of 
border security are expanding the opportunities for larger, more sophisticated 
organized-crime groups that can more efficiently smuggle people across borders. 
Smaller HSOs, absent sufficient capital, are becoming less able to produce 
newer travel documents that contain greater security features. Violence is also 
a factor driving the emergence of large networks. The human-smuggling and 
human-trafficking trades are becoming more violent throughout the world. 
While there is no sign that the number of smuggling organizations dropped 
in the past ten years, prices for smuggled individuals increased when demand 
was robust. Stepped-up enforcement efforts contributed to escalating prices. 
Smaller organizations need financial backing to acquire expertise in using the 
police or military-grade equipment needed for securing passage across better-
defended national boundaries, and to pay higher bribes where enforcement or 
intelligence operations are increasing risks.125 

Third-Party Facilitators of Human Smuggling

HSOs depend on the full spectrum people who run the immigration, border, 
and global travel system. These third-party facilitators include corrupt, com-
plicit, and unwitting126 immigration and border officials and intermediary orga-
nizations that recruit migrants for foreign institutions; travel and transportation 
workers; and senior government officials, police, and contractors from the full 
range of passport, customs, visa, and border-guarding organizations, as well as 
those from agencies producing the birth certificates, driver’s licenses, and other 
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breeder documents necessary to acquire passports and ultimately visas.

Third-Party Facilitators in the Private Sector 
Human smugglers regularly use sham business facades to facilitate their trade. 
They also exploit otherwise legitimate businesses and corrupt private- and pub-
lic-sector officials to support smuggling and trafficking enterprises. 

Travel agencies. Travel agencies may be complicit or not in human smug-
gling. In cases where travel agencies are not complicit, the traveler with 
ulterior motives may use a tour as cover, leaving it when it reaches his destina-
tion. In some instances, travel agencies are front companies.127 Travel agencies 
advertise travel packages geared toward would-be migrants, including visa 
services. They also instruct migrants on how to behave in encounters with 
consulate staff, border guards, or other immigration authorities. Migrants are 
reluctant to testify or give any information about such arrangements because 
they and their families face possible retribution from the security officers of 
these companies. 

Within the European Union, convenience-store-style travel enterprises offer 
migrants everything from untraceable phone numbers to airline tickets.128 Such 
agencies operate much like a normal tourist agency would, giving advice and 
selling products to consumers, but offer an outlet for document counterfeiters 
and human smugglers to market their products, creating a useful link in the 
smuggling process.129

For example, migrants fleeing the violence and turmoil in Iraq for Jordan can 
use local travel agencies there that specialize in smuggling foreign domestic 
workers into Europe and the United States. Ultimately they may seek refugee 
or asylee status. Visas obtained in Jordan are occasionally counterfeit; in the 
majority of cases, however, they are legitimate, though obtained with illegiti-
mate documents provided through fraudulent means, for example, letters of 
invitation from ghost companies in Europe. 

Schools and employers. Within the European Union, smuggling organizations 
have established sham schools that offer “admission” as a way to exploit the 
availability of student visas. This type of fraud is difficult to track. For example, 
Denmark issued residence permits for 1,800 agricultural trainees from the 
Ukraine in 2006, but Ukraine sent only 400 trainees. This means that 1,400 
people somehow obtained trainee documentation permitting them to stay in 
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Denmark.130 Similar scams have been discovered in the United States and the 
United Kingdom. 

Another frequent sham occurs when a broker sets up a front company that 
does not conduct any real business, charges people to file a work petition, and 
pockets the profit.131 

Religious institutions. HSOs often work through religious institutions. Since 
at least the 1990s, mosques in Europe have frequently been used to provide 
information on how to migrate, how to distribute financial resources from 
abroad, and how to arrange for travel to the United States and Europe. This is 
consistent with the common role of mosques as community centers, and as is 
typical in migrant communities, friends and family who have already migrated 
relay information back to would-be migrants; sometimes this advice encom-
passes illegal methods. Smuggling organizations have also apparently submit-
ted religious worker petitions on behalf of putative religious institutions. As a 
result, US Citizenship and Immigration Services (USCIS) has now tightened 
the rules for religious worker visas.132 

Shipping and transport. Shipping companies have been used to smuggle 
Chinese migrants into North America in 10-by-40-foot containers. This 
method was common in the 1990s but appears to have declined. More recently, 
nonexistent shipping companies have submitted letters of guarantee, confirm-
ing that they hired an individual to work on a ship in the United States; such 
fraudulent papers are then used to illicitly obtain C1 transit visas.

Many airlines have been involved to some degree or another in human smug-
gling, most often unwittingly. Of those who knowingly helped, Bulgaria’s 
Jes Airlines was so heavily involved in human smuggling that it was denied 
landing rights in the United States and ultimately went out of business.133 
Turkmenistan Airlines moved Tamils from Sri Lanka without proper travel or 
visa authorization to the Netherlands in 1997.134 Airlines in Central American 
have also been implicated in smuggling, as have airline charter companies. 
Airport employees and security personnel have been caught helping to move 
people through airport check points, through guarded doors, and off planes 
without inspection. 

Land transport companies are potentially powerful enablers of human smug-
gling. Some companies have falsified work documents or have transported 
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undocumented workers, for example, from the southwest border of the United 
States to other major US cities. US authorities have prosecuted at least one 
bus company for transporting thousands of undocumented workers from the 
Mexican-US border to cities on the West Coast. Golden State Transporta-
tion of Los Angeles moved approximately 50 to 300 unauthorized migrants 
every day.135 Bus lines, such as Golden State Transportation, and taxis, some 
of which have special compartments to smuggle people, appear to be the main 
commercial modes of smuggling.

Third-Party Facilitators in the Public Sector: Official Corruption 
In many parts of the developing world, corruption among immigration, bor-
der, and transportation officials is endemic. Not only is corruption tolerated 
by the public, but there are few government constraints to prevent or to stop 
it. Economic motivations and political and cultural factors contribute to high 
levels of corruption. Democratically established tax systems are underdevel-
oped, remuneration for civil servants and police is low, and it is expected that 
government employees will supplement their salaries by accepting additional 
payments from citizens seeking services. 

In some countries, racketeering officials extort fees for the full range of travel-
related services: to supply the breeder documents needed to apply for passports 
and visas, to verify eligibility, to speed the passport application process, and 
to distribute passports. Where government corruption is prevalent, it is ex-
ploited to facilitate human-smuggling operations, terrorist travel, and all forms 
of transnational criminal movement. There is a strong correlation between 
Transparency International’s corruption index and migrant-transit countries: 
corruption is often the determining factor in route selection. 

The platform for illicit travel created by across-the-board government corruption 
is reinforced by several factors. Even where there are laws and policies in place to 
prevent corruption, they are uneven and subject to misuse. Progress toward miti-
gating corruption is slow, as the same officials that benefit from corrupt practices 
are the ones who have to implement changes. In addition, legitimate applicants 
may be less likely to try to obtain travel documents through legal means if they 
know that they can obtain documents more cheaply, easily, and predictably in 
the illicit market. The World Bank has documented the existence and impact of 
two policies in migrant-sending countries that drive migrants into the illicit mar-
ket: high passport costs and restrictions on legal emigration.136 Increased demand 
for illicit documents typically increases the supply of those documents. 



mobIlIty SecurIty factS and PrIncIPleS        73

In addition, officials who extort funds from legitimate travelers are often willing 
— for a larger “fee” — to help applicants seeking to travel under a false identi-
ty. Most often such travel is for the trafficking of contraband. Officials may not 
know or care why the individual wants to travel clandestinely. Routine graft, 
however, can evolve into broader and deeper criminal arrangements, where 
levels of payment are higher and risks are greater.  
 
Participants in such clandestine activities — from Chinese snakeheads and 
coyotes at the Mexican-US border to the many supporting officials in sending 
and transit countries — are not typically viewed as criminals in their home-
lands or diaspora communities. In fact, they are often seen as heroes.

The problem of corruption in the global mobility system is pervasive. Passport 
offices in parts of the Middle East, Africa, and South and East Asia appear to 
be the most rife with corruption. Embezzled funds from the Indonesian Embassy 
and Consulate in Malaysia have amounted to 36 billion rupiahs (about US$3.8 
million).137 Russia’s Federal Migration Service (FMS) has similar levels of cor-
ruption. The raids it conducts in connection with corruption cases frequently 
incriminate high-level management within the FMS and net several hundred 
thousand dollars.138 The intelligence service in Papua New Guinea uncovered a 
visa racket in which facilitators collected $5,000 from would-be immigrants for 
payment to senior Papua New Guinean immigration officials.139

The one known instance of a nexus between passport office corruption and 
terrorist travel occurred in South Africa. The South African passport is dif-
ficult to counterfeit, but wide-scale corruption within the nation’s Department 
of Home Affairs has resulted in the illicit sale of thousands of government-is-
sued travel documents.140 UK authorities have arrested members of al Qaeda 
for illegal possession of legitimate South African passports allegedly obtained 
from sources in the Department of Home Affairs, and in March 2009 the 
United Kingdom suspended visa-free travel from South Africa.141 Corrupt 
South African sources have also fed travel documents to economic migrants, 
smugglers, asylum seekers, and terrorist suspects. Five years ago, a criminal 
group inside Home Affairs sold documents for as little as $77.142 The same 
group also took part in a larger illicit scheme to sell South African passports to 
unauthorized Indian migrants being smuggled into England, who paid around 
£8,000 for their new, apparently legal, travel documents.143 

In South and Central America and the Caribbean, a lack of resources and cor-
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ruption within immigration, customs, and law-enforcement agencies, as well as 
the judicial branch, contribute to the ease of illicit travel. Directors of immi-
gration services, supreme court justices, cabinet officials, a national security ad-
viser, and one president (Panama) have been implicated in corruption relating 
to the movement of people. Paraguay’s triborder region is a prime example of 
an area with ineffective immigration and customs controls due to corruption.144 
Corrupt officials in Venezuela have provided passports to terrorists, specifically 
to members of Hezbollah.145

With large emerging markets, newly industrialized countries such as Brazil, 
China, and India are attractive places for foreign investment and trade. This 
has led to pressure to reduce travel restrictions on these countries, and even the 
complete waiver of all visa requirements, at least among regional groupings of 
states. (The Association of Southeast Asian Nations, or ASEAN, and Asia-
Pacific Economic Cooperation, or APEC, are two regional organizations that 
are facilitating travel among their member states.) States unable to regulate 
and control the distribution of their breeder documents and consequently their 
travel documents form a weak link in global travel security. 

While the illicit sale of passports and visas in developing countries is common, 
such documents are of somewhat limited use, since the United States and EU 
Member States require extensive visa applications for passport holders from these 
countries. Travel documents from developing countries are used more as a supple-
ment to a traveler’s primary passport, allowing terrorists to travel to countries such 
as Afghanistan or Pakistan without “dirtying” their primary passports with stamps 
that would alert Western authorities to their possible identities and intentions. 

Corruption in US Consular, Border, and Immigration Agencies
In contrast to developing or newly industrialized countries, most developed 
countries have relatively minor problems with corruption in the public sector, 
but significant risks do exist and they appear to be growing. 

There is little evidence that government sources consistently supply individu-
als with highly desired valid visas and passports from the United States and 
the EU Member States.146 Disgruntled visa applicants, whose applications 
have been turned down, frequently lodge accusations of corruption against 
locally hired employees at embassies, but these complaints are rarely justified. 
Nevertheless, significant instances of corruption occur with some consistency, 
albeit fewer involving US-citizen officers. 
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A single foreign service or immigration officer can provide a large number of 
documents over time and facilitate the movement of a large number of people. 
As with other corrupt individuals, these officers do not necessarily focus on 
the identity of their buyers — identities that in any event may be difficult to 
confirm with routine visa screening. For example, in April 2008, authorities 
arrested a US citizen and former US Embassy employee in Mexico City for sell-
ing 180 US visas out of the embassy and taking at least $345,000 in bribes.147 
This is far more than the number of visas used by the al Qaeda operatives re-
sponsible for the 9/11 attacks. In 2003 the State Department had to shut down 
the visa section of the US consulate in Nuevo Laredo due to a major episode of 
corruption among a number of Mexican employees.148 

Cases of bribery, extortion, and document fraud have occurred in US Customs 
and Border Protection (CBP), USCIS, and US Immigration and Customs 
Enforcement (ICE). In the United States, there were 200 open corruption cases 
against DHS law-enforcement employees as of May 2008, and corruption inves-
tigations doubled between 2003 and 2007.149 Rapid hiring and training of large 
numbers of new agents have perhaps contributed to the increase in corruption. 

Those found guilty of corruption typically took money or were persuaded by sex-
ual favors to allow unauthorized immigrants, firearms, and illicit drugs into the 
United States, as well as to release smugglers and unauthorized immigrants who 
authorities had detained.150 Although official corruption accounts for few of the 
total unauthorized entries into the United States, the trend is problematic. Me-
dium to large sums of money seem to be the usual motivating factor for officers, 
and the sums of money involved are growing. One CBP agent caught accepting 
bribes from drug smugglers for four years was sentenced to 20 years in prison and 
ordered to give up $5 million.151 An even more troubling development is that 
CBP is uncovering an increasing number of efforts by DTOs to place agents in 
US law-enforcement agencies to facilitate smuggling operations.152

The lack of consistent, predictable access to US or EU visas or to European 
residence permits makes it difficult for organized criminal or terrorist enterpris-
es to plan travel with valid documents. Unreliable and limited access can mean 
extended wait times, so that spontaneous criminal activity or terrorist activity 
is unlikely. However, al Qaeda has shown notable patience; signs of long-term 
planning; a preference for entry by legal channels; and an ability to adjust mo-
bility tactics to enforcement, circumstances, and opportunities. 
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Conclusion

How terrorist and criminal networks are engaging in illicit mobility today is 
complex and evolving. The security community is in a position to provide 
significantly improved estimates and analysis about HSOs derived from investi-
gative and intelligence sources — with necessary interagency and international 
cooperation. Going forward, it will be particularly important to understand the 
role of travel facilitators in diaspora communities; the linkages between HSOs 
and other organized crime groups; and the scale and type of complicity and 
corruption among officials in passport, border, immigration, and other mobility 
services and commercial companies.

In addition to better HSO estimates and analysis — derived from investiga-
tive and intelligence sources, with interagency and international cooperation 
— Congress and the public need to know more about how HSOs intersect with 
terrorist and other criminal actors. This is important to obtain necessary funding 
for deterrence and protection and to provide citizens a better understanding of 
what DHS and other agencies should be, and are doing, to counter the threats.
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chapter 3: methods oF  
IllIcIt movemeNt

Understanding the specific methods that human-smuggling, human-trafficking, 
and terrorist organizations use to move their loads and operatives allows regula-
tors and law enforcement to focus on the most important problems and develop 
tailored countermeasures. Strategically the best approach to diminishing illegal 
human movement would be to address the forces that prompt it and align US 
visa policies with the nation’s economic and labor-market needs. But even this 
would not stop illicit movement associated with terrorism and crime. With the 
understanding that such movement is likely to continue, the ability to disrupt 
it is becoming increasingly important. This chapter covers key issues that are 
generally known to varying degrees and are or should be the subject of analysis 
and response by officials involved in securing human mobility. 

Illegal movement methods can be as simple as walking over a mountain pass or 
across a desert, hiding in the trunk of a car, or attempting to use a phony visa 
or an obviously counterfeit travel document. The means used for illicit travel 
are fast becoming more sophisticated.

Terrorists travel selectively; most trips are short and not to the same location. 
Often terrorists and criminals depend on others to obtain travel and support-
ing documents, to acquire an alias, and to make travel arrangements. They 
dispense large sums of money to maintain secrecy. The more experienced or 
professional the terrorist or criminal, the more he can jeopardize the integrity 
of the international mobility regime. They also tap into human-smuggling 
networks and exploit the same corrupt individuals that smugglers do, using es-
tablished routes or even embedding people in smuggled groups. But their most 
secure operational strategy is to minimize the use of outsiders. 

The business of illicit human transport is characterized by agility. Successful 
human-smuggling organizations (HSOs) change routes to gain efficiency and 
avoid scrutiny, and adapt tactics to changing immigration, transportation, and 
border laws and processes. They are able to match visa requirements to pass-
ports, to decide the most profitable routes for the passports they have in hand, 
and to secure streams of genuine visas from corrupt officials. Smugglers also 
choose airports based on the effectiveness of entry and exit checks.153 



78        SecurIng Human mobIlIty

Table 3.1 Human-Smuggling Organizations: Roles and Functions 
Network head Oversees all smuggling activity; acts more as a broker 

than as a facilitator; typically makes all pertinent decisions 
(money, priority of people, routes); spends his/her time 
developing network infrastructure. Normally of the same 
nationality as that of the people being smuggled or with 
some other cultural or religious tie to them. Usually based 
outside the destination country; for example, the US 
network head may be based in the Western Hemisphere but 
outside the United States. May have started out as a transit 
facilitator/smuggler and moved into the dominant position.

Local facilitator/
smuggler

Oversees large-scale human smuggling; located in 
country of origin; facilitates acquisition of legitimate 
and fraudulent travel and identity documents; employs 
guides, drivers, money collectors, and recruiters; arranges 
for staging of aliens and smuggling via land/air/sea; 
normally of nationality of source or transit country. 

Recruiter Recruits people to be smuggled by local facilitator; 
located in the country of origin; normally of the same 
nationality as the people being smuggled. In the case 
of a global HSO, there may be different recruiters 
for the different nationalities being smuggled.

Money broker 
(foreign)

Lends, holds, and transfers money; receives 
all or initial payment of smuggling fees; located 
in country of origin; normally of the same 
nationality as the people being smuggled. 

Guide, transporter, 
or stager

Meets people being smuggled and takes them to 
a load house or other staging area; may operate 
in the source, transit, or destination country. 

Corrupt local law 
enforcement

Provides protection to organization’s operations 
located in country of origin or transit; is of the 
nationality of the staging or transit country. 

Document provider Provides fraudulent travel documents to local and transit 
facilitators/smugglers; for travel to the United States, 
usually located in the Western Hemisphere; typically 
of the nationality of the source or transit country. 
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Corrupt travel-
industry employee

Facilitates travel via commercial means (agents, 
airlines, trucking, shipping, bus companies, lodging, 
and car rentals); located in staging or transit countries; 
typically of the nationality of those countries. 

Corrupt immigration 
officer

Facilitates entry/exit of smuggled people; located in staging 
or transit countries; of the nationality of those countries.

Transit facilitator/
smuggler

Acts as intermediary along the route, ensuring that 
smuggling fees are collected, corrupt officials are bribed, 
and the like; located in staging or transit countries; usually 
of the nationality of the people being smuggled. 

Domestic facilitator Receives smuggled people upon their arrival; arranges 
temporary staging; retrieves travel documents; has guides 
lead groups across the border; contacts respondents to 
make payment arrangements; maintains contact with 
drivers and loadhouse operators; located in transit or 
destination country; typically works along the border; often 
of the same nationality as the people being smuggled. 

Harborer/security 
person

Maintains smuggled people at a harboring site; detains 
smuggled people pending receipt of smuggling fees; 
detains them pending coordination of travel; houses, feeds, 
and maintains control of the smuggled people until the 
transporters are ready to move them; works with money 
collectors to coordinate payment; maintains loadhouses along 
the border and interior cities; located in destination country; 
often of the same nationality as the people being smuggled. 

Respondent Makes final payment for release of smuggled individual; 
is usually a family member or friend of the individual 
being smuggled; located in the destination country.

Money broker (US) Lends, holds, and transfers money and coordinates 
receipt of fees paid by relatives and friends of smuggled 
people (using Western Union, Money Gram, Popular 
Cash, etc.); located in the destination country; usually 
of the nationality as the people being smuggled. 

Transporter/driver Transports smuggled people between the staging area 
and the destination; transports smuggled persons to 
airport hubs for distribution throughout the destination 
country; located in the destination country; normally of 
the same nationality as the people being smuggled.

Source: Migration Policy Institute.

Table 3.1 (cont.)
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Terrorists and human traffickers are both likely to tap into human-smuggling 
networks, which range from family operations to violent global organizations 
engaged in drug and arms trafficking. This section describes HSOs and their 
methods; methods which, of course, are also used by individuals not involved 
in human smuggling. 

Human-Smuggling Methods

HSO members carry out a standard set of functions, listed in table 3.1. Most 
HSOs are decentralized networks directed by a core group of four or five key 
people. These tend to be of the same nationality but often live in different lo-
cations, even different countries. Each brings unique assets to the organization 
— primarily connections to the right people. The HSOs employ local (point-
of-origin) facilitators who in turn connect with a range of service providers, 
including document providers, harborers, transporters, enforcers, and money 
brokers. Transporters move the clients, helped by corrupt or unaware immigra-
tion and transportation officials.

A single smuggling ring typically cannot provide the requisite support on the 
ground for the entire journey.154 Rather, a group of people will be moved from 
country to country and region to region by a succession of organizations. The 
last transporter associated with one core group may deposit the clients in a 
location and leave them entirely to their own devices, or tell the clients where 
they can find the next HSO, or provide them with a telephone number. The 
next HSO — which may or may not be under contract with the previous one 
— is usually made up of citizens of the transit country, with better local ties. 
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Figure 3.1 HSO Roles in HSO Global Networks

Source: Migration Policy Institute.

Long-distance smuggling routes are rarely direct and are likely to shift in re-
sponse to changing circumstances, whether natural conditions, the location of 
corrupt government officials, the availability of fake documents, or intensified 
enforcement efforts. Such routes often involve transit through multiple coun-
tries. Thus, an HSO in Syria may move clients in transit to the United States 
through Russia, Greece, Italy, the Netherlands, France, and Spain, dealing with 
different core groups in each of these transit countries. HSOs in those countries 
move migrants in various combinations to the Americas, often arriving first in 
Sao Paolo, Brazil. From Sao Paolo, different HSOs may take Syrian migrants 
to Ecuador, Cuba, El Salvador, or Guatemala before traveling to Mexico. A 
Syrian-born Mexican citizen may then work for a Mexican-based HSO that 
organizes travel to the United States. 
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HSOs should be distinguished from human-trafficking organizations (HTOs).155 
Since human traffickers profit from the long-term activities of victims after 
they have been moved, there is little incentive for HTOs to incur the costs of 
smuggling. Traffickers may occasionally engage in smuggling but only when 
they can save money by doing so. By keeping transportation in-house, the 
trafficker increases operational security, has better control of victims, and 
decreases the vulnerability to infiltration by law enforcement or interference by 
other criminal groups. However, more often than not, traffickers tend not to be 
smugglers. Instead, they use smugglers.

While human smuggling and terrorist travel are linked, there is almost no 
known nexus between human trafficking and terrorist travel. Unlike other 
criminal activity, there are no reported cases of trafficking proceeds being used 
to finance terrorist organizations, either directly or indirectly. 

Illicit movement is highly organized. Smugglers guiding people through ports 
of entry on foot usually walk six to ten people ahead in order to act as lookouts 
and bolster confidence in those behind them. At most ports of entry into the 
United States, crossing is done by vehicle because typically the US Customs 
and Border Protection (CBP) inspector only touches one document, that of 
the driver. Vehicle smugglers may not see the people they are transporting, in 
an attempt to preserve some deniability in case the load is spotted. Smuggled 
passengers in vehicles, if not concealed, may make a false claim to citizenship. 
They may carry passports, many of which have been lost or stolen. Spotters 
— who report information about CBP inspector shift changes, inspection 
routines, and tolerance levels — typically outnumber CBP inspectors. Spotters 
relay information back to handlers.

Document providers are key figures in HSOs. These may have links to corrupt 
officials or one or more small-scale counterfeiters. A group arrested in March 
2009 in Kuala Lumpur is typical. Three Indonesian nationals falsified about six 
or seven passports and supported them with 17 Malaysian immigration stamps 
used in various Malaysian ports of entry.156 

HSOs use cell phones and commercial-shipping services to send and receive 
travel documents; the Internet to advertise; and e-mail to negotiate and com-
municate regarding fees, to coordinate delivery of travel documents, and to 
plan activity. In Tijuana smuggler services are offered at hotels through con-
cierge services. Document vendors stroll the sidewalks in front of hotels. Part of 
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the art is matching people with the right passport and visa. Iraqis smuggled into 
Peru for passage to Los Angeles were stopped by an airlines official when it was 
noted that, although they carried Dutch passports, they could not speak Dutch. 

HSOs may incorporate fraudulent tactics to move through otherwise legal 
channels. Smuggled people may be brought to a border and advised to turn 
themselves in and apply for asylum, receiving coaching in the asylum process. 
Ramzi Yousef, the key figure in the first World Trade Center bombing, in 1993, 
famously used a fake Iraqi passport (he is thought to be Pakistani) and asked for 
asylum when he entered the United States in 1992. And in 2008, US Immigra-
tion and Customs Enforcement (ICE) uncovered a Russian-born immigrant 
ring that made millions of dollars by coaching would-be asylum seekers on 
how to lie to immigration officials. However, very few of its hundreds of clients 
prevailed in their claims.157

Payment varies according to the client and service. A local client will pay less 
than someone from a more distant location. At the Mexican border, women 
pay about $100 more than men. Jobholders and family men pay more than 
young male gang members. A passport’s price varies according to its date of 
issue, whether it has been altered, or whether it is an e-passport. Clients usually 
provide at least some initial payment to a point-of-origin money broker, usually 
half the fee with the other half to be collected by a money broker at the final 
destination. However, some organizations accept full payment upon delivery to 
the destination. The local facilitator may ensure passage to any point along the 
travel path, usually to the next transit country. High-end Chinese smuggling 
organizations, which move Chinese nationals in groups of 10 to 300 all over 
the world, are often linked to underground banks. Prices for smuggling persons 
range from $60,000 to $80,000 on the high end to not less than $25,000 for 
transport and $35,000 for transport and a job. Smugglers may demand advance 
money at high interest rates, extort work from migrants, and kill those who do 
not make the payments demanded. 
 

Fraudulent Use of Travel Documents

The document provider is a key member of HSO networks since travel docu-
ments — passports and visas — are essential tools of clandestine travel. Ter-
rorists and criminals frequently possess multiple travel documents, often from 
different countries and under different names.
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Passports and visas are also critical tools for counterterrorism experts, criminal 
investigators, and border and immigration management. All known terror-
ists who have entered the United States presented travel documents, many of 
which had a detectable indicator of fraud.158 While asylum seekers may destroy 
the passports they used to exit a country, most people who enter illegally carry 
travel documents. It is therefore important to understand something about 
travel document fraud. 

A passport is a document that allows a citizen to travel abroad and reenter his 
or her country. A visa is a document issued by a country of transit or destina-
tion that enables the traveler to apply for admission at that country’s port 
of entry, where border officials adjudicate eligibility for entry. Travel docu-
ment fraud is a broad term that refers to the deceptive acquisition and use of a 
passport or visa, whether under one’s own name or that of a false alias. There 
are numerous methods of travel document fraud involving the passport- and 
visa-issuance process; the creation of fraudulent documents, whether through 
counterfeit or tampering; and the use of fraudulent supporting documentation.

Use of Two Legitimate Passports
Individuals with dual nationality may legitimately possess two passports, with 
or without legal variations in their name. Under the current standards for 
passport design and issuance, a government’s border service has no immediate 
way of knowing whether a citizen is a dual national with a second passport. 
Individuals may use their second passport for legitimate reasons — where states 
do not recognize dual citizenship — or to hide travel to places that will elicit 
attention from visa or port-of-entry officials. Some British-Pakistani travelers 
fly from London to Dubai on a UK passport, then go to Pakistan on a Pakistani 
passport and return using the same method. The same screening problem arises 
in the United States for dual citizens of countries with a terrorist presence, as 
in the case of Somali-Americans.

Acquisition of Multiple Passports in One’s Own Identity 
New passports may be obtained as part of a scheme to alter and/or sell them for 
use by terrorists, criminals, or economic migrants or as part of an effort to hide 
previous travel history. New passports enable terrorists or criminals to hide a 
record of previous travel that might suggest involvement in criminal or terrorist 
activity. Knowing that a new passport may be a cover for previous suspicious 
travel activities, visa officials are wary of applicants with new passports. Mean-
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while, economic migrants may use counterfeit stamps in otherwise blank new 
passports to build a falsified travel history that supposedly adds credibility to 
their visa applications (see discussion of counterfeit passport stamps further in 
this chapter).

Deception as to Identity
The most basic and ubiquitous form of fraud, and a frequent terrorist tactic, is 
the acquisition of a legitimate passport or visa through the use of fraudulent ap-
plications; that is, applications that omit information or include false informa-
tion. The fraud may consist of applying for a passport in a false identity, but 
using genuine evidence of nationality and/or a stolen or improperly obtained 
identity. Typically such deceptive applications are accompanied by counterfeit 
breeder and other documents. These documents pose a one-time risk to users at 
the time of application, as compared to the continual risk posed by the use of 
counterfeit passports. Depending on the circumstances, fraudulently obtained 
documents can be easier to obtain than can counterfeit passports or visas. For 
example, a common practice of experienced criminals is to acquire passports in 
the name of dead people.

Use of False “Breeder” Documents to Obtain Passports 
The most fundamental problem underlying passport fraud is the lack of se-
curity in “breeder” documents. Breeder documents are those documents used 
to obtain other critical documents like social security cards, driver’s licenses, 
and passports. Eligibility for a passport is based on evidence of citizenship and 
identity. In the United States, evidence of citizenship is usually a previous US 
passport, a certified copy of a birth certificate, a certificate of citizenship (for 
derivative citizenship), or a certificate of naturalization (for naturalized citi-
zens). Identity can be proven by presenting a driver’s license or other official ID 
issued by a competent government authority. 

Some countries require an electoral roll certification, a good-behavior certifi-
cate from police authorities, or other documents. If the underlying document 
used to establish identity and citizenship does not tie a person to a fixed iden-
tity, the validity of the passport cannot be relied upon because passport issuers 
establish identity based on breeder documents. Any of these breeder documents 
can be counterfeited, made on stolen blanks, stolen from rightful owners, or 
obtained through fraud or corruption. The insecurity of the primary documen-
tation used to obtain passports is a pervasive problem. To some extent, there is 
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also a lack of rigorous scrutiny in the issuance process, whether due to under-
staffing, corruption, or a lack of consistent standards by which officials verify 
identification. Extremists frequently use false breeder documents.

Passport Employee Malfeasance
Graft is typically used to persuade passport employees to issue false passports. 
Terrorists and sophisticated criminals often have the resources to pay more for 
breeder and travel documents than government officials earn in their weekly or 
monthly salaries. 

Impersonation and Imposter Passports
Impersonation is the use of a legitimate passport by someone posing as the per-
son to whom the passport rightfully belongs, by relying principally on a similar 
physical appearance. Photographs may also be altered; in fact, this is likely the 
most frequent form of passport fraud at present. Passports used by imposters 
may have been acquired legally — or not. Travel document specialists in HSOs 
obtain passports by buying or stealing them from tourists and diaspora citizens. 

Both HSOs and terrorist organizations also lend their members’ passports to 
others in the network or obtain new passports under the identities of family 
members or associates. This method is common in Yemen, Turkey, and other 
nations in the Middle East where photo identification can easily be obtained in 
someone else’s name due to easily corrupted, abused, or very informal local gov-
ernment systems. Because of their authenticity, the illegal use of these passports 
is hard to detect. 

Developing countries, which may lack the ability to check databases or to 
use or verify biometric data encoded on the passport, are more susceptible to 
imposter passport fraud. In the developed world, passports acquired by theft are 
of limited value for long-term use, because many countries enter key informa-
tion about stolen passports into a database against which passports are checked 
at entry, alerting border authorities to the fraud. Interpol maintains a central 
repository for lost and stolen passport information that border officials may 
be able to access. There are, however, variations in the timing of entry of the 
data on lost and stolen passports into the Interpol database, which clandestine 
travelers can exploit. Nearly all use of such passports within a couple of weeks 
of theft is safe for the bearer. The greater the passage of time since the loss and 
the more advanced the receiving country, the greater the risk to the bearer. 
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Absent the biometric identifiers and related technology, impersonation is the 
most difficult form of passport fraud to detect and the most commonly used 
method of travel document fraud. To optimize the impersonation, the services 
that provide fraudulent passports also provide disguises and makeup close to the 
point of embarkation. Smugglers often collect imposter passports at the desti-
nation point, returning them to their country of origin for reuse.159 

Acquisition of Used Passports for Imposter Use or Alteration. Legitimate 
passports can be acquired for use by look-alikes, also known as imposters, from 
a variety of sources, as can passports with replaced photographs or biodata. 
They may be stolen by individuals acting on their own or as part of a theft ring 
working for illicit document providers. Document providers also may acquire 
passports from their original owners, usually tourists willing to sell them for 
cash. Members of terrorist and criminal organizations may share passports, 
replacing the photograph where impersonation is not an option. Despite ad-
vances in passport security, photo-substituted passports are still used, especially 
in older but still valid passports. These passports often contain valid visa foils 
(the name of the visa is taken from the material used to make it).160

Economic migrants sometimes carry forged passport stamps and visas that show 
regular returns to their home countries. Illegal acquisition of passports from 
visa-waiver partners can be prohibitively expensive. Meanwhile, criminals 
and terrorists usually use multiple passports and, often, identities to keep their 
activities hidden from authorities. They often travel to a mix of developed, 
developing, and failed states, and must show visas as required.

Counterfeit Passports
Counterfeit passports are created through a fraudulent production process. 
They contain all elements of a legitimate passport, including a photograph and 
biodata page, and sometimes also fictitious entry and exit stamps and visas to 
establish the travel history of a false identity. A high-value counterfeit passport 
includes forged or simulated security features, including holograms or vignettes, 
which are images where the borders are undefined and fade away until they 
blend into the background. Nevertheless, this most expensive form of fraudu-
lent travel document retains a major element of risk because the counterfeit 
elements can be detected by trained and technologically supported border 
inspectors.

Security features are shared only to a limited degree by passport authorities. No 
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country will share all of its security features, which is why collaboration in real-
time passport verification is critical. Coordination should go beyond passport 
authorities to include other sectors of society. For example, even if US and EU 
border officials would know to recognize counterfeit US and EU passports, such 
documents are often used as a form of identification for other than travel pur-
poses, for example, as identification presented to a prospective employer or to 
open a bank account and for travel to third countries where its security features 
will not be able to be verified. The use of counterfeit passports is declining at 
present due in part to a new generation of security features.161 

Replacement of the Computer Chip
There are no reported cases of illicit replacement of the computer chip, which 
contains biometric and other data, in the new electronic US passports. Re-
placement is unlikely in a properly deployed system, because the encryption 
and matching keys thus far appear to preclude the ability to make a change 
without being detected. More realistic problems include the possibility of 
disabling the chip and the failure of border authorities to use the chip to its 
maximum capability; that is, to provide a live-capture image against the image 
contained in the chip. In order to tell if the data have been altered, officials 
examining a passport have to check a digital signature. To do so, the issuing 
country must share its cryptographic key with the international agency that 
sets travel document standards, the International Civil Aviation Organization 
(ICAO). About 70 countries have electronic passports (with several more in 
line to make the change), but only 15 of those have shared their key through 
ICAO, primarily due to cost, although some are sharing it manually. Fewer yet 
are actually using this elaborate data security system.

Replacement of the Biodata Page
Replacement of the biodata page, a widespread technique, allows any individu-
al to hold what appears to be a valid passport regardless of the physical appear-
ance of the original holder. Forgers typically replace only certain elements of 
the biodata page, especially the physical description and the decade of birth, 
in order to match the description of the new illegitimate passport holder. This 
is more difficult to do than simply replacing the photograph, but this method 
increases the range of potential users — and thus potential passport customers 
for the travel document provider. 
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Replacement or Alteration of the Photograph
In this technique, the photograph of an authentic passport is subtly altered to 
confuse facial-recognition systems while all other data and passport pages are 
left intact and unaltered. The physical descriptions on the biodata page of the 
passport must closely match the new passport holder. US border officials can 
easily spot or feel with their fingers photo-substituted US passports, but photo 
substitution remains a viable technique in countries that have not yet adopted 
digitized photos. 

Theft and Use of Stolen Blank Passports
Corrupt officials sometimes provide blank passports to illicit brokers. In addi-
tion, theft rings in Europe and Asia have been able to steal large batches of 
blank passports from government offices and passport-manufacturing facilities. 
Blank passports without inventory control numbers on them can be virtually 
undetectable. In London in 2008, authorities uncovered an organization that 
counterfeited passports of an older design, using stolen blanks. The 1,800 pass-
ports seized were worth over £1 million.162 The effects of insecure passport-issu-
ance systems can be far-reaching. For example, until 2003, Belgium distributed 
passports on a local level through town halls and other local authorities. Repeat-
ed burglaries of blank Belgian passports have made older versions of the passport 
prevalent on the illicit passport market and highly valued by smugglers.163

Counterfeit Passport Stamps
Fraudulent or forged entry and exit stamps, supplied by corrupt officials or coun-
terfeiters, are used to make new passports appear less suspicious. For terrorists, 
fraudulent stamps are used to cover other stamps that indicate travel to locations 
that would draw attention. Fraudulent applicants and mala fide travelers, mean-
while, use fraudulent stamps to indicate previous travel and add credibility to 
their applications. For example, it is unlikely someone from Thailand would go 
to Belgium as his first travel destination. However, if the traveler appears to have 
traveled frequently and widely, Belgium might not seem such an odd destination. 
Counterfeit stamps are more easily produced than visas and harder to detect. 

Use of False Documents to Obtain Visas
False documentation pervades the travel and immigration arenas. A visa often 
requires an interview and documentary evidence of the visa status for which the 
individual is applying, as well as evidence of sufficient ties to the home country. 
Fraudulent visa applications, whether supported by legitimate or illegitimate 
passports, use a variety of falsified papers — bank statements, job-related docu-
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mentation, real estate papers — that either buttress the individual’s false iden-
tity or present false qualifications for the class of visa the applicant is seeking. 

Forged Visas
Forged visas provide benefits similar to false passport stamps. Some visas, often 
from developing countries, are nothing more than ink stamps with handwrit-
ten notations and are thus easy to alter or counterfeit. Visa foils, issued by more 
technically advanced authorities such as those in the United States and the Eu-
ropean Union’s Schengen region (where internal travel among countries does 
not require showing a passport), contain multiple overt and covert security fea-
tures. They are more difficult to counterfeit and thus are more risky to use, but 
they can also substantiate a traveler’s apparent legitimacy.164 Visas are usually 
required to visit the Schengen countries and the United States. A visa from 
one of these countries in an applicant’s passport would make the passport look 
more “used” (and therefore less suspicious), and would make the applicant ap-
pear less likely to overstay a visa. Forged visas are useful for terrorists, criminals, 
and economic migrants. Patterns and practices differ depending on the coun-
try. Third-rate documents are sufficient in transit countries that are developing 
nations. It is more difficult to use fraudulent documents in developed countries. 

Violations of the Visa and Terms-of-Entry System

With or without a false passport, and short of actually forging a visa, the US 
visa and admissions system can be violated in two areas: the visa-application 
system and the terms of entry. For the United States and many other countries, 
consular officers grant visas that provide permission to come to a country’s 
border. Customs and immigration officials then decide upon the terms of entry. 
Restrictions on terms of entry are sometimes part of the visa and entered in the 
passport by the immigration authority at the border, who usually determines 
the period of stay. In some countries, immigration officials issue visas at the 
port of entry to certain designated nationalities. 

In FY2008, the US Department of State (DOS) issued 6.6 million temporary 
nonimmigrant visas for reasons such as tourism, business travel, and medi-
cal care.165 The denial rate varied across applicant nationalities and averaged 
around 22 percent overall.166 In some US consulates, however, the view is that 
up to 90 percent of applications for US visas are fraudulent. DOS has begun 
to tally denials specifically associated with fraud detection. Local document 
providers and travel facilitators often set up businesses near US consulates 
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and study the practices of US consular officers. Among other methods, they 
interview applicants and use informants within the consulate to obtain sample 
questions and information about officers. Travel facilitators are known to 
have prepared complete guides with descriptions of each officer in a consulate, 
alongside information on his or her denial rates and interview style. 

Abuse of the entry system, either by staying longer than the time granted or 
lying to consular or border officials about the reason for travel, poses a signifi-
cant challenge. Exact figures for people staying longer than their terms of entry 
and visas permit have only recently begun to be estimated, as have those for 
Mexican border-crossing card violators. The Department of Homeland Se-
curity (DHS) reports varying numbers from alternate data sources. Migrants 
overstaying their visas contribute anywhere between 39 and 50 percent of the 
annual flow of the 700,000 to 850,000 unauthorized migrants who remain and 
stay in the United States every year.167 Although they represent a large portion 
of unauthorized migrants, those overstaying their visas constitute a very small 
percentage of nonimmigrant visa holders.168

Visa applicants must have a legitimate reason to visit the United States, 
show significant ties to their home country, and be vetted against the terrorist 
watchlist and other records. But fraudulent visa applicants can lie and produce 
counterfeit documents to show fictional financial means, business activity, and 
intentions with regard to their stay in the United States. Fraudulent visa appli-
cants include economic migrants, criminals, and terrorists. Immigration and bor-
der-control authorities allowed all 19 of the September 11, 2001, hijackers into 
the country on nonimmigrant (temporary) visas (though five conspirators were 
denied visas) and denied entry to only one would-be conspirator on a tourist 
visa.169 Most experts think that terrorists are most likely to seek visas based on 
true identities that show no history of travel to nations with a terrorist presence; 
otherwise, they are likely to be holding passports for travel between visa-waiver 
partners. Four of the July 2005 London train bombers did not have problematic 
histories, nor did Richard Reid, the would-be 2004 British shoe bomber. .

Types of Visa Fraud
Visa fraud occurs in all visa programs; no category, whether nonimmigrant or 
immigrant, is immune. In the United States, certain categories have received 
special attention or have been analyzed with new rigor. There has been sus-
tained focus in recent years on misuse of the religious worker visa for migrants 
from countries where terrorist organizations are active. The diversity lottery 
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visa system, which selects visas by lottery, has long been rife with fraud. Despite 
efforts to automate it and to require electronic filing, the lottery continues to 
be subject to fraudulent schemes. Fiancé and marriage fraud are also among the 
more common forms of visa fraud. 
 
Fraudulent applications for student visas are increasingly an issue of concern for 
immigration officials. Counterfeit university degrees and university documents 
such as transcripts and recommendations are used to obtain genuine US visas. 
The documents come from both legitimate and fake universities and have be-
come increasingly popular in the United States and abroad, with one company 
producing more than 10,000 diplomas for customers in 131 countries.170 The 
use of Internet advertising that can reach both domestic and foreign audiences 
has enabled this type of document fraud to become increasingly prevalent.

Business-related visas, such as L (intracompany transferee) and H (guest work-
ers) visas have also been targeted by visa-fraud facilitators. Eurasian organized-
crime members have used L visas to enter the United States. Their schemes 
often involve seemingly legitimate front companies used for other criminal 
activities such as financial fraud, contraband smuggling, and money laundering. 

The UK refugee system appears to be highly vulnerable to fraud. Pilot DNA 
tests in two refugee sites in Kenya in 2008 were able to validate only 13 percent 
of the family relationships claimed by applicants.171 For the same reason, the 
United Kingdom has initiated a policy to check the DNA of asylum seekers 
from Africa.172 

The line between fraud with criminal intent and fraud spurred by desperation 
is often hard to draw. Most Somalis apply to enter without a visa, since there is 
no US Embassy in Somalia that would make lawful visas available. Individuals 
from Iran and Sudan, for example, often first acquire tourist or other visas (B1, 
B2, F1, F2, K1) to enter the United States, then file an asylum application, 
casting doubt on the veracity of statements made in the initial visa application. 

DHS and DOS would have a better understanding of visa fraud if the US Citi-
zenship and Immigration Services (USCIS), CBP, and State’s Bureau of Con-
sular Affairs (CA) worked together to study adjudicated visa fraud by category 
and showed the distribution of fraud.
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Exploitation of Legal Regimes

Terrorists and HSOs study legal mobility regimes and systematically take ad-
vantage of regulatory weakness. 

Passports of Convenience
“Passports of convenience” are sold by governments to persons who agree to 
invest a required amount in the issuing country. Such passports can be used to 
overcome travel restrictions. They can allow their owners to avoid any stigma 
or extra regulations that might otherwise arise after their primary passport has 
been legally taken by their country of birth. They can also be used to hide the 
true identity of the purchaser, as countries that sell citizenship and investor 
passports rarely conduct due-diligence background checks on the buyers. 

Primary users are business moguls seeking tax advantages. “Luxury” passports 
of convenience from Switzerland, Monaco, and Liechtenstein cost more than 
$1 million per head of household. Designed for high-profile celebrities and 
investors, they are not well suited for terrorists and serious criminals. Less 
expensive passports of convenience, which still contribute significantly to the 
overall gross domestic product (GDP) of the smaller nations that offer them, 
are well within the budgets of terrorist and criminal organizations. Today, the 
countries that offer such passports include Tonga, Samoa, the Marshall Islands, 
Vanuatu, and Nauru. Pacific Island countries charge between $4,000 and 
$50,000 for each passport/citizenship, with reduced costs for the family mem-
bers of purchasers. Samoan officials have advertised passports and citizenship in 
Hong Kong newspapers for amounts ranging between $30,000 and $50,000.173 
Between 1998 and 2002, Nauru made 8 percent of its GDP from the sale of 
passports of convenience.174 Other countries have requirements like obligating 
buyers to invest a certain amount of money ($250,000 in the case of the Mar-
shall Islands) or restrictive conditions such as prohibiting them from owning 
land in the issuing country’s territories.175

Passports of convenience can and have been exploited by terrorists and orga-
nized criminals in the past. In 2000 officials in the Philippines arrested a Rus-
sian, holding a passport from Nauru, who was suspected of involvement in an 
international terrorist network. Among those caught with Nauru passports are 
a terrorist from Azerbaijan and members of the Turkestan Liberation Organi-
zation and al Qaeda.176 In 2007 Samoa admitted that it could not account for 
712 passports, which is not unusual. In most countries that supply passports of 
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convenience, such documents come both from legitimate government sources 
and corrupt officials, and the entire system is poorly regulated. 

Visas are required for holders of passports of convenience traveling to devel-
oped countries, and their holders receive additional scrutiny from visa officials. 
But the system can be exploited by criminals and terrorists who may use their 
passports of convenience for travel in the developing world, where there is 
often less scrutiny given to travel documents. 

Such passports are too costly for most labor migrants, but the concept is at-
tractive. Chinese migrants are known to have purchased passports from a 
Caribbean country in an attempt to travel to the United States and Canada. 
The Kaweah Indian Nation in Kansas attempted to sell tribal memberships to 
migrants, promising that membership would confer US citizenship. It sold $1.2 
million worth of memberships to more than 13,000 people before being stopped 
by authorities.177 

Registered-Traveler Systems and Visa-Free Travel
A country’s decision to lift its visa requirements or to dilute them substan-
tially can prompt an overnight change in HSO routing. Ecuador lifted all visa 
requirements in 2008, an action that immediately opened up a preferred route 
through Ecuador for illegal Chinese immigrants to the United States. Intense 
diplomatic activity initiated by the United States resulted in an adjustment of 
Chinese and Ecuadorean practice that has mitigated the impact of this par-
ticular channel. The Ecuador experience followed a similar episode in which 
Mexico dropped transit-visa requirements for Brazilians, resulting in a wave of 
Brazilians being apprehended at the US-Mexico border. When Mexico rein-
stated transit visa requirements for Brazilians, Border Patrol apprehensions fell 
dramatically. 

The US Visa Waiver Program (VWP) is a source of particular concern for 
counterterrorism officials because of terrorists’ interest in it. Business-facilita-
tion programs in consulates and registered-traveler programs run by border 
agencies are also thought to have been used by terrorists. 

Hot Spots and Channels of Illicit Mobility

The scale and complexity of global migration, while measures of human free-
dom and opportunity, pose a daunting challenge for policymakers focused on 
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terrorist travel and organized crime. Such factors provide serious malefactors 
with ample opportunity to shift routes and transportation methods. At any 
given moment, US policymakers and other governments have to decide where 
to focus attention and resources based on the location of targeted groups, HSO 
and HTO hubs, illegal travel document source sites, pressure points for travel, 
and vulnerabilities. 

Transit Zone Case Studies: Canada, Mexico, and the Caribbean 
Illegal movement across the borders of the United States is inevitably a major 
concern. People with reported or suspected associations with terrorist enti-
ties, including a number of US citizens, move in both directions across the 
US borders with Canada and Mexico. Sri Lankan extremists associated with 
the now-defeated Tamil Tigers and US gun traffickers enter Canada from the 
United States. Mexican HSOs and drug-trafficking organizations (DTOs) have 
US resident and citizen operatives who smuggle guns and money into Mexico, 
then take delivery of migrants and receive their final payments. Sometimes 
these groups kidnap migrants and extort ransom from their families. Although 
not preferred, al Qaeda and other terrorist organizations consider illegal entry 
into the United States via legal travel through Mexico or Canada an option.

Mexico. Because of the overall volume of illegal labor migration into the 
United States from Mexico —more than half of the estimated 11.5 million un-
authorized immigrants living in the United States in 2006 were Mexican —178 
and the violence of Mexican DTOs, there is greater border agency attention 
toward Mexico than Canada. 

Mexico itself does not have a large extremist population, although it does 
have some indigenous guerillas and extremists. There have been no published 
reports of actual known al Qaeda terrorists entering the United States from 
Mexico, through ports of entry or in between. But there is Mexican territory 
that is effectively ungoverned by the federal government. Massive corrup-
tion, DTO subversion of government, and weak border controls are endemic. 
The US security community faces the possibility that Iraqi, Somali, or other 
al Qaeda–affiliated terrorists will use Mexican pathways. Overall, less than 
1 percent of the people apprehended at the southwest border by the Border 
Patrol are from countries with a significant terrorist presence (known as spe-
cial-interest aliens). Iraqi nationals requesting political asylum, virtually all of 
them identifying themselves as Chaldean Christians, constituted 40 percent 
of all non-Mexicans entering at the southwest border in 2008 from countries 
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with a significant terrorist presence.179 Most of the East Africans apprehended 
by the Border Patrol cross the Rio Grande at the southwest border, while the 
Marfa and Del Rio sectors in Texas are the most frequent crossing locations for 
migrants from the Middle East.180

Mexico itself has a major problem with illegal movement from Central Amer-
ica. In 2004 12.5 percent of all land-border entries along Mexico’s southern 
border were unauthorized.181 More than 300,000 migrants from other countries 
— mainly from Central America — illegally entered Mexico with the aim of 
migrating to the United States.182 Among them 240,000 were returned to their 
countries of origin by Mexican immigration authorities.183 The remaining mi-
grants may be assumed to have traveled to the United States. Guides help their 
clients to evade border checkpoints at the Guatemalan border. After gathering 
in Mexico City, they travel by bus to Monterrey and on to Nuevo Laredo or 
Reynosa. From there, they enter the United States. In addition to maritime 
passages, there are four major routes through Mexico to the United States: the 
California corridor, the Arizona corridor, the west Texas–New Mexico corri-
dor, and the south Texas corridor. The Mexican DTOs are fighting for control 
of these entry channels and for the revenues at stake from drugs and (increas-
ingly) from human smuggling. 

Migrants also travel by air. For example, Iraqi migrants may travel legally to 
Turkey using Iraqi passports and then use smugglers to enter Greece by boat, 
truck, or on foot. From Greece, they contact other travel facilitators who 
arrange additional travel. With Greece shifting to new e-passports, travel 
facilitators are providing Iraqi travelers with forged or other types of fraudulent 
European passports, often from Cyprus, Poland, or Bulgaria. Transiting through 
Madrid and Paris, Iraqis then take direct flights to Guatemala City, Cancun, 
Monterrey, and, less frequently, Mexico City. Afterwards, smugglers usually 
take back the fraudulent passports for reuse. 

The Caribbean. Border-security efforts in the Caribbean are uneven. 
Because some Caribbean countries’ border-security agencies are understaffed, 
underresourced, undertrained, and underpaid, they are vulnerable to corrup-
tion. Cubans increasingly are transiting Mexico to claim asylum at US borders, 
which is granted by law once they step onto US soil under the “wet foot, dry 
foot” policy. More than 11,500 Cubans transited Mexico in 2007, compared 
with more than 7,800 Cuban migrants who came through the turbulent Florida 
straits. The most notable channel for illegal movement through the Caribbean 
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is via the Bahamas and St. Martin. Migrants then move by small vessels to 
Puerto Rico, and from the British Virgin Islands to the US Virgin Islands. 

Canada. According to Canadian intelligence, 40 terrorist groups operate in 
Canada. Some are not a current threat to the United States. The presence of 
these groups in well-established diaspora communities in Canada makes terror-
ist entry from Canada to the United States a significant concern. Individuals 
applying for visas from US consulates in Canada regularly show up on terrorist 
watchlists. (For more discussion of Canada, see chapter 12.)

In 2009 roughly 14,000 suspected unauthorized immigrants were detained in 
Canada.184 Many of those who are smuggled into Canada are Chinese and Viet-
namese nationals who have transited through Thailand, acquiring forged travel 
documents to use in entering Canada.185 Recently, there has been an upswing 
of illegal Indian migrants using forged travel documents. And between May 
2006 and May 2008, immigration officials were notified of at least 31 foreign 
nationals who were likely human-trafficking victims.186

Canada has a more extensive list of visa-free travel partners than does the 
United States. There is a notable risk that people holding visa-free passports for 
entry into Canada may actually intend to reach the United States. Soon after 
Canada gave visa-waiver status to the Czech Republic and Hungary, large num-
bers of Roma, holding Czech and Hungarian passports, arrived at Canadian 
airports and made claims for asylum. Mexico faced a similar situation when it 
extended visa-free travel status to all EU Member States.187 

South Korean and Chinese nationals use South Korean passports to enter 
Canada under visa-waiver arrangements and are then smuggled to the United 
States; numerous female Korean trafficking victims entered the United States 
through Canada or Mexico.188 As of 2008 South Koreans may also travel visa-
free to the United States. 

Global HSO Routes 
Global HSO routes constantly change; the following descriptions offer a snap-
shot of one period of activity in 2008. 

Routes through and from Africa. South Africa and countries in East and West 
Africa are commonly used as transit countries, particularly by Chinese mi-
grants, because of their high degree of official corruption. East Africans —  
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Somalis, Eritreans, Ethiopians — seeking to get to the United States typically 
depend on Latin-America-based HSOs and East African associates. Smugglers 
use established facilitator networks of corrupt officials and document forgers in 
Africa and in Latin America. The HSOs choose routes based on their ability to 
bribe officials at key points and use those connections to improve their access 
to fraudulently obtained travel documents. Smuggled individuals may transit 
through Kenya, Angola, the Congo, or Tanzania, but most pass through Johan-
nesburg before flying to Sao Paolo. Alternative routes include Abu Dhabi, 
Dubai, or Rome to Bolivia, Venezuela, Cuba, or Mexico. There is intelligence 
on African smuggling routes, but the routes are not fixed and levels of traffic 
and specific locations frequently change. 

Routes to Europe. The majority of illegal migration and terrorist travel to the 
European Union is via a North African or West African Atlantic Coast route, 
navigating the Straits of Gibraltar or the Mediterranean with target destina-
tions of Rome, Malta, and Madrid. Additional routes include the Eastern 
Mediterranean using Iran, Turkey, and other Middle Eastern nations as transit 
countries to Athens. Due to its location, Turkey is the main transit point for 
people from the Middle East being smuggled into the European Union. A 
Balkan route goes through the West Balkans and ultimately to Greece, Italy, 
Slovenia, Austria, Bulgaria, Romania, and Hungary. Smuggling may begin in 
Asia and take a route through Kazakhstan, Kyrgyzstan, Uzbekistan, Tajikistan, 
and Turkmenistan to Russia and from there to Ukraine, Slovakia, and the 
Czech Republic.

These Central and Eastern European routes, which are of growing importance, 
also use the countries of the former Soviet Union to enter Poland, Hungary, 
Bulgaria, and Romania.189 Entries to Poland from the Ukraine number 30,000 a 
year. Once in the EU Schengen zone, unauthorized migrants can travel virtu-
ally unimpeded to most EU countries. 

Routes to the United States. Typical routes from the Middle East to the Unit-
ed States are through Rome or by air to Johannesburg, then by air to South and 
Central America for land routing through Guatemala. Chinese nationals are 
often smuggled into the United States on Japanese or South Korean passports 
through transit countries such as Chile or Peru.190 Routes through Canada are 
associated with fewer illegal entries but more terrorism-related incidents, albeit 
only a few in total. 
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Routes to Australia. Migrants from the Middle East or South Asia aim for 
Christmas Island or other points on Australia’s west coast, which are a short 
haul from the Indonesian archipelago.191 Entering Malaysia, people are moved 
south by ferry to Batam, onward to Jakarta, and from there to the Indonesian 
islands of Bali, Flores, or Lombok, for the final leg to Australia.192 

HSO Hubs
Markets, geography, corruption, and infrastructure, including the presence of 
organized- crime networks, come together at nexus points or criminal hubs for 
HSOs. The hubs act as routers for criminal activity including drugs and traf-
ficked people and products. While geographic routes change, nexus points for 
the most part remain fixed. 

Greece. Its location as a gateway to Europe, its heavy Russian and Albanian 
organized crime presence, and the demand for movement into the European 
Union are all factors making Greece an important HSO hub for entry to Eu-
rope from the east.

Asia and Europe. With the increase in the number of airlines and the histori-
cal decrease in the overall cost of tickets, unauthorized migrants are increas-
ingly coming by air.193 Because Belgium, Switzerland, and Japan are convenient 
transportation hubs within their respective regions, these countries have 
become the major transit countries for human smuggling. Thailand is a hub 
because it has the preeminent industry for illicit travel documents.

Pakistan. Pakistan’s porous borders, corruption, and sympathetic government 
officials have made it a safe haven for al Qaeda and a major facilitator of terror-
ist travel.194 

Africa. Johannesburg, which is host to African, South Asian, Chinese, Rus-
sian, and Albanian organized crime and corruption, is the key hub for human 
smuggling that originates in and transits through Africa. Since the introduc-
tion of direct flights between Angola (a former Portuguese colony) and Brazil, 
Angola is used often for transit to Rio and Sao Paolo. 

Sao Paolo. Sao Paolo is the major air entry point for HSOs into the Western 
Hemisphere. 
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Triborder area/Ciudad del Este, Paraguay. Latin American hot spots for 
terrorist financing include Venezuela, Trinidad and Tobago, and the Iquique 
area of Chile, the triborder area where Argentina, Paraguay, and Brazil come 
together and where Paraguay has established the free trade zone of Ciudad del 
Este. The latter is also a major center for organized crime — Middle Eastern, 
Mexican, Colombian, Japanese, Chinese, and Russian. Hezbollah, Hamas, and 
other terrorist groups have a presence here, although the extent of their activi-
ties is unclear.195 The area’s criminal infrastructure and central location make it 
an HSO hub. 

Diaspora communities. Europol highlights what it terms “seclusion criminal 
hubs” that are made up of non-EU-origin ethnic communities within the Eu-
ropean Union, which in essence create their own regions and are vulnerable to 
exploitation by organized-crime groups. Diaspora communities, in other words, 
frequently serve as criminal hubs and terrorist transit points as well as HSO 
operational centers. 

Travel Document Fraud Centers 
It is generally accepted that terrorists prefer to acquire official documents and 
to appear to travel legally. Passport fraud of all kinds, for travel and for eco-
nomic migration purposes, is pervasive and is a primary vulnerability of the 
global mobility system. Therefore, travel documents and their modes of acquisi-
tion are a major concern. While all HSO hubs have document acquisition 
capabilities, some locations are notorious for their document fraud. 

Bangkok. Thailand is the current counterfeit capital of the world and is the 
primary global source for imposter, altered, and counterfeit travel documents. 
Most passports sold on Thai streets are legitimate and make up a significant, 
but unknown, proportion of the 10 million lost or stolen passports on the illicit 
world market. Thai passport rings are sizable. An investigation of one ring led 
to the May 2008 arrest of 12 people and the seizure of 20,000 passports from 
countries as diverse as Brunei, Burma, Canada, France, Germany, Malaysia, 
Russia, Sweden, and the United States. 

Thai-sourced passports can sell for $200 to $10,000 depending on the type of 
passport and associated visas.196 The majority of Thai-produced passports are 
mediocre counterfeits, sold for a retail price between $25 and $50. While not 
good enough to fool immigration officials, they are useful for individuals and 
criminal organizations to open up bank accounts or gain residency. There have 
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been a number of cases where expatriate European document couriers were 
apprehended while carrying hundreds of counterfeit blank EU passports from 
Thailand to Europe. Travel-document providers in Thailand are also thought to 
have the best nonstate forgery technology in the world. Counterfeit or altered 
passports for travel purposes, particularly those with visas to the United States 
or United Kingdom, are worth $2,400 to $2,900 on the illegal market.197 Real or 
counterfeit Japanese and South Korean passports are also highly valued, because 
of these countries’ visa-waiver agreements with various Western countries. 

Manila. Manila is a major source for fraudulent documents and is known for 
widespread corruption in the border services as well as extremist groups. 

African countries. Ghana is known for its document forgeries and Nigeria for 
counterfeit passport production. North African countries also have significant 
levels of document fraud production. Document producers in Ghana serve both 
Europe and groups using the Sahara as a logistics base, including the border 
regions of Algeria, Mauritania, and Mali. South African passports are still 
favored by Eritreans, Somalis, and others coming illegally to the United States. 
Although South Africa redesigned its passport in 2007, adding new and im-
proved security features, corruption in passport and civil document issuance is 
common, and inventory control on passports and on breeder documents is still 
insufficient. The older passport series, which will be valid until 2017, remains 
an area of vulnerability. As a result, the United Kingdom has suspended visa-
waiver travel from South Africa. 

Europe. Several European cities are prime locations for counterfeit passport 
production, marketplaces for North-African-produced travel documents, and 
venues for stolen passports. The Netherlands is a long-time center for the 
production of altered and counterfeited passports and visas. London has a large-
scale false-travel-document industry. The United Kingdom has an organized 
crime and terrorist group presence, making it a persistent problem as a point of 
origin for visa-free travel to the United States. The UK passport is one of the 
most secure travel documents, making it among the most sought-after passports 
for illicit movement. One-third of those who had committed terrorist attacks 
in the United Kingdom as of 2009 had been involved in identity fraud and im-
properly obtained passports, and officials estimate that authorities detect only 
one in ten forged immigration documents in the United Kingdom.198 
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Counterfeiters usually produce a variety of passports. In a July 2007 raid on a 
Bulgarian organized-crime group in London, for example, police found 1,800 
completed passports for a dozen countries, including 200 UK passports and 
others for Albania, Belgium, Denmark, Finland, France, Greece, Italy, Korea, 
Latvia, Portugal, and Slovenia. The Bulgarian group was also producing im-
migration stamps and driver’s licenses. Criminal organizations in England have 
increasingly provided falsified documents to support the creation of front busi-
nesses that offer fake jobs to back up visa and work-permit applications and falsi-
fied documentation for student visas.199 Documents include fake bank account 
statements and university acceptance letters. During investigation of a foiled ter-
rorist plot to blow up shopping centers in Manchester, police discovered that the 
man in charge had helped other alleged members of his terrorist cell enter the 
United Kingdom under student visas.200 A police official noted that the United 
Kingdom does not have much incentive to thoroughly inspect student visas as 
international students generate millions of pounds for the country every year.201

Latin America. In Latin America, false travel documentation is so ubiquitous 
that it extends beyond low-wage economic migration to professions where for-
eign countries tightly limit visas. Sports are an example. Professional Argentine 
soccer players have acquired fraudulent Italian passports to overcome EU re-
strictions on foreign players.202 Somalis and other East Africans have access to 
counterfeit and genuine Bolivian, Peruvian, Chilean, Belizean, and Mexican, 
as well as South African, visas. 

Tijuana. Mexican cities near the US border have a thriving illegal-docu-
ment market where travel documents needed to enter the United States can 
be purchased or rented. These documents range from state driver’s licenses to 
passports from visa-waiver countries; US passports and border-crossing cards are 
prevalent. These documents previously were only available to citizens of Mex-
ico and Central American countries, but an increase in visitors from abroad to 
Mexico and growing demand have meant that this is no longer the case.203 

The United States. The United States has a strong illicit market for counter-
feit documents, including driver’s licenses, social security cards, green cards, 
and other identification documents. Gangs within the United States, such as 
the Latin Kings, have been involved in the production of fake ID cards. During 
an investigation of several Latin King members in 1999, authorities discovered 
31,000 manufactured IDs and travel documents.204 Gangs, organized crime syn-
dicates, and even otherwise legitimate businesses are involved in the industry, 
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which primarily caters to unauthorized workers, although customers are diverse 
and include US citizens. 

Some Pressure Points for Illicit Mobility  
to the United States

US consulates and US border authorities are an intelligence target for terrorist 
organizations, HSOs, and traffickers of all kinds. For every form of visa there 
are applicants seeking to subvert the process. Often, efforts to acquire and dis-
seminate information about the policies and practices of consulates are quite 
elaborate. Intelligence can include detailed written reports describing individ-
ual consular officers by appearance, interview approach, and decision-making 
pattern. The Internet has facilitated the dissemination of this information. 

At ports of entry along the Mexican border, the intelligence operations of the 
HSOs and DTOs place more people on-site than there are CBP officers on 
duty. These operatives use encrypted communications to relay information 
regarding who is on duty, what type of screening is occurring, what the time 
frames are, and in what lanes. 

The government of Venezuela has issued thousands of fraudulent passports to 
launder the identities of Colombian members of the Revolutionary Armed 
Forces of Colombia (FARC) and individuals of Middle Eastern origin, includ-
ing a network of people raising funds for Hezbollah in Venezuela.205 Over the 
years, thousands of blank unissued Venezuelan passports have been reported 
missing or stolen from the passport-issuing agency and embassies. A former US 
intelligence official notes that US authorities know of cases in which terrorists 
have used fraudulent Venezuelan passports.206

Iraqis, Somalis, and others from war-torn countries in which there is a signifi-
cant al Qaeda presence have been delivered by HSOs to Mexico and advised 
to turn themselves over to Mexican authorities. After presenting themselves as 
asylum seekers and being detained by the Mexican immigration service for ten 
days, they are generally released with an order to depart. They then may use 
other HSOs to enter the United States or present themselves to US border of-
ficials and claim asylum. If these individuals travel without passports and other 
forms of identification, screening is a particular challenge for US officials. 
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Systemic Weaknesses

Breeder documents. The production of false breeder documents throughout 
the world constitutes a significant weakness for the international mobility 
regime. In the United States and elsewhere, a frequent technique is to apply for 
passports in the name of dead people. In some countries, for example, in India, 
Malaysia, South Africa, and Pakistan, millions of unauthorized migrants from 
neighboring countries acquire citizenship through the use of false breeder docu-
ments. Their true names may or may not be used, but the claimed nationality 
is false. Once these migrants acquire citizenship, they may also acquire genuine 
travel documents. The US visa-issuance system, as well of those of all other 
countries, rests on a flimsy foundation when adjudicating applications from 
countries where breeder documents are notoriously insecure and where “paper 
citizenship” is a widespread reality.207 

Blank passport theft. Stolen blank passports remain a problem in some coun-
tries in Europe. Today fully centralized passport issuance exists in Belgium, the 
Baltic countries, the Czech Republic, Germany, Luxembourg, the Netherlands, 
and Sweden. Decentralized issuance — which makes securing passports more 
difficult and theft in transport a possibility — continues in Italy and Spain. 
Many thefts in France precipitated a push to centralization, which is not com-
plete. Ireland maintains two passport issuance sites. 

Dual passport possession. Use of two passports to hide suspect travel has been 
a problem for the UK government in addressing risks from UK citizens who 
retain dual Pakistani citizenship and travel to Pakistan or Afghanistan, using 
their Pakistani passports, for terrorism-related training. Now it is becoming a 
problem for travel to Somalia by US- and UK-based Somalis. The complete 
breakdown of the Somali state has driven many refugees — now with dual na-
tionalities — to London (which has the largest Somali community in Europe), 
Sweden, the United States, and elsewhere. (Al Shabaab, al Qaeda’s Somali 
affiliate, has been fighting to take control of the Somali state.)

Border agency corruption and incompetence. Border agency corruption defeats 
even the most advanced passport security measures. In many developing coun-
tries, border agencies are underfunded and underresourced. They also suffer from 
inadequately trained personnel and inadequate technology and equipment. Often 
at the lower end of their country’s law-enforcement hierarchy, border security 
personnel are often underpaid, making them especially vulnerable to bribery. 
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Priority Vulnerabilities

Terrorist access to false travel documents. The topmost concern for US 
counterterrorism officials with regard to terrorist mobility is the movement of 
unknown clandestine operatives, who are not detectable by officials. Unknown 
clandestine operatives, such as the would-be shoe bomber Richard Reid, use 
their own identity, present authentic travel documents, and have no record 
that would draw the undue attention of immigration officials. Despite the va-
lidity of the concern, however, the major al Qaeda events in Europe since 9/11, 
including the March 2003 Madrid bombings and the July 7, 2005, London 
bombings, have involved the use of false travel documents. Thai authorities 
in August 2005 arrested a Syrian-born British national with ties to the July 7, 
2007 bombers, with 186 fake French and Spanish passports. Extremists have 
difficulty obtaining documents legitimately even through deception, but prefer 
official documents that present the appearance of traveling legally.

Homegrown terrorism in Canada and entry from Canada. Canada is con-
fronting the potential for violence among young second- and third-generation 
immigrants, who come from a secular background but are drawn to extremism 
linked to Islam. In spring 2008 the Royal Canadian Mounted Police investigat-
ed seven suspected terrorist plots and nearly 850 national-security cases. And 
a terrorist group known as the Toronto 18 was disrupted in 2006 during the 
planning of a plot to blow up parliament, kill the prime minister, and bomb the 
Toronto Stock Exchange. (Canada is discussed further in chapter 12.) 
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Conclusion

This chapter is illustrative of the type of analysis that DHS and other US agen-
cies should be conducting on a systematic basis. While practices and routes are 
constantly changing, HSOs and HTOs are motivated by profit to find the least-
expensive, most-trouble-free means of illicit travel. To counter terrorist travel, 
DHS and its partner agencies need to create a picture of the illicit market’s 
operations and travel patterns that is as accurate and current as possible. Such 
a picture requires the use of intelligence methods, international information 
sharing, investigations, and computer-assisted analysis performed on a regular 
basis. The analysis must then focus on the organizations, hubs, methods, regula-
tory processes, and operating environments that support the illicit-travel mar-
ket. One of the most difficult problems is to establish priorities. The workings 
of this market are global in scope and cannot be addressed by US law enforce-
ment alone. The solutions will come not only from law enforcement but from 
raising regulatory standards, strengthening legal frameworks, and finding new 
solutions to difficult problems such as how to identify bad-faith actors. Only 
an all-out effort to bring the rule of law to global mobility channels will enable 
democratically ordered societies to secure human mobility. Understanding the 
current state of affairs is a necessary starting point.
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Section ii: acting againSt 
terroriStS, criminalS, and 
conSPiratorS

INtroductIoN

A primary goal of securing human mobility is to act against terrorists, 
members of organized crime networks, and other criminals. In the context 

of human mobility, enforcement policy seeks to uphold immigration laws at 
a nation’s border and in its interior. In recent years, enforcement policy has 
focused on how best to prioritize the use of resources against the estimated 12 
million unauthorized US residents and the hundreds of thousands entering an-
nually through illegal channels. 

This focus needs to be reexamined. The homeland security mission cannot be 
met by assuming that its intelligence and investigative resources should primar-
ily be used against unauthorized people, even those who are criminals. Instead, 
the United States must begin with a “zero-based” assessment of the threats to 
citizens, long-term residents, and others in global travel channels. 

Like zero-based budgeting, a zero-based risk assessment of human mobility 
channels has to begin with identifying the most important missions. This 
introduction to section II outlines the key threats that the United States and 
US citizens and residents face with respect to mobility. The three chapters that 
follow discuss approaches to addressing selected threats. 

The key zero-based risk assessment question is: what are the greatest threats and 
risks that the global and US mobility infrastructure should address, either because 
it must be safeguarded from them or because it can respond to them? Both aspects 
of the question are important, because US and global mobility channels both 



116        SecurIng Human mobIlIty

comprise critical infrastructure and serve as conduits for terrorists, criminals, 
and the life-threatening or disruptive movement of people in the form of il-
legal, precipitous, or uncontrolled large scale migration that places migrants, 
transit or receiving communities, or states at risk.1

The Department of Defense (DOD) and Department of Homeland Security 
(DHS) have both identified the most important threats from the perspective of 
defense of the United States and its citizens. Threat lists are the right starting 
point for defining mobility-related security missions. 

Table II.1 Priority Threats and Security Challenges Associated With  
Human Mobility

Key security challenges identified by DOD 
Violent extremist movements
Spread of weapons of mass destruction (WMDs)
Rising powers with sophisticated weapons
Failed or failing states
Increasing encroachment across the global commons

Major threats identified by DHS 
High-consequence WMDs
Al Qaeda and affiliated terrorist movements
Cyber attacks, exploitation and intrusions, and disruptions
Natural hazards, pandemics, and infectious diseases
Illicit trafficking and transnational crime
Smaller-scale terrorism

Combined DOD and DHS security priorities associated with  
human mobility

Trafficking in high-consequence WMDs
Major terrorist movements focused on the United States 
Human trafficking and transnational crime
Smaller-scale terrorist and extremist attacks
Failed or failing states
Increasing encroachment across the global commons
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Table II.1 (cont.)

Proposed list of mobility-related security priorities
Terrorist attacks, exploitation, and disruptions of mobility infrastructure
Human smuggling associated with terrorists or serious  
 organized crime 
Human traffickers and other high-concern gangs and 
 transnational criminals 
Insecure borders that enable safe havens, insurgency, banditry,  
 and uncontrolled illegal flows
Corrupt regimes and human rights violators that contribute to the 
  dangerous movement of people

 
Source: DOD, “2010 QDR Terms of Reference Fact Sheet,” Press Release, April 27, 2009; Homeland 
Security Council, National Strategy for Homeland Security (Washington, DC: The White House, 2007); 
DHS, Quadrennial Homeland Security Review (Washington, DC: DHS, 2010).

 

Both departments’ strategists roughly agree that one of the most important 
threats to national security at present is that posed by terrorists, in particular 
those who emerge from violent extremist movements and who have potential 
access to chemical, biological, radiological, nuclear, or high yield explosive 
(CBRNE) weapons or, in different terms, to weapons of mass destruction 
(WMDs).2 

Terrorist attacks are also the most important threats in relation to global mo-
bility infrastructure. Similar to the cybersystem, terrorists may directly attack, 
disrupt, or exploit human mobility infrastructure. Airline hijackings represent 
the prime example of terrorist attacks involving human mobility infrastructure. 
Examples of disruption to critical mobility infrastructure include the systematic 
corruption of a visa, passport, or border office; sabotage of the international 
reservations system; or a border- or visa-related terrorist incident leading to 
curtailing of these channels. Terrorist and criminal exploitation of mobility 
systems may take the form of exploiting entry channels and mechanisms to 
gain legal status. 
 
Other than asymmetric terrorism and increased access to WMDs, DOD and 
DHS do not designate any common security priorities relating to mobility. 

DHS highlights two additional mobility-related priorities: illicit trafficking and 
transnational crime and smaller-scale terrorist and extremist attacks. DOD 
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highlights two others: failed states and encroachment on the global commons 
(the natural assets outside national jurisdictions, such as outer space or Antarc-
tica). Each of these four is crucially linked to mobility security. Transnational 
crime and terrorism are on a continuum because terrorist organizations may 
obtain funding and resources from criminal activity. Transnational crime and 
failed states come together when large-scale gangs effectively control large 
swaths of state territory. In both these senses, transnational criminal organiza-
tions represent a potential strategic threat. 

In the context of illicit trafficking and crime, the most important threats relat-
ing to human mobility are human smuggling and human trafficking. Human 
smuggling is especially important when it may be linked to terrorism, human 
trafficking, organized crime, or life-threatening illegal migration. Other trans-
national crimes relating to mobility include abducting children across interna-
tional borders and traveling to commit sexual abuse. 

Transnational crime is also committed by members of groups residing in the 
United States and traveling back and forth to other countries. US-based 
transnational criminals include members of MS-13, the Bloods and the Crips, 
Mexican-US drug-trafficking organizations (DTOs), and groups that prey on 
new arrivals. Many of these gangs terrorize neighborhoods and block residents 
from full participation in society. 

DOD’s list highlights failed or failing states and increasing encroachment 
across the global commons. Since global travel channels are situated in the 
global commons, and the global commons are the location of movements of 
concealed nuclear and radiological materials, DOD’s list clearly covers mobility 
security issues. 

Failed or failing states pose a mobility-dimension risk in three ways. First, failed 
and failing states are characterized by corruption that poses a major problem in 
preventing terrorist and criminal travel. Terrorists, human-smuggling organiza-
tions (HSOs), human-trafficking organizations (HTOs), and other serious or-
ganized crime organizations that take part in the illicit market in travel depend 
on third-party facilitators, from document suppliers to transportation officials. 
The most important third-party facilitators, as discussed earlier, are corrupt 
government officials, whether passport officials, visa officers, port officials, or 
immigration authorities. Finding ways to eliminate the corruption associated 
with failing states is critical to mobility security. 
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Second, failed or failing states often have weak border controls. Insecure 
borders enable terrorist safe havens, insurgency, banditry, and uncontrolled 
movement of people generally. 

Third, states with poor governance, human-rights-violating regimes, and high 
levels of corruption are potential sources of precipitous, uncontrolled migra-
tion. These flows represent a danger to law-abiding people on the move and 
they may violate other countries’ border procedures and immigration laws. 
Most refugees and labor migrants do not pose threats of terrorism, violence, or 
criminality. Large uncontrolled movements, however, undermine the rule of 
law and may pose challenges to the absorptive capacities of societies; screening 
is no less important for these groups.3 

DHS and DOD threats lists can be drawn upon to create a consolidated list of 
the areas of attention that are most important for securing human mobility: 

•	 Terrorist-caused	attacks,	disruption,	and	exploitation	of	mobility	infra-
structure

•	 HSOs	associated	with	terrorists,	serious	organized	crime,	and	corruption	
•	 HTOs	and	other	high-concern	transnational	criminals	
•	 Insecure	borders	that	enable	safe	havens,	insurgency,	banditry,	trafficking,	

and uncontrolled illegal flows
•	 Corrupt	regimes	and	human	rights	violators	that	contribute	to	life-threat-

ening, illegal, and uncontrolled movement of people

In the future, considerations relating to migration caused by global warming 
and other environmental and resource-related changes may need to be added 
to this list since they could overwhelm even the most well-managed and gov-
erned mobility channels. 

The three chapters in this section focus on some of the key groups responsible 
for the negative side of international mobility: terrorists; corrupt regimes; 
human smugglers associated with terrorism, human trafficking, and serious 
organized crime; and transnational criminal gangs preying on residents of US 
and Central American cities. The chapters highlight new methods of counter-
ing these groups and preventing their attacks and crimes. 
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Chapter 4 highlights the need to prioritize terrorist travel and to modernize 
law-enforcement and administrative processes to deal with globally networked 
terrorist organizations and HSOs. Chapter 5 proposes that prevention of 
violent crime become the hallmark of US Immigration and Customs Enforce-
ment’s (ICE’s) approach to eliminating gang crime in immigrant communities. 
Chapter 6 highlights travel bans, a relatively recent tool for marshalling global 
resolve against terrorists and major human rights violators. 
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chapter 4: terrorIst travel aNd 
humaN-smugglINg orgaNIzatIoNs: 
INFormatIoN, aNalysIs, actIoN

Policy Preview: Terrorist and criminal travel should be an area of systematic focus 
by domestic and international law-enforcement and intelligence organizations. In 
particular: 

•	 The	National	Terrorist	Travel	Strategy	produced	by	the	National	Counterterror-
ism Center (NCTC) should be updated

•	 Mobility-related	agencies	should	establish	dedicated	strategic	operational	analysis	
units and coordinate this work 

•	 The	Human	Smuggling	and	Trafficking	Center	(HSTC),	a	fusion	center	oper-
ated by the departments of Homeland Security, Justice, and State (DHS, DOJ, 
and DOS), should be strengthened and charged with producing an annual report 
on illegal movement and its market

•	 US	Immigration	and	Customs	Enforcement’s	(ICE’s)	Extra-Territorial	Criminal	
Travel Strike Force (ECT) should be funded and expanded to include other agen-
cies 

•	 Intelligence	from	ICE	should	be	used	to	initiate	more	criminal	investigations	and	
prosecutions, as well as more civil penalties

•	 The	number	of	Bureau	of	Diplomatic	Security’s	(DS’s)	Resident	Security	Of-
ficer-Investigator (RSO-I) positions should be increased

•	 Congress	should	legislate	increased	penalties	for	human-smuggling	crimes	that	
have a nexus with terrorism or transnational organized crime, especially by 
groups operating in conflict zones

Based on a zero-based assessment, and relying on current DOD and DHS stra-
tegic assessments, the foremost threats to the United States in the context of 
securing human mobility are: 
•	 Terrorist	attacks,	disruption,	and	exploitation	of	mobility	infrastructure
•	 Human	smuggling	associated	with	terrorists,	human	traffickers,	and	orga-

nized criminal enterprises 
•	 Human	trafficking	and	other	transnational	criminal	activity	
•	 Insurgency,	banditry,	trafficking,	and	uncontrolled	illegal	flows	created	by	

insecure borders
•	 Life-threatening,	illegal,	and	uncontrolled	movement	of	people



122        SecurIng Human mobIlIty

The United States targets terrorists unilaterally, regionally, and through 
multilateral efforts at the United Nations (UN) and elsewhere. Its multidimen-
sional approach should be brought to bear more effectively on transnational 
organized crime, including human trafficking and smuggling, consistent with 
relevant UN agreements (discussed in chapter 11). To take a leading role in 
strengthening multilateral capacity against transnational organized crime, the 
United States needs a strong foundation in its own strategy and use of domestic 
resources. This chapter concerns domestic agencies with the key resources to 
counter human-smuggling organizations (HSOs) and human-trafficking organi-
zations (HTOs) and the illicit market in movement. 

Because of the way ICE, DS, and other law-enforcement agencies count and 
report investigations, the level of activity on these priorities is hard to discern. 
Despite some effective investigative strategies, however, it appears that suffi-
cient attention is not afforded to them.

Terrorist attacks with weapons of mass destruction (WMDs), enabled by ter-
rorist travel and facilitated by human-smuggling networks, are the top threat 
against which mobility-related investigative resources must be directed. DHS 
is giving top priority to supporting the government of Mexico’s efforts against 
drug-trafficking organizations (DTOs). With congressional backing, ICE has 
focused on the southwest US border including working with federal prosecu-
tors to create zero-tolerance zones for immigration violations, however minor. 
Overall, investigations, deportations, detentions, and removals involving crim-
inal aliens and other immigration law violators consume most ICE resources.

Seeking out and dismantling terrorist cells and the illicit travel pathways they 
use is a critical dimension of counterterrorism. Yet ICE has devoted more 
resources to its cross-border drug, gun, and money criminal cases than it has 
to investigations of human smugglers who may have a terrorist nexus. Simi-
larly, DS, which has jurisdiction over visa and passport fraud, tends to focus 
more on single-offender malfeasance at consulates or passport offices than on 
dismantling the market in illicit travel documents, which intersects with ter-
rorist travel, human trafficking, and other serious criminality. To some extent, 
existing priorities are mandated by Congress. The number of national-security-
related investigations relative to available leads and opportunities is unclear. 

But with the asymmetric potential of chemical, biological, radiological, 
nuclear, and high yield explosive (CBRNE) WMDs, a serious debate needs to 
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occur at DHS, DOJ, DOS, and the National Security Council (NSC) about 
how to allocate resources within and across federal agencies against the dif-
ferent streams of illicit movement. This chapter seeks to make some specific 
suggestions that might help shape the debate. 

National Strategy to Secure Human Mobility  
against Terrorism

There is a consensus in the counterterrorism community that since September 
11, 2001, security throughout the US travel-and-entry system and in global 
travel networks generally has lowered the risk of clandestine entry by terrorists, 
raised obstacles and costs, and had a deterrent effect by denying easy access. 
But the problem of attacks, disruptions, and exploitation of travel channels 
by terrorists and serious criminals persists. In addition, the methods used by 
such networks continually change. Thus, efforts to thwart terrorist entry must 
continue to adapt and to improve. 

What is the current strategy to counter illicit movement? There are many 
useful programs, especially new ones in which ICE’s immigration and customs 
financial crimes tactics are brought to bear against HSOs and HTOs. In ad-
dition, DS is using more sophisticated tactics against illicit travel document 
networks. Nonetheless, a coherent interagency strategy to act against terrorists 
and criminals who exploit mobility channels must still be developed. A sense 
of goals and benchmarks would be helpful, especially in the context of long-
term nuclear and other chemical, radiological, and biological threats, and the 
war against Mexican DTOs. This challenge will be significant, however, given 
the multiple departments and agencies and types of authorities that exist at the 
federal level alone, as shown in Box 4.1. 
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Box 4.1 Federal Departments and Agencies with Roles in Securing 
Human Mobility

White House
National Security Council (NSC)

Homeland Security Council

Department of Homeland Security (DHS)
DHS senior leadership 

Offices of Intelligence and Analysis,  
Policy, United States Visitor and Im-
migrant Status Indicator Technology 
Program (US-VISIT), Risk Assessment, 
and other support offices

US Customs and Border Protection 
(CBP)** 

US Immigration and Customs  
Enforcement (ICE)* 

US Citizenship and Immigration  
Services (USCIS)**

US Coast Guard (USCG)

Transportation Security  
Administration (TSA)** 

Department of State (DOS)
Bureau of Consular Affairs (CA)** 

Bureau of Diplomatic Security (DS)*

Coordinator for Counterterrorism

International Narcotics and Law  
Enforcement (INL)

Population, Refugees, and Migration

Office to Monitor and Combat Trafficking 
in Persons

Intelligence and Research (INR)

US Agency for International Develop-
ment (USAID)

Economic Bureau

Regional bureaus 

Department of Justice (DOJ)
Criminal Division

National Security Division

Civil Rights Division

US Attorneys/Executive Office

Federal Bureau of Investigation (FBI)/
Counterterrorism 

FBI’s Terrorist Screening Center (TSC)

Intelligence community (outside  
listed departments)

Directorate of National Intelligence (DNI)

National Counterterrorism Center 
(NCTC)

Central Intelligence Agency (CIA)

National Security Agency (NSA) 

 
Department of Defense (DOD)

Joint chiefs of staff and strategic  
components

DOD components relating to trafficking 

DOD components involved in border 
operations and training

DOD combatant commanders

Defense Intelligence Agency (DIA)

* Investigative agency  **Referral agency
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In 2006 NCTC produced the National Strategy to Combat Terrorist Travel 
(NSCTT).4 While NSCTT highlighted some key operational approaches, it 
was little more than a compendium of different agency programs and lacked 
goals and benchmarks. The NSCTT needs to be reconceived with the full 
participation of the Homeland Security Secretary and coordination by NSC 
and DNI. Almost a decade after 9/11, a broader strategy that covers terrorist 
travel, mobility crimes, and the other threats and risks is achievable — and 
long overdue. A team for this purpose could be built at the Human Smuggling 
and Trafficking Center (HSTC), which is a DHS-Justice-State fusion center 
statutorily linked to the NCTC. 
 
The initial NSCTT stated that its goal was “to fight terrorist travel globally.”5 
A second edition of the strategy would be on firmer footing if it were retitled 
the National Strategy to Secure Human Mobility (NSSHM) and if it set spe-
cific goals with respect to terrorist travel and other purposes. 

The NSCTT had two pillars and six strategic objectives: 

1. Enhance US and foreign-partner capabilities to constrain terrorist mobility 
overseas 
•	 Suppress	terrorists’	ability	to	cross	international	borders
•	 Help	partner	nations	build	capacity	to	limit	terrorist	travel
•	 Deny	terrorists	access	to	resources	that	facilitate	terrorist	travel

2. Deny terrorists the ability to enter, exit, and travel within the United States
•	 Inhibit	terrorists	from	crossing	US	borders
•	 Enhance	US	government	capabilities	to	detect	and	constrain	terrorist	

travel within the United States
•	 Strengthen	US	identity-verification	systems6

The problem of clandestine and uncontrolled travel rests, in part, on the im-
mense variety of pathways available for travel and the complex forces that 
drive movement. Global movement of people involves a dynamic network of 
travelers, travel agents, transportation companies, private and public legitimate 
intermediaries and complicit facilitators, and mobility officials of all kinds 
— passport, consular, territorial and marine border, port of entry, and immigra-
tion/customs — dispersed across various countries. The challenge is to judge 
where the most powerful and pernicious nodes and weakest links are, and to 
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dismantle and strengthen those, respectively, with the right short- and long-
term approaches. Only proactive strategies can create the resilient and secure 
mobility channels that our era of mobility and risk demands. 

First, the concept of risk management should drive the strategy so that appro-
priate priorities can be set and challenges defined. Risk management takes into 
account threats, vulnerabilities, and consequences, enabling resources to be di-
rected toward those activities where risk is highest. Second, the divide between 
US activity domestically (inhibiting terrorists from crossing US borders) and 
outside the United States (suppressing terrorists’ ability to cross international 
borders) should be eliminated, since HSOs are transnational organizations. 
This would be consistent with the 9/11 Commission’s conclusion that the 
United States failed in large measure to detect the plot because of a domestic/
foreign divide that existed among intelligence and law-enforcement agencies. 

The NSSHM should take as its terrorist-travel-related goal preclusion of 
terrorist attacks, and disruption of terrorist activity in global travel channels 
directed at the United States and at US persons and interests. The reduction in 
risk could be measured against a risk assessment prepared by HSTC, discussed 
below. Third, the full range of methods should be considered, as discussed in 
box 4.2. 

Box 4.2 Methods of Mobility Security in the Context of  
Homeland Security

The concepts of border security and immigration enforcement convey a limited sense of 
the potential operational strategies against terrorists, criminal organizations, and illegal 
migration. The following protective approaches apply to securing human mobility in the 
context of homeland security.

Preclusion: the strategic goal of making impossible the events sought to be avoided.  
Example: as long as there are no entries by foreign terrorists, the sum total of protective 
approaches may be deemed successful. 

Preemption: proactive measures to stop an occurrence before it can take place.  
Example: to dismantle a terrorist travel cell before it can insert its operatives into the 
United States. 

Disruption: to interfere with or set up obstacles to a terrorist event or a long-term threat. 
Example: intelligence operations in terrorist travel channels. 

Interdiction: to physically block movement.  
Example: arrest of a migrant crossing a border illegally or in transit to a border with the 
intent to cross illegally. 
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Box 4.2 (cont.)

Prevention: strategies, including law enforcement, that end or reduce the occurrence of 
unwanted events.  
Example: fingerprinting fixes identities of visa applicants, preventing identity switches 
between visa acquisition and presentation at a port of entry. 

Deterrence: strategies to change people’s motivations and actions such that they do not 
engage in the unwanted activity.  
Example: combined enforcement tactics, community moral suasion, and provision of op-
portunities to deter youth gangs from violence and drug dealing. 

Dissuasion: tactics that persuade people not to engage in the unwanted conduct. 
Example: programs that persuade young women that human smugglers may turn out to 
be human traffickers. 
Source: Author’s compilation.

 
The NSCTT presents many of the fundamental concepts and unclassified 
methods with which to move forward. These include a focus on travel docu-
ments, screening, and action against HSOs. In a revised strategy, more thought 
should be given on how to:

•	 Make	the	rule	of	law	in	global	mobility	channels	a	norm
•	 Build	the	travel-ban	program
•	 Identify	and	close	weak	links	in	the	lawful	system	of	travel
•	 Enhance	US	and	multilateral	coordination	in	action	against	terrorist	travel	

networks, HTOs, and larger HSOs
•	 Establish	accepted	minimum	standards	for	port-of-entry	and	border	man-

agement and a systematic means of working toward their implementation 
•	 Further	upgrade	the	travel-document	regime	and	work	toward	globally	

interoperable screening functions
•	 Bring	successful	anticorruption	norms	and	practices	into	global	movement	

channels
•	 Enhance	strategic	operational	analysis	of	terrorist	and	other	illicit-travel	

methods
•	 Unify	across	agencies	and	improve	accuracy	and	fairness	in	border	screening
•	 Coordinate	foreign	assistance	for	mobility	management

Strategies can be more trouble than they are worth and there has been a pro-
liferation of them in recent years. In the case of securing human movement, 
there is a need to concentrate attention on the most consequential risks, to 
employ the highest value methods, and to make optimal use of investigative, 
intelligence, prosecutorial, and other resources. Such strategies can help shape 
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the implementation of goals and objectives that are set forth in the first Qua-
drennial Homeland Security Review (QHSR) and subsequent reviews. 

Strategic Operational Analysis Units

Policy discussion on terrorist and criminal access to the United States virtu-
ally always omits reference to a body of empirical findings and to specific goals. 
Instead it refers to limited descriptions of illegal movement and typically 
invokes the general merits of border security, interior enforcement, or various 
types of investigations. In the immediate period following 9/11, it was under-
standable that action to prevent dangerous individuals from traveling to and 
entering the United States would be taken as swiftly as possible, based on the 
information at hand. 

But illicit movement (in general) and terrorist travel (in particular) present 
major challenges for preclusive strategy. Unlike human trafficking, for example, 
where the organizational head of the HTO maintains long-term relationships 
with HSOs, terrorist travel is for the most part episodic and hard to spot. This 
makes finding terrorists through their travel practices difficult. 

The single most important next step would be for the several agencies involved 
in securing human movement — DS, CBP, ICE, USCIS, CA, USCG, the 
United States Visitor and Immigrant Status Indicator Technology Program 
(US-VISIT), and TSC, among other operational agencies — to form separate 
or joint strategic operational analysis units that support their own agencies, and 
support the DHS Office of Intelligence and Analysis, DHS Office of Policy, 
HSTC, and NCTC. Of course, this type of analysis should also be a priority for 
NCTC, which exercises strategic operational authority over efforts to counter 
terrorist travel. The goal is to move from tactical to strategic operational analy-
sis and to share this analysis extensively through HSTC.

The emphasis of all of these agencies since 9/11 has not been on strategic 
operational analysis. It has been on “connecting the dots”; that is, on ensuring 
that each agency’s investigations do not miss crucial information by improving 
collection, building an information-sharing environment, and providing opera-
tional and tactical support in the form of analysis to frontline investigators and 
field agents. A second area of emphasis has been on developing more effective 
screening processes, including biometrics, to support passport, visa, and immi-
gration-benefit decisions. 
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Actionable Regulatory and Strategic  
Operational Information 

Notwithstanding these critical and ongoing agendas, mobility-related inves-
tigative, screening, and adjudicatory units must make better use of the infor-
mation they generate, separately and jointly. Law-enforcement and adjudica-
tory agencies have absorbed the concept of developing actionable or tactical 
intelligence and analysis; now they must invest in the idea of actionable 
regulatory and strategic operational information. That means organizing the 
information that is in the possession of DHS and other agencies with mobility-
related responsibilities so that it can be used for purposes beyond the immedi-
ate function of referring cases; analyzing travel documents; and making visa, 
entry, and immigration-benefit decisions. Actionable regulatory information is 
a description of a pattern or practice gleaned from analysis of the facts on the 
ground, enabling policymakers and managers to propose new regulations, laws, 
diplomatic initiatives, and programs. Actionable strategic operational informa-
tion is a description of a pattern or practice gleaned from analysis of the facts, 
enabling policymakers and managers to adjust frontline resources, investiga-
tions, or processes. 

There are five reasons why strategic operational analysis is important for 
securing human movement. First, it would help with very difficult problems 
of resource allocation. The various screening methods and intelligence pro-
grams now in place — including US-VISIT, the Student and Exchange Visitor 
Information System (SEVIS) run by ICE; other programs run by USCIS, CBP, 
and TSC; as well as passport and visa officers — generate thousands upon 
thousands of leads or hits against various databases. By setting up a strategic 
operational analysis unit that routinely assesses the number of true hits relative 
to the number of referrals and that looks at the types of cases that emerge from 
them, the homeland security, crime control, and immigration compliance com-
munities can set priorities and devise solutions based on the specific patterns 
they are actually seeing. New models can be tested and algorithms adjusted. 

Second, strategic operational analysis enables law-enforcement agencies to 
shift from after-the-fact response to prevention, from a reactive to a proactive 
or preventive posture. For example, CBP’s National Targeting Center (NTC) 
uses machine-aided information analysis, while ICE uses leads generated by SE-
VIS; but these are screening procedures, not operational analysis. Third, in the 
context of terrorism and serious crime, it is very important to know what infor-
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mation an agency possesses and its implications — as well as for that informa-
tion to be shared across relevant agencies. As the 9/11 attacks demonstrated, 
“not knowing what you know” can lead to catastrophic consequences. Fourth, 
basic knowledge about the methods and patterns of movement of people that 
governments perceive to be dangerous, that pose risks, or that undermine 
lawful order is a necessary foundation for policy and strategy about how best 
to prevent such movement. Fifth, making a reasonable amount of information 
about the market in illegal travel available to the public will also build congres-
sional support, public awareness, confidence, participation in mobility security, 
and resilience after an incident occurs.7 

What Information Matters?

Law enforcement in the context of movement typically analyzes the number of 
agents needed; hours per full-time employee; and how many arrests, prosecu-
tions, and convictions occur in a year. Strategic operational questions inform 
enforcement, regulatory, intelligence, and foreign policy. The following infor-
mation should be developed in order to inform policymaking: 

•	 Major	channels	of	terrorist	travel	
•	 Major	channels	of	organized-crime	travel
•	 Major	HTOs	and	HSOs	and	routes	identified	and	disrupted,	by	nationality	
•	 Travel	documents	of	choice	for	terrorists	and	criminals
•	 Country-by-country	travel-document	security	assessments
•	 Visa	and	passport	policies	that	draw	HSOs	to	transit	particular	countries
•	 Annual	figures	on	the	number	of	watchlisted	individuals,	broken	down	by	

those identified by consular offices, at ports of entry, and within the U.S.
•	 The	number	of	intercepted	watchlisted	individuals	by	visa	category	they	

obtained or sought 
•	 Criminal	laws	that	provide	insufficient	deterrence	to	HTOs	and	HSOs
•	 The	number	of	lost	and	stolen	passports	by	country	and	year
•	 The	number	of	fraudulent	passports	by	type,	nation	of	origin,	and	the	gov-

ernment officials or agencies that detected them 
•	 The	number	of	incidents	referred	for	criminal	investigation	by	visa	category
•	 Country-by-country	corruption	assessments	(document,	immigration,	bor-

der)
•	 Assessments	of	corruption	within	transportation	organizations	

Individual government officials, especially agents, inspectors, and analysts pos-
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sess considerable information about these subjects based on their field experi-
ence. But this knowledge has not been systematically captured and analyzed 
in order to inform policymaking. For these reasons, the baseline of common 
knowledge with respect to how terrorists, criminal networks, or individuals 
move around the globe is considerably lower than the level of understanding 
about the people and practices underpinning the illicit movement of terrorist 
finance, arms, and drugs, although these arenas overlap considerably.8 
 
Strategic operational policy questions provide actionable regulatory and 
strategic operational information. For example, strategies to counter terrorist 
travel might be based on information related to terrorist reliance on insiders, in 
particular human smugglers and corrupt officials. Passport design issues might 
be driven by information on the reliance by illegal entrants on multiple pass-
ports or fraudulent documents. Strategies to address corruption might be based 
on assessments of the level and location of travel-and-immigration-system-re-
lated corruption. And regulatory structures and enforcement strategies could be 
revisited based on the prevalence of fraud by visa category. 

Strategic operational units in the relevant agencies could also coordinate in 
establishing metrics and benchmarks.9 The point of this discussion, however, 
is to emphasize their ability to improve investigative and preclusive outcomes. 
Policymakers, managers, and law-enforcement analysts and investigators would 
have a direct interest in the success of such units. 

The Human Smuggling and Trafficking Center

Congress established the HSTC in the Intelligence Reform and Terrorism Pre-
vention Act of 2004. It is a fusion center and distribution point for intelligence 
and information about terrorist travel, human trafficking, and human smug-
gling. The secretary of state, homeland security secretary, attorney general, 
and members of the intelligence community oversee it, though its day-to-day 
operations are managed by ICE. Its five responsibilities are to:  

•	 Facilitate	the	broad	dissemination	of	all-source	information
•	 Prepare	strategic	assessments
•	 Identify	issues	for	interagency	action
•	 Coordinate	select	initiatives	when	requested	by	operational	agencies
•	 Work	and	exchange	information	with	allied	foreign	governments	and	 

organizations
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HSTC is important because of the complexity of the illicit market in move-
ment and available pathways for clandestine travel. There have and will always 
be simple smuggling schemes that involve hiding someone in the trunk of a 
car, walking many miles across the Arizona desert, swimming across a river, 
or trying to use an obviously counterfeit travel document. But these schemes 
are not the major concern related to terrorist travel. Today’s human smuggler 
is sophisticated enough to match the visa requirements to the passports and 
determine the most affordable routes for his loads. Or even more effective, the 
HSO head may invest in relationships with corrupt officials to obtain a genuine 
visa. Only a fusion center without the blinders of a particular agency can bring 
all the necessary players together to make assessments and decide what can be 
done to address sophisticated threats of this kind. 

The idea for HSTC originated about a decade ago but the center still has not 
fully hit its stride. Fusion centers at the federal level, like those at the state level, 
are still an organizational novelty and an interagency puzzle to be solved. A 
basic problem for HSTC is a breakdown in its relationship with NCTC, and the 
lack of participation by the FBI since the inception of HSTC. In particular, it is 
unclear how HSTC can fulfill its statutory mandate to serve as a fusion center 
for all-source information or even to prepare its annual report on terrorist travel, 
The Threat from Terrorist Travel and How Illicit Facilitators Try to Defeat US 
and Foreign Security Systems. (This report is classified and provided to Congress 
and customers in the executive branch.) The HSTC report should provide the 
factual foundation for a future National Strategy to Secure Human Mobility. 

HSTC should be revitalized and its relationship with NCTC clarified and put 
on a sound footing. One possibility is instead of ICE running HSTC exclusive-
ly, which it does now as part of its National Security Investigations Division, 
there should also be a reporting line to the DHS Office of Intelligence and 
Analysis (I&A), with part of the HSTC budget falling under the DHS intel-
ligence budget. HSTC, to that extent, would act within the current National 
Implementation Plan for the War on Terror10 (and its successors) and submit 
collection priorities through I&A as a participant in the intelligence communi-
ty. There could also be rotating directors from the three founding departments 
or alternately from DS, ICE or I&A, DOJ, and NCTC. However it is done, 
there needs to be a means of bringing NCTC back to the center (enabling 
HSTC to perform its function of supporting NCTC in its efforts to counter ter-
rorist mobility) and of integrating the FBI into the organization. 
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In reconsidering the HSTC structure, one goal should be to vest enough 
authority in the organization such that it can take over the operational target-
ing role of the NSC. If everyone can be brought to the table at HSTC, it seems 
unnecessary to locate these decisions in the White House, although the NSC 
could still oversee the function. 

HSTC has played an important role in communicating with foreign govern-
ments over sensitive questions of visa policy, where it has identified significant 
weak links exploited by HSOs and HTOs. This initiative should expand. HSTC 
could also take a coordinating role in US agency training and assistance for 
foreign partners. Finally, it could play a role in supporting the development and 
implementation of travel bans, serving as a clearinghouse for bans imposed by 
the UN Security Council (UNSC), the European Union, and individual coun-
tries, as well as those imposed by the United States. (Travel bans are discussed 
in chapter 6.) However, if it is to perform leadership functions and effectively 
serve its constituent departments, HSTC must be led by senior-level officials. 

Extra-Territorial Criminal Travel Strike Force (ECT)

The ECT is a joint DOJ-ICE initiative that targets global smuggling organiza-
tions that have or potentially have a nexus to terrorism, whether or not the 
smugglers are aware of the linkage. It aims at disrupting smuggling pipelines 
and criminal travel networks that terrorists could use to enter the United 
States. It is a proactive initiative that relies on intelligence, investigation, pros-
ecution, and often also ancillary diplomatic activity. 

Like HSTC, ECT needs attention and support, but recommendations to 
improve its effectiveness are simpler. First, ECT should become an interagency 
strike force run by ICE, much as the Joint Terrorism Task Forces (JTTFs) are 
run by the FBI. Second, it should be responsive to an interagency, NSC-ap-
proved list of targets for prosecution. Third, it should be adequately resourced. 

The ECT concept has predecessors in the Alien Smuggling Task Force (ASTF) 
formed pursuant to a presidential directive issued by President Clinton. This 
task force disrupted dozens of criminal-smuggling networks, many with nodes 
in the Middle East. 

The NSC Migrant Smuggling and Trafficking Interagency Working Group 
(IWG) identifies the most dangerous HSOs for coordinated interagency ac-
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tion.11 The NSC working group has provided targeting information to investi-
gators, prosecutors, analysts, diplomatic, regulatory personnel, and others who 
assemble on an ad hoc basis. Scores of cases have been prosecuted, with ICE in 
the lead on most of them. 

As originally designed, ECT is strictly an ICE unit that therefore cannot be 
designated as the interagency group responsive to the IWG list of HSOs with 
a potential nexus to terrorism. Instead, a case is given ECT status by deter-
mination of a board of ICE and DOJ senior staff, which meets periodically to 
review the human smuggling and trafficking investigative and intelligence file. 
The ICE list, in contrast to the IWG list, remains at ICE rather than being 
assigned to an interagency group. Rather than being supported exclusively 
by ICE, ECT should essentially become the global jump team for the IWG. 
The strike force should be expanded to include agents and analysts from other 
agencies, which have supported the IWG. DS is especially important to in-
clude, because it has expertise in illicit travel documents and production cells 
and networks touching consulates around the world. ECT should also reach 
out to the noninvestigative agencies that participate in IWG. 

A presidential directive or congressional action ought to be able to create a tar-
geting group based at HSTC. Investigations taken on by ECT would resemble 
the following ICE cases: 

•	 United States v. Jalal Sadat Moheisen, in which several defendants were pros-
ecuted and convicted for smuggling to Miami four confidential informants 
who identified themselves as the Revolutionary Armed Forces of Colum-
bian (FARC) guerillas.12

•	 United States v. Maher Jared, in which an Ecuadorean-based, Palestinian 
national was prosecuted and convicted for smuggling US-bound Middle 
Eastern aliens.13

•	 United	States	v.	Mohammad	Hussein	Assadi,	in	which	a	well-known	
Latin-American-based Iranian national was prosecuted and convicted for 
smuggling aliens to the United States.14

•	 United States v. Ashraf Abdallah, in which a Guatemalan-based Egyptian 
national was prosecuted and convicted for smuggling aliens from Egypt and 
other Middle Eastern countries to the United States.15 
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•	 United States v. Neeran Zaia, in which a Canada-based Jordanian national 
was prosecuted and convicted of operating front businesses in Canada and 
Jordan, as well as recruiting and smuggling Middle Eastern aliens to the 
United States.16

The ECT-IWG should target what could be called “super HSOs,” which operate 
across continents and individual human-smuggling groups as well as HSOs with 
a possible nexus to terrorism. The ECT-IWG might also consider injecting an-
other element into the case-selection process: sowing distrust in travel networks 
for clandestine travelers. What clandestine travelers seek is complicit travel 
networks. The need for trust runs two ways: clandestine travelers want trustwor-
thy travel facilitators, and HSOs and their travel facilitators want to know that 
their clients are trustworthy. Using undercover agents to imitate travelers could 
help catch and prosecute illicit travel facilitators and make the others who hear 
about such operations less willing to deal with new customers. Using undercover 
agents to imitate illicit travel facilitators — setting up “sting” fake-ID shops, for 
example — can catch unknown clandestine travelers and make others less will-
ing to seek out illicit-travel facilitators. Such operations could be done by plac-
ing an informant in an existing HSO or other travel node or by constructing a 
new operation on either side of the transaction. Sowing distrust has a deterrent 
effect, over and above the incapacitation of specific terrorist groups or service 
providers.17 That same penetration could also find possible links to terrorist or-
ganizations. This makes cases important for what they preclude even more than 
for the level or number of travel facilitators prosecuted.

Because of the complexity of these cases, the need to work with foreign coun-
terparts, and the mix of tactics involved, the program should be assessed not on 
numbers of prosecutions of individuals but on the value of subjects being inves-
tigated and their role in the illicit mobility market. What ECT is trying to do is 
preclude access to mobility by threats to the United States. As one DOJ official 
said, “ECT is in the business of not knowing when you stop something bad 
from happening, with the added bonus of absolutely knowing that you don’t.”18 

To address the globalization of HSOs, ICE has made real progress in helping 
to establish vetted units in foreign law-enforcement agencies with which it 
can partner in ECT investigations. Almost a dozen units are active in about 
nine locations in Mexico, Latin America, and the Caribbean. These efforts 
are forming a solid foundation for US leadership in UN and other multilat-
eral efforts against human trafficking and smuggling organizations.19 The new 
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Mutual Legal Assistance Treaty (MLAT) signed with the European Union 
and taking effect February 1, 2010, will create new transatlantic investigative 
opportunities by facilitating information sharing and providing for integrated 
investigations.20 This treaty may serve as a model for future relations with other 
partners, for example, Canada. (International information-sharing agreements 
are discussed in chapter 9.)

ECT is an unfunded program; that is, it has so far been funded by scraping the 
bottom of the barrel for monies in other ICE accounts. That is not to say that 
human-smuggling investigations are unfunded. ICE commits resources to inves-
tigating human smuggling, human trafficking, HSOs, and HTOs, although the 
resource allocation slipped in 2008. ICE dedicated 986,600 hours to human-
smuggling and human-trafficking casework, which corresponds to approxi-
mately 583 full-time agents. In fiscal year 2008, ICE conducted 432 human 
trafficking investigations, of which 262 were of commercial sexual exploitation 
and 170 of forced labor. These investigations led ICE and prosecutors to make 
189 criminal and 483 administrative arrests, and secure 126 indictments, 126 
convictions,21 and $2,368,435 in seized assets. ICE also led over 2,300 human-
smuggling investigations that year leading to 2,138 arrests, 1,353 indictments, 
1,468 convictions,22 and $16,660,574 in seized assets. 

In FY2008, ICE dedicated 789,463 hours to the same type of casework, cor-
responding to approximately 465 full-time agents and $11,848,763 in asset 
seizures.23

Notwithstanding the ongoing casework, ECT targets the highest-priority 
threats and has had some very promising accomplishments. It deserves dedi-
cated funding for agents, analysts, and prosecutors; strong interagency partici-
pation; appropriate targeting authority; and support from Congress. 

Diplomatic Security Resident Security Officer  
Investigators

DS, DHS’s law-enforcement arm, is best known for its resident security officers 
(RSOs) whose mission is to protect US embassies and consulates. In the same 
way that the US Secret Service protects the president and other officials, and 
also has jurisdiction over counterfeit currency, financial, and identity crimes, 
DS also has a legal mandate to protect the integrity of the US passport and 
visa. Its Criminal Investigation Division has a Passport Fraud Branch and a 
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Visa Fraud Branch, responsible for investigating the issuance, acquisition, and 
use of fraudulent passports and visas. 

DS visa investigations have historically given priority to malfeasance in con-
sulates.24 Since 9/11, at the direction of Congress, DS’s investigative strategy 
has expanded to incorporate a focus on travel-document production cells and 
networks. DS has 75 RSO-Is on board, posted throughout Asia, the Middle 
East, Russia and former Soviet states, Canada, Central and South America, 
and the Caribbean, with 48 additional positions recently approved.25 This 
coverage is beginning to give DS the ability to systematically monitor and 
probe visa applications that pose a potential security risk, as well as to de-
velop a global picture of the market in illicit travel documents and associated 
HSOs and HTOs and the methods by which illicit-travel facilitators target 
US consulates. Already present in US embassies and trained in the language, 
DS investigators routinely work with foreign law-enforcement agencies. DS 
has close ties to CA but more limited dealings with ICE, which has few agents 
involved with immigration cases overseas — an additional reason for estab-
lishing the ECT.26 

One of the unexpected decisions in the aftermath of 9/11 was to establish 
DHS/ICE Visa Security Officers in consulates to investigate suspicious visa 
applications with the authority to veto visa issuance. DS agents have skills 
relevant to the position, including language training, well-established liai-
son relationships, clearances, familiarity with the visa process, knowledge of 
counterintelligence, and experience of foreign postings. ICE requires none of 
this training and has none of this experience; its singular asset is its databases. 
Rather than assigning less-prepared DHS Visa Security Officers to this task, 
consideration should be given to DS agents. In particular, DS agents should be 
given access to DHS databases. If DHS does not want to give up the program 
and Congress wants to preserve it, DHS should reimburse DS for supplying its 
agents to fill at least some of these positions, especially where they have the 
language skills, clearances, and local or regional experience. 

Regardless, DS by the summer of 2010 should have in place full-time investiga-
tors in all visa-issuing posts or regionally to cover small posts. Building on the 
experience of an interagency ECT, ICE should also place investigators over-
seas dedicated to conducting HSO and HTO investigations and illicit travel 
investigations generally, including in partnership with DS. DS and ICE should 
be building a strong global partnership to dismantle HSOs and HTOs and the 



138        SecurIng Human mobIlIty

document networks linked to them. Sooner or later the thorny, unresolved 
matter of how to organize an expanded law-enforcement presence in general, 
and mobility-related and other DHS investigators in foreign countries in par-
ticular, has to be resolved. 

Resources for Parallel Construction of  
Intelligence-Driven Cases

The collection of evidence usable at trial, when the subject was initially identi-
fied using intelligence information, is known as parallel construction. As it 
stands, ICE devotes insufficient resources to parallel construction. This may be 
the reason why intelligence officials estimated in 2008 that as many as 50 per-
cent of potential cases failed to be fully developed. Where no further investiga-
tion is conducted, ICE may instead deport the individual. 

Action against al Qaeda and associated terrorist organizations takes place in 
military, intelligence, law-enforcement, and mobility-related arenas, which 
include administrative processes and civil and criminal enforcement methods. 
Border and immigration agencies usually encounter terrorists who have already 
been identified and placed on a classified terrorist identities list. However, they 
may also encounter terrorists in the first instance, on the visa line, at ports of 
entry, or outside ports of entry. 

Counterterror successes against al Qaeda and similarly networked groups 
almost always have a link to intelligence collection. Terrorist groups strive to 
maintain secrecy so as not to be discovered. Intelligence and counterterrorism 
programs are secret to protect classified sources and methods and to prevent the 
release of information that would be useful to adversaries. 

One of the problems that arise from dependence on classified information 
is that the information it provides about potential terrorists may not always 
be pursued effectively. Some form of judicial process should be the default 
position. In the absence of special courts and procedures dedicated to terror-
ist cases, it is a laborious and legally challenging process to figure out ways to 
re-create intelligence that may legally and effectively substitute in a judicial 
proceeding for information obtained through classified means. This has been 
a problem for US law-enforcement agencies dealing with mobility-related 
intelligence. Investigators and analysts should be assigned in sufficient numbers 
and provided sufficient training to perform this critical role. The perfecting of 
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criminal cases can lead to the development of more evidence and intelligence. 
Even if all the possible cases were being developed and referred to prosecu-
tors, there would still be instances where DHS would choose to repatriate an 
individual rather than seek to develop the case further. In some cases it is not 
possible to re-create intelligence as evidence. Some suspected terrorists are let 
go for this reason. While this is a problem that extends well beyond terrorist-
travel cases, these investigations comprise a pool of cases or operations that can 
be monitored and examined as a basis for considering whether the current rules 
of evidence are sufficient to support terrorism prosecutions or actions in civil 
immigration proceedings. 

A second problem with the need to rely on classified intelligence is that efforts 
against terrorists are largely secret from the public. Without knowing about 
DHS successes, the public cannot gain sufficient confidence that DHS is doing 
its job. Some middle course of public reporting between total secrecy and tip-
ping off criminals and terrorists or revealing intelligence sources and methods 
needs be found. Some annual public reporting, perhaps through the HSTC, 
would provide the public with the ongoing reassurance that contributes to pub-
lic confidence in DHS’s management of the border and immigration systems, 
and therefore to the long-term resilience of the US population. 

Corruption Associated with Human Smuggling  
and Trafficking 

Human smuggling and human trafficking may facilitate a range of criminal 
and terrorist activities. Corruption and trafficking in conflict zones are among 
the collateral crimes that should receive priority in the human-smuggling and 
human-trafficking context. Like the Mexican-US DTOs, HSOs and HTOs cor-
rupt government and private-sector officials, and in doing so, undermine and 
weaken fragile states, destroy good governance, and fuel violent conflict. 

The fight against corruption in the context of securing human mobility must be 
waged against the human smugglers and traffickers who bribe officials; against 
US agents and inspectors who take bribes; and against foreign public- and pri-
vate-sector officials who take bribes, initiate corrupt activities, and run criminal 
enterprises. 

Corrupt officials can be prosecuted for allowing unauthorized persons to cross 
borders at ports of entry or in between, or for operating as members of human-
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trafficking or smuggling rings, or for distributing visas and passports out of legal 
channels. 

In general, corruption of the travel and immigration sector has received almost 
no attention. The World Bank, Transparency International, US Treasury, and 
other institutions committed to opposing corruption have not focused on this 
set of problems. The United States has paid some attention to these crimes 
overseas, but at the level of individual cases and not in terms of a broad policy 
approach. In 1999, for example, the United States revoked the visa of the 
Panamanian chief of intelligence. US Embassy officials in Panama declared 
the revocation was due to her suspected involvement in the visa ring that used 
Panama as the entry point for Chinese aliens headed clandestinely by land to 
the United States. (Travel bans are discussed in chapter 6.)

Domestic corruption cases are increasing along with the size of the Border Pa-
trol. By the end of 2009, the US Border Patrol was expected to reach 20,000.27 
In May 2008, there were 200 cases pending against law-enforcement employ-
ees working at the border.28 Between October 1, 2004, and June 11, 2008, 61 
current or former CBP employees had been arrested, indicted, or placed under 
prosecutorial review for suspected corruption.

In addition to the FBI, which is the leading anticorruption investigating agency 
for the United States, a number of multiagency task forces are working to 
combat corruption along the border. DHS has three internal affairs units that 
are involved in investigating corruption: the CBP Office of Internal Affairs, the 
ICE Office of Professional Responsibility, and the DHS’s Office of Inspector 
General (IG). Agencies are not always willing to share information with one 
another and, depending on the case, there may be disputes about which team 
should take the lead on an investigation; however, these investigations have 
been productive.29 

The CBP Office of Internal Affairs has the responsibility “to promote the integ-
rity and security of the CBP workforce.”30 It takes an innovative, multipronged 
approach of preventing, detecting, and investigating threats to integrity within 
the agency. It uses preventive methods before hiring, monitors during employ-
ment, invests in research partnerships with academic institutions to develop 
better responses to corruption in US agencies, and provides its investigators to 
FBI-led anticorruption investigative teams. 
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This integrated approach makes sense because it enables Internal Affairs to 
transform what it learns about patterns and practices of corruption into new 
screening methods and development of investigative targets. Thus it enables 
Internal Affairs investigators and its FBI partners to move beyond initiating 
cases based on tips and instead take a proactive approach built on evidence and 
expertise. In contrast the DHS IG’s office is more limited to traditional means 
of learning of malfeasance. From the perspective of DHS, having both the 
Office of Internal Affairs and IG engaged in pursuing corruption cases makes 
sense, especially because the pace of hiring at Internal Affairs is not abreast 
with CBP hiring of border personnel. However, at the end of the day, with-
out violating the autonomy of IG, DHS and Congress should insist on annual 
integrated statistics about cases and sharing at a minimum of closed case files 
to permit an integrated analysis of trends and patterns. (Integrated reports of 
DS and State Department IG investigations, and closed cases of corruption at 
consulates and passport offices should also be required.) 

As of June 2008, 9 percent of CBP employees were deemed unsuitable for their 
jobs. Those with less than five years of work experience at CBP and arrested 
for corruption primarily worked in Puerto Rico and states such as Texas, New 
Mexico, Arizona, California, Illinois, and New Jersey. As of June 2008, CBP’s 
Office of Internal Affairs had 495 open investigations involving CBP employ-
ees, ICE’s Office of Professional Responsibility had 307 open investigations, 
and DHS’s IG had 488.31 CBP should continue to increase its Internal Affairs 
investigative capacity in tandem with the increase in border personnel. 

Agents who allow human and drug smugglers to pass through ports of entry 
without inspection are also putting their country in danger of admitting terror-
ists, weapons, and other national security threats. DHS, along with the depart-
ments of State and Treasury, should put together an anticorruption campaign 
aimed at US and foreign corrupt officials and human traffickers and smugglers 
who endanger security, undermine the rule of law, and weaken institutions. 
The campaign should prioritize dismantling HSOs with extensive corruption 
practices, sentencing enhancements for using corruption to aid human smug-
gling and trafficking, and reallocation of agents’ time to focus greater attention 
on cases known or suspected to involve corruption.32 Building anticorruption 
elements into training and assistance programs, as CBP’s Office of Internal Af-
fairs is already doing, should also be an element of the program. 
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Conclusion 

Counterterrorism and mobility crime control are essential dimensions of civil 
security and continue to be spheres of experiment and innovation. Some of the 
newest ideas have significant potential and should be given more attention and 
support, especially HSTC, ECT, DS’s RSO-I program, and efforts against cor-
rupt officials in the United States and overseas, and against their HSO links. 
The most important next step is to establish strategic operational analysis units 
among agencies involved in securing human movement. These units will allow 
agencies to “know what they know” and, as a result, to improve their alloca-
tion of resources and tactical methods. These types of activities should be at 
the core of a new strategy to secure human movement as a homeland security 
mission. 
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chapter 5: vIoleNt traNsNatIoNal 
gaNg mIgratIoN: Focused  
deterreNce

Policy Preview: The Department of Homeland Security (DHS) should begin taking 
a more strategic, preventive approach to gang crime in ethnic and immigrant com-
munities, aiming not only to punish and deport, but to preclude the violence. To break 
the cycle of transnational migration of violent gang members among the United States 
and El Salvador, Honduras, Guatemala, and Mexico, as well as between these other 
nations, US Immigration and Customs Enforcement (ICE) should join other federal, 
state, and local law-enforcement agencies and community organizations in applying 
focused deterrence, also called “pulling levers,” a decade-old preventive enforcement 
strategy that takes a zero-tolerance approach to gangs for select offenses. Through the 
Merida program with Mexico, the United States should also explore the possibility 
of supporting preventive approaches like focused deterrence in the Central American 
states afflicted by regional gang violence. 
 
One vision of the world foresees growing disorder fomented by nonstate actors 
including terrorist organizations; insurgents; transnational organized crime 
groups; and ethnic, youth, and other types of gangs and groups. Even today’s 
level of violence is too much; taking action to preclude violence and other 
forms of criminality by nonstate actors is central to securing human mobility. 
Preclusion may take the form of preemption, which in this context means taking 
action to stop processes or events that are already in motion, whether outside 
or inside the United States. The focus may be transnational criminals in the 
United States, immigrants committing crimes against members of their own 
community, or conspirators working with terrorist groups outside the country. 
Deradicalization of known terrorists is preemptive in this sense.

Preclusion may also take the form of proactive prevention. Whereas the goal of 
preemption is to stop acute, known threats in progress, the goal of proactive 
prevention is to prevent risks from developing into threats. Proactive preven-
tion ranges from methods meant to be efficacious in the short to medium term, 
to those that are less immediate and more indirect forms of risk reduction. 
Those focused on long-term risk reduction are discussed in section IV. 

The highest mobility-related priority should be to detect, dissuade, and disrupt 
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immigrants to the United States who may have become radicalized here and 
who may seek to assist extremist groups, whether by sending funds to terror-
ists, harboring extremists, or traveling themselves for training or planning in 
terrorist camps. ICE’s internal investigative programs and the Federal Bureau of 
Investigation’s (FBI’s) Joint Terrorism Task Force (JTTF), in which ICE par-
ticipates, as well as border-screening programs, address aspects of radicalization 
among immigrants; however, an integrated strategy for counterradicalization is 
needed.33 One vehicle for outreach to immigrant communities is hometown as-
sociations (HTAs), which are immigrant organizations whose members — who 
come from the same hometown— come together for social, cultural, political 
empowerment, and economic development goals. One proposal emphasizes the 
potential for strengthening immigrant integration and development in mi-
grant-sending communities through partnerships between the government(s) 
of the sending country, nongovernmental organizations (NGOs), and HTAs.34 

A second priority in securing human movement is to preempt and proactively 
prevent serious transnational mobility crimes, particularly human trafficking 
and human smuggling that is associated with terrorism and violence. (Methods 
against human-trafficking organizations, HTOs, and human-smuggling organi-
zations, HSOs, are discussed in chapter 4.)

Another priority is to act against transnational criminals of all kinds. The term 
gangs usually refers to organizations that are distinct from, but may interact 
with, global HSOs and HTOs. Most street gangs focus on controlling their own 
neighborhoods and compelling respect for individual members.35 Other types of 
gangs, including ethnic gangs, become managers of overt drug markets. Street 
gangs and those associated with illegal commerce are associated with high lev-
els of violence. Many US gangs have a transnational element; for example, US 
members may maintain connections to members now in Central America since 
deportation from the United States. Assisting Central American governments 
in reducing gang violence should be a policy priority, as should consideration of 
US policies to deport gang members who have lived nearly their entire lives in 
the United States.  

A range of federal, state, and local agencies — especially ICE and the Bureau of 
Diplomatic Security (DS) at the federal level, the Drug Enforcement Admin-
istration (DEA), the Bureau of Alcohol, Tobacco, Firearms, and Explosives 
(ATF), and the FBI share authority for dealing with the immigration and 
lawbreaking associated with violent and otherwise criminal gangs. Ultimately, 
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officials seek to use their authority to preserve security, civil order, and com-
munity well-being. This means dismantling these groups, persuading gang 
members to desist from violence, or causing them to dissolve without new ones 
being formed. Crime control in US ethnic communities has implications for 
counterterrorism and transnational crime control. Investigations and policing 
can either exacerbate or help to resolve racial and ethnic tensions, extremism, 
violence, and disorder. When a community is willing to cooperate with the 
police, crime is likely to diminish. 

This chapter argues that violence in immigrant communities and in the coun-
tries of origin of gang members would decrease if ICE were to move from its 
current preemptive and punitive strategy to a proactive preventive approach. 
The preclusive methods described here can also provide lessons for counter-
radicalization techniques in communities. 

Crime among Noncitizens

The number of foreign-born criminals in US federal prisons grew between 
2001 and 2004 from 42,000 to 49,000.36 As of December 2009, approximately 
55,500, or 26.7 percent, of all inmates in federal prisons were non-US citi-
zens.37 Mexicans alone accounted for 17.9 percent of the total federal inmate 
population.38 Contrary to the fears of some, the incarceration rate of people 
born in the United States (3.5 percent) was four times the rate of the foreign 
born (0.9 percent) in 2000.39

Despite the relatively small size of the foreign-born incarcerated population, 
violent gangs and drug dealing involving foreign-born residents are a serious 
problem in many cities and increasingly also in smaller communities through-
out the country. The National Network for Safe Communities, a group of 
police chiefs, prosecutors, community leaders, service providers, mayors, and 
others, has identified 75 jurisdictions that could benefit from cooperating on 
reducing crime in the areas of gang violence and drug markets.40 A number of 
these have sizeable immigrant populations and gang problems associated with 
them, for example, Los Angeles; Chicago; Providence, RI; and Stockton, CA.41 

Central and South American and Asian immigrant communities predominate 
in these jurisdictions.42 Mexican drug-trafficking organizations (DTOs) are 
present in 235 cities in 48 states and the District of Columbia (see map).43
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Types of Gangs 

Public reports often refer to gang-related problems without distinguishing 
among particular gangs and the level of violence associated with each. Know-
ing the specific gang can dictate tailored strategies and approaches. Max 
Manwaring of the Army War College divides gangs into three types:44 The first 
is the traditional street gang whose members primarily defend turf and demand 
respect. The second type pursues illegal commerce. Its leadership tends to be 
more centralized and concentrated on trafficking and market protection. To 
protect markets, such gangs use violence selectively internally or in recruit-
ment, against competitor gangs, and against police and other local and national 
security organizations. This type of gang often has links to transnational crimi-
nal organizations and insurgents. The gangs providing border-crossing services 
to Mexican DTOs are an example. 

The third type of gang expands on the initial set of illegal activities, adding 
others — human smuggling and trafficking, trafficking in cars and weapons, 
money laundering, kidnapping, robbery, and other crimes. It may take over 
territory and reach deeper into governments. The gang leader functions like 
a warlord, drug kingpin, or insurgent leader, and the gang may participate in 
mercenary activities and have explicit political objectives.45 The Mara Salva-
trucha in El Salvador, and the Mexican and Colombian DTOs are of this kind.

Ethnic and Immigrant Gang Violence

Ethnic gangs are of all three types. The Mexican Mafia has become a real 
organized-crime group, working with the Mexican drug cartels and taxing 
other gangs across the southwest. The Latin Kings operate across the United 
States, and like the Mexican Mafia are active in US prisons. Russian and other 
East European gangs are profit-seeking groups but operate differently than 
the foregoing. Traditionally African American gangs such as the Bloods and 
Crips have some national elements. MS-13 seems to be something of a hybrid, 
encompassing local street gangs, acting as the arm of Mexican DTOs along 
the US border, and engaging in a wide range of criminality and corruption in 
Central American countries. 

Although ethnic organized crime is widespread, most visible gangs that include 
recent migrants fall into the category of street gangs. In gangs of this type, 
violence is typically concentrated among small groups of active offenders. Such 
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groups drive most homicide and gun violence in their communities, including 
most of the homicides in US cities and virtually all public drug-related activ-
ity.46 Most of these gang activities are local, personal, and impulsive. They tend 
to arise in poor urban neighborhoods where there is also drug dealing. Of-
fenders and victims of gang violence tend to be young, have criminal records, 
and be known to the law-enforcement community. Many are on parole or on 
probation. Relations with the police are often characterized by toxic racial and 
ethnic tension and conflict; community respect for the rule of law is under-
mined by high levels of police harassment.47 

Violent gangs victimize communities; gang intimidation leads to restrictions in 
daily life and prevents business development. Criminal histories damage indi-
viduals for life, and the prevalence of such histories in a community helps cre-
ate a street culture that works against successful immigrant integration. Drop-
ping out of school, never taking a legitimate job, and imprisonment become 
the norm. By raising hurdles to integration and choking off human potential, 
gangs deprive families and communities of crucial human resources. There is 
often despair among residents and law enforcement that communities are bro-
ken and nothing can be done to turn them around. State and federal taxpayers 
foot the bill for consequences in medical care and law enforcement, and lose 
the benefits that otherwise productive members of society would contribute. 

As with Black gangs that fight mostly other Black gangs, Hispanic gangs mostly 
fight other Hispanic gangs and Asian gangs other Asian gangs. The Mara Sal-
vatrucha gangs, known as MS-13 and MS-18, were formed after refugees fleeing 
civil wars in Nicaragua, El Salvador, Honduras, and Guatemala coalesced in 
Los Angeles among other locations of immigrant communities. Young Cen-
tral American immigrants encountered gangs in their neighborhoods and in a 
perversion of immigrant integration became involved with and imitated them. 
Today, Mexicans are also members of MS-13; in fact, most MS-13 members 
are foreign born. The FBI tends to see MS-13 as highly organized and there-
fore amenable to a Racketeer Influenced and Corrupt Organizations Act-type 
enforcement strategy; other observers tend to believe that MS-13 is violent but 
not particularly directed from outside.48 MS-13’s largest rival is known as the 
Mara 18 or 18th Street Gang.49 

In the mid-1990s, after peace agreements ended civil wars in Central America, 
some of these violent young men returned home voluntarily. Others were 
deported from the United States as part of the precursor to what is now DHS’s 
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Secure Communities program, a program by the then–Immigration and Natu-
ralization Service (INS) to deport convicted felons. In El Salvador, Honduras, 
and Guatemala, these deported youths formed gangs in the mode of MS-13. 
Some then returned to the United States illegally, sometimes with gang mem-
bers who had joined in their countries of origin.50 

US Policy and the Maras in Central America

In crafting strategy for dealing with the Maras and other immigrant or ethnic 
gangs in the United States, it is important to recognize how different the US 
situation is from that in Mexico, El Salvador, Honduras, and Guatemala. Only 
in some cases are the Maras involved in drug trafficking and human smug-
gling.51 As the government of Mexico puts pressure on the Mexican DTOs, 
traffickers are shifting southward, solidifying an already developed set of con-
nections between the Maras and the Mexican DTOs. Honduras has as many as 
40,000 Maras among their youth, and the gang problem is given highest prior-
ity among national security issues. The specter of the DTOs enlisting Maras in 
a more formal way than they do at present is a major concern. 

The Merida foreign assistance package to support the government of Mexico’s 
armed suppression of DTOs provides a small amount of funds for assistance to 
Central American governments. Just as the United States has accepted core-
sponsibility with Mexico for the cross-border traffickers who supply American 
consumers with drugs and Mexican DTOs with guns and cash, the United 
States should explicitly acknowledge shared responsibility for the problem of 
the Maras, in which the United States is similarly implicated. It should provide 
substantial assistance for addressing this problem in Central America and help 
develop innovative approaches.  

ICE Enforcement Policy and Practice

The United States has relied heavily on the criminal justice system for dealing 
with violent gangs. ICE’s overall strategy for enforcing laws relating to human 
mobility is the same as the rest of US law enforcement — arrest, prosecution, 
and incarceration — with one additional tool: deportation. ICE seeks to deport 
as many criminal aliens residing illegally in the United States as possible. The 
arrest and prosecution strategies have led to about a fivefold increase in the rates 
of incarceration since the 1970s (from about 140 per 100,000 to about 700 per 
100,000 in 2008).52 In addition, there has been an increase in the number of 
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immigrants detained on a daily basis. Between 1994 and 2007, the number of 
immigrants detained daily grew nearly fivefold, from 6,785 to 30,295.53

The level of removals is also at a peak. ICE has removed increasing numbers 
of noncitizens over the past decade: 50,924 in FY1995, 189,026 in FY2001, 
and 358,886 in FY2008,54 about 97,133 of whom had criminal records.55 Over 
the past 15 years, criminal prosecutions for immigration-related offenses have 
sharply increased: from 8.6 percent of all federal criminal referrals in FY1987, 
to 9.9 percent in 1997, and 27.2 percent in 2007.56 In June 2009 ICE and DEA 
signed a new interagency agreement to enhance cooperation in dealing with 
drug traffickers by increasing the number of agents, improving information 
and intelligence sharing through the Organized Crime Drug Enforcement Task 
Force (OCDETF), and coordinating more effectively and efficiently between 
the two agencies.57 Under this initiative, ICE will select agents who will also 
work for DEA in the United States and overseas to investigate violations of 
the Controlled Substances Act, 21 USC. §§ 801, et seq., commonly known as 
“Title 21,” and target drug smugglers.

ICE is also making a fresh effort to target unauthorized immigrants based on 
criminal violations beyond their violation of US immigration laws and to 
direct enforcement activity by level of criminality. Under ICE’s Secure Com-
munities program, the agency attempts to identify noncitizens who have been 
arrested and place serious criminals in removal proceedings. The program has 
established three levels of crime corresponding to the risk to public safety. 
Level 1 includes those convicted of major drug offenses and violent offenses 
(murder, manslaughter, rape, robbery, and kidnapping); level 2 comprises those 
convicted of minor drug offenses and property offenses (burglary, larceny, fraud, 
and money laundering); and level 3 involves those convicted of other crimes. 
Secure Communities began as a pilot program in October 2008 in 48 counties, 
and is expected to operate at almost all local jails by the end of 2012.58

The estimated cost to remove convicted criminal foreigners each year is 
roughly $2 to $3 billion.59 This is nearly on par with federal prison expendi-
tures for incarcerating criminal foreigners, which totaled approximately $5.8 
billion between 2001 and 2004.60 Most of ICE’s resources will remain focused 
on deportation. The intensified focus on deportation of foreign-born crimi-
nals necessitates a parallel increase in the number of prosecutors, immigration 
judges, detention beds, and other resources.
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ICE’s Operation Community Shield

ICE’s approach to gang violence and criminality in immigrant communities 
is similar to its approach to illegal migration: it seeks to identify and deport 
noncitizen gang members. 

Figure 5.2 Operation Community Shield, ICE Surge 2008;  
Total Arrests by City

Source: DHS, Immigration and Customs Enforcement, www.ice.gov/doclib/pi/investigations/
comshield/operation_surge_map.pdf. 

ICE initiated Operation Community Shield in 2005 to target violent transna-
tional street gangs.61 Originally intended to target MS-13, ICE subsequently 
expanded the program to encompass all transnational criminal street and 
prison gangs.62 Since the program’s inception, ICE has arrested 11,106 individ-
uals whom it identifies as street gang members and associates.63 Of those arrests, 
145 were reputedly gang leaders, 2,018 were identified as MS-13 members or as-
sociates, and 4,331 had violent criminal histories. ICE also seized 388 firearms 
through Operation Community Shield between February 2005 and September 
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2008.64 Between 2005 and 2007, 59 percent of those arrested were Mexicans, 
17 percent Salvadoran, 5 percent Honduran, and 3 percent Guatemalan.65 
Nine percent of those arrested were US citizens. Of the gang members that ICE 
arrested, more than one-third (36.0 percent) have been charged with criminal 
offenses, while the others have been deported on immigration grounds.66 

Transnational Gang Migration

Deportation of gang members is to some extent only a stop-gap measure. Gang 
members — almost all are young men — frequently try to return to the United 
States. DHS has increased its focus in recent years on border enforcement 
to reduce unauthorized immigration from Mexico, but it has not eliminated 
recidivism. There is no formal count as to how many gang members return, but 
some do.67 

The United States quadrupled its border enforcement spending between 
FY1993 and FY2006, and tripled the size of the Border Patrol from 5,876 in 
FY1996 to 17,819 in FY2008.68 The Secure Fence Act of 2006 mandates 670 
miles of new fencing along the US-Mexico border, 643.3 miles of which were 
completed as of January 15, 2010.69 DHS also has worked with federal pros-
ecutors to increase immigration-related prosecutions, with some border-state 
district US attorneys’ offices adopting a “zero-tolerance” approach and crimi-
nally prosecuting (prior to deporting) everybody caught for crossing the border 
illegally.

DHS in 2009 reported a decline in numbers of people it apprehended at the 
US-Mexico border, which it attributed in part to its increased enforcement 
efforts and their deterrent impact.70 But the decline may also be explained by 
other factors, particularly the economic recession and associated unemploy-
ment. In addition, increased border enforcement may have a deterrent effect 
on migrants living illegally in the United States, causing them to remain in the 
country rather than return to Mexico. 

Stepped-up border enforcement measures have not discouraged deported 
migrants from attempting to the cross the border illegally again, and they ap-
pear to be able to do so quite successfully. Of migrants from Jalisco in 2005 and 
2007, more than 92 percent were able to enter the United States after hav-
ing been apprehended, according to a survey by the Mexican Migration Field 
Research and Training Program of the University of California, San Diego 
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(UCSD).71 Unauthorized migrants from Yucatan and Oaxaca reentered at 
even higher rates.72 The increase in border enforcement since 1994 has had no 
significant impact on the ability of individuals to cross the border illegally.73 
While approximately 45 percent of migrants are apprehended at least once 
while attempting to cross, about 97 percent eventually make it through to the 
United States, and this has been the case since 1995.74 Since 1977, the average 
number of apprehensions per unauthorized immigrant fluctuated between 0.3 
and 1.3.75

Illegal migration persists despite migrants’ knowledge of the significant dangers 
it entails. Of the 1,031 UCSD survey respondents, 64 percent stated that evad-
ing Border Patrol agents when crossing the border was very difficult, 21 percent 
said it was somewhat difficult, and the great majority believed that crossing the 
border without papers was very dangerous. The migrants’ views are consistent 
with the evidence: migrant deaths have increased as the United States has 
stepped up its border enforcement efforts. A total of 5,046 deaths were recorded 
between January 1995 and March 2009. 

Violence, Capabilities, and Migration 

The precise rate of return of deported migrants needs to be known in order 
to assess the effectiveness of ICE’s strategy to address gang violence. Migrant 
deaths are a high price to pay for enforcement and for source governments’ 
permitting the unregulated departure of their nationals. The impact on the 
societies to which gang members return is another problem. Countries in Cen-
tral America have significant problems with transnational organized crime and 
gangs, problems that are raising the level of violence and corroding the rule of 
law in these countries. El Salvador is one of the five most violent countries in 
the world, with an average of nine murders and several carjackings reported 
daily.76 The homicide rates for every 100,000 people in El Salvador, Guate-
mala, Nicaragua, Honduras, and Mexico were 57.5, 36.4, 17.4, 32.2, and 11.3 
respectively in 2004, in comparison with 6 per 100,000 in the United States.77 
Violence in Central America is worsening as the Mexican government puts 
pressure on DTOs. While illegal migration flows from Mexico to the United 
States have fallen sharply in recent years, Mexican drug violence has led to 
significant numbers of political asylum claims by Mexican nationals and may 
ultimately create the conditions that lead to large-scale migration. 

Is it possible to get out of the cycle of deportation and return of violent of-
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fenders? The United States has the right and the responsibility to safeguard its 
communities from violence by removing unauthorized immigrants who commit 
crimes. Yet transnational violent gang migration is clearly part of the etiology 
of a serious crime problem on both ends. The reactive approach does nothing 
to prevent or deter these gang members from committing gang-related crimes, 
whether in the United States or in their countries of origin. Rather it makes 
it likely that the crimes will continue at both ends, feeding the illegal migra-
tion-deportation cycle, and seriously undermining US efforts to foster the rule 
of law and deter corruption in Central America. While DHS continues to 
expand operational resources at the border, HSOs make it possible to reenter 
and to defeat the Border Patrol’s announced “deterrence through prevention” 
strategy. What alternative approach could the US government adopt to deter 
and prevent gang activities from recurring? The experience of an innovative 
law-enforcement strategy known as focused deterrence or “pulling levers,” dem-
onstrates that violence can be reduced. In fact, it is possible to all but eliminate 
and prevent violence in some locations. 

From Enforcement to Preclusion 

Proactive prevention when core law-enforcement authorities are used results in 
deterrence. When something is deterred, it is prevented. This is why the Border 
Patrol refers to its southern border strategy as prevention through deterrence. But 
in non-law-enforcement “prevention” circles that deal with street crime, “pre-
vention” has come to mean “not about authority.”78 Law enforcement dealing 
with street gangs typically does not think about prevention at all.

As discussed in chapter 4, preclusion through a range of methods is the core 
goal of counterterrorism and other efforts against as-yet-unknown threats and 
risks not yet materialized. The goal — whether considered a war aim or simply 
the strategic purpose — is to preclude events with catastrophic consequences, 
whether precipitated by terrorists, states, criminals, natural hazards, or techno-
logical vulnerabilities. Preclusion or prevention does not mean that there is no 
offensive or assertive action. On the contrary, it requires the proactive use of 
all levers of national power. 

Preclusion is not only a core concept of counterterrorism. Proactive preventive 
strategies have become rooted in some arenas of federal and local law enforce-
ment. For example, ATF’s primary focus until 1997 was on arresting felons in 
possession of firearms; that it now conducts targeted investigations of firearms 
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traffickers incorporates systematic prevention tactics into what was a predomi-
nantly reactive strategy.79 The expanded targets range from corrupt gun dealers 
to straw purchasers and now, with ICE, to smugglers into Mexico. The goal of 
proactive prevention of gun trafficking is to prevent access to guns and in turn 
to prevent gun violence or to make it more costly. Disruption of small arms 
trafficking to Mexico as one tool to curb the escalation of violence is integral 
to the US effort to support Mexico’s war on DTOs.80

Local police are also adopting prevention as a strategic hallmark. The precinct 
accountability policy for the New York Police Department (NYPD) enables 
the command staff to surge new resources when they see evidence of a spike in 
crime in a particular neighborhood, preventing escalation of the problem and 
often substantially reducing it. In 2008 the police force in High Point, North 
Carolina, building on ten years of experience,81 made prevention its core op-
erational strategy, combining key operational and intelligence functions into a 
new Major Crime Deterrence and Prevention division. Following the interven-
tions in High Point, drug markets have closed and the city has witnessed large 
reductions in violent and drug-related crime, with no displacement. Overall, 
the High Point model, which has been adopted by other cities, is producing 40 
to 50 percent reductions in violent and drug-related crime.82

Using Focused Deterrence to Prevent Gang  
Violence 

Focused deterrence is a form of proactive preventive law enforcement aimed 
at suppressing gang violence and other criminal activity.83 It concentrates 
enforcement resources to deter particular types of criminal activity among par-
ticular groups rather than to deter individuals generally or specifically. Focused 
deterrence is also known as “pulling levers” because it uses the full range of 
existing legal tools on a variety of offending fronts to deter a selected offense: 
for example, street drug enforcement becomes one of the penalties imposed on 
an entire gang for a homicide committed by one gang member.

As one type of community policing, focused deterrence is an effective way to 
prevent gang violence that has emerged from community and problem-oriented 
policing.84 Although there are important parallels in gang activity across cities, 
the character of gangs and the violence with which they are associated var-
ies widely both within and across cities.85 Not all gangs are violent, and gangs 
and violence associated with them take many forms.86 The problem-oriented 
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policing approach promotes analysis of the precise nature of local gangs and 
associated gang violence so that responses can be logically linked to specific 
problems.87 

DOJ’s Office of Juvenile Justice and Delinquency Prevention suggests that 
gang violence prevention programs that hold promise generally take a blended 
approach that includes suppression, social intervention, opportunity provision, 
and community organization.88 A number of jurisdictions seeking to prevent 
gang violence have been experimenting with problem-oriented frameworks. 
These focused deterrence strategies are typically centered on enforcement 
activities and include a collectively embraced, centrally devised, and com-
monly implemented program that incorporates all four elements of the blended 
approach.

Because it deploys the full range of resources, pulling levers as a method to 
reduce crime in communities is analogous to the 9/11 Commission’s suggestion 
that all means of national power be used to address terrorism. Counterinsurgen-
cy theory also turns on engaging a comprehensive range of resources to change 
the dynamic in communities. It is inspiring veterans of the Iraq and Afghani-
stan wars, who are teaching or studying in the United States at institutions 
such as the Naval Postgraduate School, to experiment with and offer advice to 
public officials on countergang interventions based on their counterinsurgency 
experience.89 

To convey the meaning of focused deterrence as a law-enforcement strategy, 
this section examines instances of its use and their impact. The cases offer 
lessons for how policymakers could address immigrant-related gang violence in 
the United States. 

Two distinct but closely related strategies have been developed to deal with 
these core crime problems. The Ceasefire approach to violent groups was 
developed in Boston more than ten years ago and aimed at Boston’s gangs. It 
assumes that a small number of criminals commit a disproportionately high 
number of serious, violent crimes. Once such offenders are identified, police 
require them to attend a meeting where they are told that they and fellow gang 
members will suffer swift and severe punishment. In return for better behavior, 
the city, in partnership with social workers and academics provide life coaching 
and job-counseling services.90 The program cut youth homicide by two-thirds 
and homicide citywide by one-half, and became known as the “Boston Mira-
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cle.”91 Based on the success of Ceasefire, the DOJ National Institute for Justice 
supported the program’s adoption in other US cities with gang violence prob-
lems. The strategy has since been implemented in Minneapolis, Indianapolis, 
Los Angeles, Cincinnati, Chicago, and other jurisdictions. The more recently 
developed High Point approach, which follows the Ceasefire strategy,92 resulted 
in the virtual elimination of drug markets in that North Carolina city and won 
a 2007 Kennedy School of Government Innovations in Government Award. 

Rather than applying a law-enforcement strategy of arresting and prosecuting 
gang members after they commit violent crimes, the police use a strategy of fo-
cused deterrence, which employs law-enforcement authorities to pull six levers. 
The strategy:

1. Establishes an interagency task force comprised of representatives from 
local and federal law-enforcement agencies, community leaders, and social-
service providers who can provide alternative support such as job training

2. Conducts background research and analysis on gangs and their activities in 
the area, mapping gang territory and rivalries, and allowing the task force 
to know about tensions with each other before they escalate

3. Provides a special social-service program to help gang members with educa-
tion, work, and other lawful needs

4. Organizes community members, often family members, who are willing to 
say to gang members that their own community rejects their violent and 
criminal behavior

5. Creates an integrated federal, state, and local law-enforcement strategy 
that can respond to gang member violence and can enforce all available 
laws (exercised by each of the federal, state, and local agencies) for any 
crimes committed by any gang members

6. Involves direct and repeated communication to all gangs, often in face-to-
face meetings with an array of law-enforcement representatives, that help 
is available, that their own communities want them to behave, and that all 
gang members will be sanctioned if any are violent

Despite some general similarities, gangs and their reasons for and modes of vio-
lence differ in important ways. Thus, the focused deterrence strategy requires 
a tailored approach based on strategic problem analysis in customizing pulling 
levers to local conditions. 

Each of the six steps is critical to a comprehensive gang-prevention strategy. 
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The wide array of agencies and groups represented in the interagency task forces 
is essential to the program’s success. The participation of all the partners allows 
a broad “no violence” and “no dealing” message to be delivered. The participa-
tion of the full spectrum of agencies permits the task force to be able to state 
credibly that all available laws (among other levers) will be used against all 
members of a group if a single member of that group engages in violence.

As these rather complex strategies have been implemented in jurisdictions 
around the country, dramatic reductions in violence and the elimination of 
drug markets have resulted. The success of the programs has depended on the 
willingness of the participating agencies to “pull their lever” by using the sanc-
tions available to their agency that most delivers the community message in 
response to breaches of the requirements imposed on gangs. ICE appears to be 
the only major federal law-enforcement agency that does not participate, yet 
the sanction that ICE uniquely could impose — deportation of gang members 
— is potent. The following is a brief description of select programs.

Hispanic Gangs in Stockton, California

Under Operation Peacekeeper, in 1997 police in Stockton, California, led an 
intervention aimed to reduce gang violence between the Hispanic Norteño and 
Sureño gangs. The strategy in Stockton focused directly on identified gangs. 
The interagency task force held forums on a regular basis to communicate to 
gangs that their violence would not be tolerated, to offer social services, and 
to communicate strong community norms against violence. When violence 
occurred and a gang was sanctioned, the police and others involved in the 
interagency task force also informed other gangs why they were taking certain 
actions and responding in the way they were. Between September 1997 and 
December 2002, the interagency task force held 44 such forums. Gang-related 
homicides fell from 18 in 1997 to 1 in 1998 and stayed down for the next 
several years.93 The formal evaluation found a 42 percent reduction in gun 
homicide.94

Asian Gangs in Lowell, Massachusetts

Project Safe Neighborhoods (PSN) in Lowell, Massachusetts, addressed 
violence by Asian street-gang members of all ages by enforcing gambling laws 
against older gang members, who were told explicitly that the raids on their 
gambling parlors were being triggered by shootings. The task force’s approach 
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corresponded with 100 gambling-related arrests between October 2002 and 
June 2003.95 

Other Locations

There is also a large and growing number of cities and other jurisdictions in 
which the strategy has been implemented with apparent impact. A focused de-
terrence strategy in Indianapolis reduced homicides by slightly more than one-
third, with larger impacts among the neighborhoods and groups most affected 
by violence.96 In Chicago, a focused deterrence program in several extremely 
violent neighborhoods adopted a quasi-experimental design using other neigh-
borhoods as controls; the pulling levers group achieved a 37 percent reduction 
in homicide.97 Minneapolis removed a street gang called the Bogus Boyz in the 
first week of June 1997 and began face-to-face meetings with gang members. In 
the summer of 1996 there were 42 homicides in Minneapolis; in the summer of 
1997, there were 8.98 

Conclusion

These results demonstrate that focused deterrence is a promising strategy rel-
evant for ICE in its mission is to reduce cross-national gang activity, including 
drug smuggling involving migrants and immigrants. Certainly, the focused de-
terrence strategy provides an additional tool for ICE.99 Instead of limiting ICE’s 
enforcement policy to arresting and deporting violent immigrant gang members 
— a process that actually fuels transnational gang dynamics — ICE should seek 
to engage in targeted initiatives such as those described above with the goal of 
preventing gang violence. As long as there is a market-focused deterrence, task 
forces will not end the illegal-market activities of commercially focused gangs. 
But the strategy can work to dramatically reduce and in some circumstances 
preclude the gang violence and patterns of drug dealing that are tearing apart 
immigrant families and communities in the United States. 

ICE agents should be represented in the interagency task forces that are lead-
ing focused deterrence strategies in cities around the country where there are 
immigrant populations and gang violence problems. This would allow the team 
to communicate to gangs that there will be deportation consequences if they 
engage in gun violence and other violent gang activities. Such an approach 
would increase the effectiveness of the strategy, and supplement ICE’s existing 
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Community Shield program, also aimed at targeting violent gang members who 
are a threat to public safety and national security. 

As in the classic structure of focused deterrence described above, the possibil-
ity should be considered of enlisting widespread community support — es-
pecially from family members of violent gang members — by making it clear 
that indiscriminate deportations will not be pursued, because ICE’s mission is 
“to target the people, money, and materials that support terrorist and criminal 
networks.”100 Rather, deportations will be focused on violent gang members. 
ICE agents would then have an opening to work with the affected communities 
to reset norms and standards with gang members, and to prevent violence from 
occurring over the long term. 

DOJ has required that each of the 93 US Attorney’s offices develop a local 
effort to reduce gun crimes and gang violence, incorporating PSN principles.101 
Another 43 cities have joined a public-private partnership called the National 
Network for Safe Cities. At least 24 have an ICE Office of Investigation field 
office either in or within close proximity.102 Ensuring that ICE participates in 
focused deterrence task forces should be a priority. At the same time, DOJ and 
DHS should explore transmitting what has been learned in the focused deter-
rence program to Central American states dealing with high levels of gang 
violence. 
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chapter 6: terrorIsts aNd humaN 
rIghts vIolators: travel baNs

Policy Preview: Travel bans imposed by the US government against terrorists and 
corrupt officials from foreign governments rally other countries to the cause of uphold-
ing the rule of law in global travel channels. Further developing the US travel-ban 
program is an important way in which the Department of Homeland Security (DHS) 
and the Department of State (DOS) can move beyond border security and immigra-
tion enforcement to promote a global alliance to secure human movement against 
terrorist and criminal travel. There is precedent for such an alliance, notably US 
leadership in the international effort to secure global flows against terrorist finance 
and money laundering. Depriving individuals of freedom of movement cannot be 
undertaken lightly, however, and there should be more transparency to the travel-ban 
programs operated by the United States and the United Nations (UN). 

Travel bans have operational utility and strategic significance for mobility se-
curity. On the practical level, travel bans target three of the groups that matter 
most for mobility security: regime leaders whose corrupt and failed governance 
contributes to the prospect of dangerous and illegal migration, corrupt officials 
who directly facilitate illegal travel, and terrorists. The bans also potentially 
target human traffickers and other major criminals. Strategically, travel bans 
embody a collective determination to uphold democratic and human rights 
norms in global mobility channels. For these and other practical and strategic 
reasons, travel bans should be an important focus — both for the DHS, as it 
develops programs to secure human mobility, and for the DOS, in its work in 
foreign policy and global counterterrorism. 

A travel ban is an executive order that extinguishes an individual’s right to 
movement: i.e., to enter, to transit through, or to find safe haven in a par-
ticular country or in any country or region. The United States, the European 
Union (EU), and the United Nations Security Council (UNSC) are now 
using travel bans to varying degrees as a means to pressure leaders who pose 
a threat to peace and security, to fight corruption, and to counter terrorists. 
Travel bans are a relatively new international instrument. US and EU travel 
bans represent largely unilateral decisions of the executive branch. US travel 
bans are secret and rely on classified information, while EU travel bans are 
public. UNSC travel bans differ from national watchlists in that they are man-
datory for all countries and ban all international movement. 
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Travel bans have evolved from two roots. One is the international sanctions 
movement, the other sovereign terrorist watchlists. DOS, which is responsible 
for sanctions policy and which originated the terrorist watchlist, oversees US 
travel-ban policy. However, travel-ban policy is also a DHS responsibility be-
cause safeguarding the legal, operational, and market infrastructure of mobility 
is a paramount homeland security mission. Travel bans represent an important 
innovation in securing human mobility for several reasons. 

First, a travel ban uses their desire to travel to pressure leaders and officials to 
alter their conduct. This adds physical reality to political isolation, making 
the impact of the travel ban both practical and symbolic. Travel bans are one 
of the “smart sanctions” that offer a new method, short of military action, of 
opposing kleptocratic regimes and those failing in their protection responsibil-
ity. Because illegal movements that threaten human security and undermine 
the rule of law frequently result from corrupt governance, travel bans are an 
important policy tool for DHS and DOS. 

Second, in countering terrorism, travel bans have the dual benefit of be-
ing offensive in nature and of operating through international law. They are 
preventive rather than reactive — disrupting terrorists and other malefactors 
from moving freely and, thus, from pursuing their aims. Travel bans are neither 
immigration-law-enforcement nor criminal investigative actions, although they 
may operate through these laws at the sovereign level; they are a new kind of 
collective action in counterterrorism. 

Third, the use of international bans is an implicit acknowledgement that 
governments cannot rely solely on their own border-control measures against 
asymmetric threats. The challenge of stopping particular individuals among the 
mass of legitimate travelers is too great to be met by one government through 
its own border-security regime. Governments must cooperate in preventing 
and disrupting the movement of terrorists and other banned individuals. Travel 
bans constitute an important form of collective effort, and should be a center-
piece of DHS mobility security policy. 

Fourth, travel bans commit governments to prevent the entry and the depar-
ture of people who represent a threat to others. The latter responsibility has 
significant implications for governments’ roles in preventing illegal migration. 
Fifth, travel bans raise questions about the law of human mobility: in exercising 
legal authority to ban an individual’s movement, travel bans put the spotlight 
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on the relatively undeveloped right to movement, its legal foundation, and 
how this right may be denied and forfeited. 

There has been little or no analysis of the logic, efficacy, or policy implica-
tions of US, EU, or UNSC travel bans. Many questions arise about their 
operation and fairness. Given the world’s myriad travel channels — and the 
many weak links in the global travel system — travel bans may be circum-
vented. But they potentially offer a powerful incentive to change conduct 
while constraining the movement of dangerous individuals. This chapter 
describes their history and operations and makes recommendations for their 
continued development. 

US Travel Bans

The mechanism for US travel bans is the suspension of access to visitor or 
temporary visas, referred to as nonimmigrant visas, and sometimes also the 
suspension of access to immigrant (i.e., permanent) visas. Section 212(f) of the 
Immigration and Naturalization Act provides for suspension of entry or imposi-
tion of restrictions on foreign officials by the President of the United States. It 
states that:

Whenever the President finds that the entry of any aliens or any class of 
aliens into the United States would be detrimental to the interests of the 
United States, he may by proclamation, and for such period as he shall 
deem necessary, suspend the entry of all aliens or any class of aliens as 
immigrants or nonimmigrants, or impose on the entry of aliens any restric-
tions he may deem to be appropriate.103

US travel bans are imposed and administered by DOS under delegated authori-
ty from the president. They have evolved in their purposes with the shift in US 
foreign policy and security strategy from Cold War concerns to human rights, 
democracy building, and counterterrorism. 

Proclamation 7750, Corruption, and Mobility Security
By far the most significant travel ban for mobility security policy is Proclama-
tion 7750 (January 12, 2004).104 This ban suspended the entry of individu-
als engaged in or benefiting from corruption. The purpose of this ban was 
to provide a tool against corruption and, thus, to promote security and to 
strengthen democratic institutions and free market systems. The “No Safe 
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Haven” policy, endorsed by G-8 leaders in their Evian Declaration in 2003, 
was a foundation for the proclamation.

Corruption is a major factor in the illegal movement of people, in two ways: 
direct and indirect. First, corruption of authorities involved with mobility 
directly facilitates illicit travel, including by terrorists. Human-smuggling or-
ganizations (HSOs), human-trafficking organizations (HTOs), and sometimes 
terrorists rely on such third-party facilitators to function in the illegal travel 
market. Corruption may take the form of bribes or graft. It may also involve 
complicity; for example, a public or private official may assist relatives, friends, 
or associates outside of formal channels, not necessarily for money, but perhaps 
for political, among other, reasons.105 Second, high levels of corruption are a 
key aspect of poor governance in developing countries. Poor governance is a 
major contributing factor to refugee flows and to the dangerous and uncon-
trolled flows of other migrants, many of whom perish as they attempt to cross 
borders illegally. 

DHS has to be concerned with travel bans on corrupt officials, even those 
whose activities are not directly facilitating illegal migration. One key aspect 
of securing human mobility is to uphold the rule of law in global travel chan-
nels. Policies and processes that prevent the provision of safe haven for corrupt 
officials help preserve the integrity of global mobility channels. 

Proclamation 7750 represents the most comprehensive extension of US gov-
ernment power to restrict the mobility of foreign officials. It is unprecedented 
in that it did not specifically target any single person, group of persons, country, 
or situation. Instead, it expands the State Department’s authority to deny a visa 
if there is any reason to believe that any foreign official is corrupt to the detri-
ment of the US national interest. The official need not have been convicted in 
his or her home country, nor done anything illegal in the United States. The 
proclamation covers public officials who take bribes, people who bribe public 
officials, and public officials who appropriate public funds or interfere with 
judicial, electoral, or other processes. It also covers any spouses, children, and 
dependent household members who are beneficiaries of any articles of mon-
etary value or other benefits obtained by such officials.106 

Proclamation 7750 defines US national interests to include the international 
economic activity of US businesses, US foreign assistance goals, the security of 
the United States against transnational crime and terrorism, and the stability 
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of democratic nations and institutions. The security, integrity, and function-
ality of global human mobility channels are implicated in all of these areas. 
In August 2006, President George W. Bush issued the National Strategy to 
Internationalize Efforts against Kleptocracy to confront high-level, large-scale 
corruption among public officials and to target their proceeds.107 The strategy 
included a provision to deny safe haven to corrupt officials, to deny or revoke 
their visas, and to suspend information sharing with them.108 Congress, by 
passing in 2007 the Department of State, Foreign Operations, and Related 
Programs Appropriations Act of 2008, directed the Secretary of State to “com-
pile and maintain a list of officials of foreign governments and their immediate 
family members who the Secretary determines there is credible evidence to 
believe have been involved in corruption relating to the extraction of natural 
resources of their countries.”109 The United States vowed to deny entry to 
those on the list.110

Implementation of Proclamation 7750
Because of the secrecy surrounding individual travel bans, it is difficult to 
assess the effect of Proclamation 7750, particularly with respect to securing 
human mobility. The Secretary of State has extremely broad discretion with 
regard to this program.111 At present, travel bans that counter corruption are 
not strategically directed at complicity and corruption in mobility channels, 
such as corruption by passport agency directors, immigration service heads, 
border guard directors, port operators, etc., or by major human traffickers or 
other types of serious criminals who drive or capitalize on illicit movement. 
DHS policy involvement in the selection could help bring these consider-
ations to the fore. 

The selection process at present is somewhat unclear. Generally speaking, 
personnel in US embassies and civil-society organizations are among those who 
bring information about possible travel-ban candidates to the attention of the 
DOS Office of International Narcotics and Law Enforcement (INL). Consular 
officials must investigate corruption allegations before denying or revoking a 
foreign official’s visa. INL then produces a detailed memorandum justifying the 
denial. The memorandum is reviewed in an interbureau and interagency process 
and is ultimately signed by the Under Secretary of State for Political Affairs.112 

The proclamation provides the Secretary of State specific legal authority to 
establish and maintain a list of persons who could be denied entry. DOS does 
not, however, administer a list of individuals who could fall within the scope of 
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Proclamation 7750. Rather, officials make decisions on denying entry or revok-
ing visas on a case-by-case and an as-needed basis. The statute does not require 
the Secretary of State to make the names of banned individuals public or acces-
sible to external entities. According to DOS, it keeps the issuance and refusal 
of visas confidential on the grounds that release of the information could ob-
struct US law enforcement and create foreign-policy complications. DOS will 
confirm whether an individual was denied entry under the proclamation if a 
request is made. However, the list of people subject to bans under proclamation 
7750 is otherwise classified. These two rules are inexplicably contradictory and 
should be reviewed with an eye toward bringing transparency to this important 
program. The department has not even made public the number of travel bans 
it has imposed pursuant to Proclamation 7750. 

Some subjects of travel bans come to light, usually by their own complaints to 
the media or by statements by civil-society organizations. The degree to which 
travel bans are linked to terrorism is not clear, but a Honduran interior minis-
ter was denied a visa in 2006 for reasons relating to alleged terrorist activities. 
Some cases are tied to corporate corruption, others to drug trafficking. One 
Panamanian president alleged that his US visa had been cancelled because he 
refused to allow the United States to set up an anti-drug-trafficking intelligence 
center in his country.113 Corruption directly tied to mobility has been a factor 
in at least a few cases.114 

Other cases make it clear that civil-society activists have had a significant 
role in providing derogatory information to DOS about individuals who are 
subsequently banned from travel to the United States.115 Global Witness, an 
international NGO combating the corrupt exploitation of natural resources 
and international trade systems, welcomed the news that the United States 
endorsed travel sanctions against corrupt Cambodian government and military 
officials.116 On other occasions, however, civil-society groups have opposed US 
sanctions against government officials. 

These known cases suggest that the DOS view of corruption is a broad one, and 
US sanctions usually target political cases and high-level officials, and behavior 
that implicates democracy and rule-of-law issues. The secrecy that blankets the 
program makes it difficult to fully assess the merits of the decisions that have 
come to light, and even to have a clear understanding of the types of corrup-
tion being addressed. This makes it hard to determine how well the program is 
navigating the line between politics and anticorruption, and reduces the poten-
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tial impact of the travel bans. It also prevents the integration of the program 
into a strategy to secure human movement. 

EU Travel Bans 

The European Union also imposes travel bans. EU Member States are asked to 
take all necessary measures to prevent the entry into, or transit through, their 
territories of listed persons.117 The European Union sees travel bans — which 
may include visa restrictions on individuals, groups, or entities — as one tool 
in a broader array of sanctions or restrictive measures that may be imposed for 
reasons that range from strengthening security to promoting democracy and 
the rule of law.118 As of January 2010, EU travel bans applied to persons from 
Belarus, Bosnia and Herzegovina, Burma, the Democratic Republic of Congo, 
Côte d’Ivoire, Croatia, the Republic of Guinea, Iran, Lebanon, Liberia, Moldo-
va, Montenegro, North Korea, Serbia, Sierra Leone, Somalia, Sudan, Syria, and 
Zimbabwe, as well as to Osama bin Laden and al Qaeda and Taliban operatives.

UNSC Travel Bans

Chapter VII of the UN Charter requires states to carry out measures to combat 
threats to peace and security. Such measures include preventing terrorist travel 
by controlling movement across borders and access to safe havens. Like the US 
and EU travel bans, UNSC travel sanctions do not depend on prior criminal 
convictions under national law. UNSC travel bans are similar to DHS firearms 
trafficking and nuclear materials movement policy initiatives in that the bans 
require border authorities to prevent the departure and entry of the named in-
dividuals. UN travel bans have roots in counterterrorism and in the sanctions 
movement. 

The Counterterrorism Context for Travel Bans
In response to the al Qaeda bombings of US embassies in Africa in 1998, the 
Security Council passed Resolution 1267 (1999) and simultaneously estab-
lished the al Qaeda and Taliban Sanctions Committee (the 1267 Committee) 
to implement the resolution.119 The initial objective of Resolution 1267 was to 
push Taliban leaders to hand over al Qaeda leader Osama bin Laden through 
an asset freeze and arms embargo. The resolution did not include a travel ban 
on al Qaeda. 



168        SecurIng Human mobIlIty

Following the September 11, 2001, attacks by al Qaeda, the Security Council, 
as part of its overall deliberations concerning terrorism, considered the move-
ment of people in terrorist operations. On September 28, 2001, the Security 
Council passed Resolution 1373, which mandates that UN Member States 
treat terrorism as a crime and: 

•	 Deny	safe	haven	to	terrorists	and	their	supporters
•	 Prevent	terrorists	and	their	supporters	from	using	their	respective	territo-

ries for terrorist purposes against other states or their citizens
•	 Prevent	the	movement	of	terrorists	or	terrorist	groups	through	effective	

control of borders and controls on the issuance of identity papers and 
travel documents, and through measures aimed at preventing counterfeit-
ing, forgery, or fraudulent use of identity papers and travel documents120

The Security Council widened the Resolution 1267 mandate in a series of 
seven resolutions from 2000 to 2008.121 Prior to 2001, travel bans had already 
served as a form of targeted or “smart” sanctions against regimes. By adopting 
Resolution 1390 (January 2002), the Security Council applied this tool for the 
first time to nonstate actors, both groups and individuals. It committed states 
to preventing “the entry into or the transit through their territories” of named 
individuals.122 

As of May 12, 2009, 142 individuals associated with the Taliban and 255 as-
sociated with al Qaeda appeared on the 1267 Sanctions Committee’s consoli-
dated list, which is comprised of all of the individuals and entities on whom the 
Security Council has imposed sanctions.123 The 1267 Sanctions Committee 
attempts to update the list on a real-time basis. Between the second quarter 
and end of 2008, the committee added 31 individuals and one entity to the list 
(compared with eight people in 2007), and it made changes to 289 existing 
entries on the list, including removing deceased people from the list.124 

The State Sanctions Context for UNSC Travel Bans
Under Chapter VII of the UN Charter, the Security Council may impose 
sanctions instead of using armed forces to affect the behavior of regimes that its 
members agree are undermining international peace and security.125 

The Security Council imposes a range of sanctions, from those targeted against 
individuals and groups, to comprehensive economic and trade sanctions that 
apply to entire populations. But during the mid-1990s, the United Nations 
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moved from adopting comprehensive sanctions that could affect entire popula-
tions to targeted sanctions, in response to the ethical or human-rights consid-
eration that the United Nations should not hurt or negatively impact innocent 
civilians through its sanctions.126 It began to design more targeted sanctions 
that would motivate political elites but have minimal negative humanitar-
ian impact on innocent civilians. Travel bans are one element of a trio of 
new “smart” sanctions, with bans on arms shipments and on financing. UN 
travel-related sanctions may require states to restrict the landing of aircraft in 
particular countries; deny shelter, asylum, or safe havens to certain groups and 
named individuals; or prevent entry into or transit through their territory by 
such persons. 

Implementation and Oversight of UNSC Travel Bans 
At present, 11 UNSC resolutions authorize sanctions committees to manage 
and maintain lists of individuals and groups on whom the Security Council 
has imposed targeted sanctions, including travel bans.127 As of mid-2009, ten 
sanctions committees maintained travel bans against individuals and enti-
ties. Seven of these administered travel bans against members of particular 
regimes, and their lists contained anywhere between three and 47 individuals. 
The three counterterrorism committees are made up of all 15 Security Council 
members. Chairs of these three committees have reported at least biannu-
ally to the Security Council since 2005: the al Qaeda and Taliban Sanctions 
Committee (1267 Committee) and the Counterterrorism Committee (CTC, 
established by Resolution 1373), both of which deal with travel bans and 
the steps taken to effectuate them; and the Committee on Weapons of Mass 
Destruction and Terrorism (1540 Committee, not discussed here).128 With 
listings of almost 400 individuals associated with either the Taliban or al Qa-
eda, the 1267 Sanctions Committee oversees most of the travel ban listings.129 
The chair of the 1267 Committee briefs the Security Council once every four 
months and the UN Member States once every six months regarding updates 
to the consolidated list. The committees and their experts work closely with 
one another.130 

The 1267 al Qaeda and Taliban Committee is responsible for monitoring and 
facilitating governments’ implementation of the travel bans and other sanc-
tions.131 To carry out its duties, the committee has a Secretariat and Analytical 
Support and Sanctions Monitoring Team. Appointed by the UN Secretary 
General, these experts, together with political affairs officers from the UN 
Department of Political Affairs, assist the 1267 Committee in evaluating 
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implementation of the sanctions. In 2008, the 1267 monitoring team visited 26 
countries and conducted sanctions workshops in five Member States.132 

Exemptions
One debate about travel bans has concerned whether visas should be denied to 
family members of targeted individuals. The prevailing view is that restrictions 
on the movement of family members, although sometimes affecting innocent 
civilians (such as students), can effectively exert pressure on the principal 
targets to change their actions.133 

To avoid collateral harm, the Security Council may include provisions for 
exemptions in the text of its resolutions.134 Air carriers and personnel from 
humanitarian or relief organizations may be permitted, for example, to deliver 
medical treatment to an individual or a state on the travel ban list, and indi-
viduals may likewise seek exemptions for medical, religious, or other humani-
tarian purposes. Resolution 1822 (2008) exempts states applying terrorist travel 
bans from denying entry into or requiring the departure from its territories of its 
own nationals, where entry or transit is necessary for the fulfillment of a judi-
cial process, or where the Sanctions Committee determines that entry or tran-
sit is justified. The al Qaeda travel sanction is the only one that allows states 
(but does not require them) to deny entry to or require the departure of their 
own citizens. The Sanctions Committee can also grant individuals exceptions 
for medical treatment abroad and for the performance of religious obligations.

Short- and Long-Term Problems 

The travel ban program is in an early stage of development and there are many 
issues and problems to be worked out, including appeal rights, identification 
and various listing issues, the scope of the right to movement, and lack of 
capacity in border and immigration systems. 

Fairness in listing individuals. All UN Member States have a right to recom-
mend that an individual be added to the 1267 Committee’s single consolidated 
list. Governments must submit supporting evidence and the reason why they 
wish to include someone on the list. If none of the 15 Security Council mem-
bers object to the proposal within five days, travel and other designated sanc-
tions are imposed on that individual or group.135 If an individual is in a country 
when the sanction is passed, the government of that country may choose to 
prevent that individual from leaving the country or to repatriate him to the 
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country of origin, unless the sanctions resolution specifies otherwise. 
The processes for placing individuals on and removing them from the 1267 
Committee’s list are opaque.136 Usually, national governments prepare a list of 
names based on their intelligence and law-enforcement information and sub-
mit that to the appropriate Security Council sanctions committee. Standards 
for proposing individuals for the list vary across countries. The United States 
is perceived to have high standards, even in comparison with the European 
Union, and its proposals are generally rapidly accepted by other members of 
the Security Council.137 

It can be difficult to find out why an individual had been listed. There is no 
rule or enforcement mechanism covering the provision of information.138 The 
Security Council has amended its process to require explanations. States must 
include identifying and background information when proposing new names to 
include on the 1267 Committee’s list (Resolution 1526, 2004). States must in-
clude a “statement of case” that describes the basis of the proposal (Resolution 
1617, 2005). They must also submit a standard form when proposing names to 
the 1267 Sanctions Committee, specify the nature of the information used in 
developing a case against the individual, and provide supporting documents, if 
available (Resolution 1735, 2006). 

The sanctions committees have also expanded their requirements for notice to 
individuals and transparency to governments and publics. States must identify 
parts of the statement of case that can be made public to notify the proposed 
designee (Resolution 1735, 2006). The 1267 Committee is required to notify 
the designated individual of his or her addition to the list and the effect of that 
designation. It must also provide the publicly available statement of the case 
supporting the listing, notify the permanent mission of the country where the 
individual is believed to be and notify the individual’s country of citizenship 
about the addition of his or her name to the list, and publish a summary of why 
the individual (or group) was put on its consolidated list (Resolution 1822, 
2008; Resolution 1904, 2009). 

Resolution 1526 (2004) established the Analytical Support and Sanctions 
Monitoring Team to offer independent reports and recommendations on 
implementing Resolution 1267 and its successors. The 1267 Committee now 
publishes, on its Web site, the reasons that individuals and groups are listed or 
delisted.139 When the consolidated list is updated, the 1267 Committee issues 
a press release, transmits a diplomatic note, and sends e-mail notices to contact 
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points in permanent missions in New York and national capitals.140 It sends a 
hard-copy update quarterly. 

Review and appeal procedures and rights. Individuals may wish to have their 
names taken off the consolidated list for a variety of reasons, including genu-
ine mistakes, changes in the listed individuals’ behavior, or the desire to seek 
an exemption based on judicial process. The standards for exemptions are not 
clear. The 1267 Committee posts some details on its Web site.141 

Individuals who believe they are wrongly listed or those seeking an exemp-
tion may have their government or, in rare cases, a UN office or agency apply 
on their behalf by writing to the 1267 Committee’s chairman.142 The Security 
Council established an office, the Focal Point for De-listing, within the Secu-
rity Council Subsidiary Organs Branch in March 2007143 to receive requests 
from Member State governments for delisting names and granting humanitar-
ian exceptions.144 

These shifts toward greater transparency, review, and appeals came about be-
cause of lawsuits and the concerns voiced by human rights organizations — in 
particular European organizations and governments. It is unclear whether EU 
courts will find the limited right of appeal to be sufficient. 

Identification and other listing issues. The consolidated list exists only in 
English, although it includes Arabic-script versions of most of the individual 
names and a few entities relating to al Qaeda and the Taliban. The process 
of writing all non-English names in their native scripts is ongoing. The 1267 
Committee also maintains a delisting section on its Web site. 

Continuing accuracy of the list is a problem, since individuals may die or their 
circumstances may change. In addition, all terrorist lists that governments 
develop are plagued by identification and information-sharing problems. To 
some extent, governments have erred on the side of inclusion, to the detri-
ment of those who are undeservedly placed on terrorist lists. But even ac-
curately identified terrorists can be elusive and some identification problems 
are unavoidable. The 1267 monitoring team has reported that the entries for 
many individuals on the 1267 Committee’s consolidated list lack detail or 
adequate identifiers.145 

Based on guidelines adopted in December 2008, the 1267 Committee will 
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review all names on its list by June 30, 2010, and initiate reviews of small 
groups every quarter by circulating them to the designating state and the state 
of residence and/or nationality.

Countries are beginning to integrate the 1267 Committee’s consolidated list 
into their national databases and watchlists, although some countries still re-
quire administrative orders or other legal procedures to allow them to enter the 
updates into their systems. The 1267 Committee teamed up with Interpol in 
2005 to distribute its list more effectively to states without the ability to main-
tain an updated watchlist, but there are still many implementation problems. 

The right to movement. Travel-ban programs raise a potential tension for 
democratic states. One purpose of democratic government is to protect the 
security of the state and its members. The other is to protect people’s rights, 
which include freedom of movement as well as the due process of law.146 The 
tension between security and freedom of movement is rooted in international 
law and is unavoidable, but it needs to be addressed. 

Article 13 of the Universal Declaration of Human Rights (1948)147 guarantees 
that “everyone has the right to freedom of movement and residence within the 
borders of each state,” and “the right to leave any country, including his own, 
and to return to his country.” Article 12 of the International Covenant on 
Civil and Political Rights (ICCPR) confirms this right.148 It states:

•	 “Everyone	lawfully	within	the	territory	of	a	state	shall,	within	that	ter-
ritory, have the right to liberty of movement and freedom to choose his 
residence.” 

•	 “Everyone	shall	be	free	to	leave	any	country,	including	his	own.”	
•	 “The	above-mentioned	rights	shall	not	be	subject	to	any	restrictions	except	

those which are provided by law, are necessary to protect national security, 
public order (ordre public), public health or morals or the rights and free-
doms of others, and are consistent with the other rights recognized in the 
present Covenant.”

•	 “No	one	shall	be	arbitrarily	deprived	of	the	right	to	enter	his	own	country.”

The Security Council restricts movement through various means — blocking 
air travel to and from a targeted country, preventing travel of an individual 
seeking to leave a country, and barring travel by an individual seeking to enter 
a country. The initial travel bans aimed at terrorism were against state sponsors 



174        SecurIng Human mobIlIty

of terrorism who provided safe haven to terrorists. Resolution 1267 decreed 
that all states shall:

deny permission for any aircraft to take off from or land in their territory 
if it is owned, leased, or operated by or on behalf of the Taliban [. . .] un-
less the particular flight has been approved in advance by the Committee 
on the grounds of humanitarian need, including religious obligation such 
as the performance of the Hajj.149 

This generalized targeted sanction attempts to cut off the state sponsor of ter-
rorism from access to global movement. It is not a stretch in principle to deny 
the right of movement to a state sponsor of terrorism. For example, the Taliban 
harbored al Qaeda, a global terrorist group that had by the time of the resolu-
tion’s adoption launched a series of devastating attacks on civilians outside of 
Afghanistan.150 

Resolution 1373 requires states to prevent the entry and exit of terrorists as a 
general rule. Travel bans are also, in principle, consistent with the UN Charter 
and successor articulations of the right to movement. The Security Council 
sanctions individuals and imposes travel bans on them pursuant to its mandate 
to ensure peace and security. Terrorists are placed on the list when they and 
their organizations intend to take the lives of individuals. In doing so, terrorists 
seek to substitute their will for people’s lawful exercise of their fundamental hu-
man rights. The same is true for members of regimes that grossly violate human 
rights and threaten world order with nuclear or other aggression. Thus, travel 
bans both protect the security of states threatened by terrorist groups and the 
security of individuals. 

UNSC travel bans tend to focus on restricting entry. Article 13 and other 
statements of the right to freedom of movement, as interpreted by courts, do 
not offer citizens of one country a blanket right to enter another country. A 
right to enter by anyone would override a state’s ability to set and enforce im-
migration laws. Given that sovereign nations have the legal authority to decide 
who they admit in the first place, the act of restricting the admission of terror-
ists or human rights violators does not raise legal concerns in principle. 

The scope of the right to international movement is not well understood or 
settled. There are two areas requiring further development: the right to depart 
and the right to reenter one’s own country. 
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The incorporation of the freedom to depart and return to one’s country as the 
chief element of the right to movement in post–World War II human rights 
charters was a response to the specter of totalitarian government, specifically to 
laws that restricted citizens’ freedom to travel internationally. In fact, demo-
cratic governments may and do place limited restrictions on exit, for example, 
by individuals wanted for a crime, military service, or payment of taxes. (Other 
limitations are discussed in chapter 7.) Assuming that the grounds for a listing 
are accurate and fairly imposed, there is a basis for blocking departure. There 
is a long line of cases in US jurisprudence defining the scope of the right to 
depart, for example, in connection with the intersection of the right to travel 
with the exercise of free speech.151 

With respect to an individual’s right to reenter his or her own country, at least 
two governments, Canada and the United States, have considered the question 
of preventing the return of citizens on grounds of terrorism, and in Canada’s 
case, of a dual citizen listed by the 1267 Sanctions Committee.152 In August 
2006, the United States denied two naturalized US citizens of Pakistani descent 
permission to reenter the United States from Pakistan unless they agreed to be 
interrogated by the FBI. The US government denied both men entry because 
they were relatives of a man convicted earlier that year for providing material 
support to terrorists. After their lawyer filed a complaint to the DHS in August 
2006, the two were allowed return to the United States.153 DHS conveyed to 
the lawyer that unspecified records had been modified “to address any delay or 
denial of boarding.”154 In such cases, the right to movement conflicts with the 
government’s attempt to provide security against known terrorist risks.

Lack of mobility capabilities in developing countries. While international law 
authorizes the Security Council to decide upon the adoption of travel bans and 
to mandate an infrastructure to effectuate them, it is up to individual states to 
carry out these mandates. 

Some nations are reluctant to implement travel bans for political reasons. In 
other instances, governments lack confidence in or object to the designation 
of specific individuals. Officials from a number of countries believe that travel 
bans or other sanctions by the Security Council reflect an exclusively Western-
centric or “powerful-country” agenda and ignore the views of nations elsewhere 
around the world. 

A fundamental challenge is gaining acceptance of the concept of travel bans 
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as a legitimate counterterrorism and state sanction. Controls at borders seem 
at odds with the drive toward free trade, freedom of movement for people, and 
respect for the integrity of borderland communities and environments. More-
over, many states do not have sufficiently policed borders to make travel bans 
workable. Practically speaking, options for clandestine movement are robust. 

By far the most important obstacle to more effective implementation is that 
many of the UN Member States amenable to fulfilling their obligations to ban 
travel and strengthen control at their borders lack the capacity and resources to 
do so. We need only consider the billions of dollars the United States contin-
ues to spend on modernizing its own border controls to grasp the magnitude of 
the task facing other governments. A UN implementation survey from June 
2008 found, not surprisingly, that many countries were failing to implement 
border controls and to detect fraudulent documents.155 As of October 2007, 
only one of the 13 countries in East Africa, a critical area for terrorists and 
smugglers, had fully implemented measures to screen travelers and nine had 
done so partially.156 Of the 23 West and Central African countries, also critical 
areas for illegal transit and the backyard for al Qaeda in the Maghreb, none had 
fully implemented measures to prevent the illegal cross-border movement of 
persons.157 This is not a resource gap that the United Nations can fill.

The Efficacy of UNSC Travel Bans
A critical question is whether travel bans can achieve the ends sought by the 
international community in imposing them. It is obvious how a financial ban 
can be effective — once a source of funds is located, it can be blocked us-
ing agreed-upon international mechanisms. The actual implementation of a 
travel ban is more complicated. In addition, travel bans have a mixed record 
of success in affecting regimes and countering terrorism. The Security Council 
Counter-Terrorism Executive Directorate (CTED) is unaware of any govern-
ment having stopped any listed individual from crossing its borders, and several 
listed individuals are known to have traveled successfully. But it is not unrea-
sonable to think that public bans constrain some terrorists and stigmatize listed 
individuals. 

The UN Chapter 7 mandate increases the chances that a listed individual will 
be spotted by border or police authorities. In addition, travel sanctions can act 
as a deterrent to travel by listed terrorists. For example, radical cleric Abu Qa-
tada, an al Qaeda associate living in the United Kingdom who is on the 1267 
Committee’s consolidated list, sought to — but did not take — a planned trip 
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to Lebanon. But the vulnerabilities of the global travel system are an obstacle 
to full realization of terrorist travel bans. Senior members of al Qaeda, Hezbol-
lah, and Hamas, whose identities and physical appearance are either known 
or captured by a biometric, are undoubtedly hindered by being on the UN 
list. Assuming the list is distributed effectively, border guards will be alerted. 
A travel ban may also deter terrorists from traveling simply by revealing that 
governments know who they are. With respect to lesser-known terrorists, 
particularly those whose photograph or other biometric identifier may not be 
available, the practical impact of a travel ban is questionable. 

Conclusion

Despite the limitations of travel bans, they provide important benefits that go 
beyond their current operational efficacy. In the long run, travel bans increase 
the cost of travel — if not constrain it outright. A travel ban politically stigma-
tizes individuals and rallies governments and citizens against them. If there is a 
list of individuals of such significant concern that the Security Council at-
tempts to block their finances and deny them weapons, it also makes sense that 
their movement be constrained. 

To strengthen the US travel-ban program, DHS and DOS should take a 
number of steps to build on programs instituted by the European Union and 
Security Council: 

•	 Travel	bans	should	be	incorporated	more	decisively	and	systematically	into	
overall mobility security policy. Proclamation 7750, which focuses on cor-
ruption, should be reviewed, revised as needed, and reaffirmed. The scope 
of the US travel-ban program pursuant to Proclamation 7750 should be 
made public. There should be an annual Human Smuggling and Trafficking 
Center (HSTC) report that describes the number of travel bans imposed, 
the persons against whom they have been aimed, and the goals sought and 
benefits achieved. The degree of secrecy blanketing the US program and its 
list of names should be reexamined. The review should consider the purpose 
of the sanctions and the degree to which “naming and shaming” supports 
that effort. Other areas meriting review: issues of intelligence classification, 
the public’s interest in knowing about a significant government program, 
privacy rights, and interest by DHS and DOS in promoting public resilience 
by providing reassurance of effective preclusive actions. Legal standards 
should be clear enough to withstand charges of political bias. 
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•	 DHS	should	contribute	names	to	the	Proclamation	7750	list	of	third-party	
government and private-sector facilitators who are responsible for corrup-
tion in mobility channels, especially those with a terrorist nexus or who 
participate in HSO networks linked to terrorist groups and HTOs. 

•	 DHS	and	DOS	should	coordinate	US	and	EU	travel	bans,	perhaps	us-
ing HSTC as a clearinghouse for travel-ban information internationally. 
Otherwise people banned from coming to the United States may travel 
to Europe, and vice versa. While there are many weak links in the global 
travel system, a consolidated effort by the European Union and the United 
States would remove a significant area of vulnerability. DHS should con-
sider incorporating the issue of joint travel bans into negotiations concern-
ing the mobility security agreements discussed in chapter 10. 

•	 With	respect	to	the	Security	Council	sanctions,	Congress	should	clarify	the	
basis in US law for designating individuals for travel bans. It should also 
examine the question of whether and under what specific circumstances 
individuals on whom US travel bans are imposed should be recommended 
for Security Council travel bans. 

•	 US	officials	should	educate	the	public	on	the	existence	of	the	UN	travel-
ban list, the reasons for it, and the legal basis for abrogating the right to 
travel. 

•	 Regular	attention	needs	to	be	paid	to	keeping	the	Security	Council	Resolu-
tion 1267 consolidated list and other lists as updated and as accurate as 
possible. Consideration should be given to increasing the authority of the 
UN nonpolitical monitoring team to nominate individuals for addition 
and removal from the list.158 
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Section iii: enSuring 
mobility infraStructure 
integrity and reSilience

INtroductIoN

The second of three missions of securing human movement is to ensure the 
integrity of the mobility infrastructure — encompassing laws, technology, 

and operations — so that it can achieve its purposes. 

Most of the policy debate surrounding immigration and borders since Septem-
ber 11, 2001 has focused on the nation’s mobility infrastructure: the immigra-
tion, border, and travel systems; the humanitarian obligations of refugee and 
asylum laws; and the constitutional law governing the right to movement. 

One persistent theme since the September 11, 2001, terrorist attacks has been 
a perceived contradiction between security and openness. To some extent that 
tension is inescapable. But the metaphor of balancing two contradictory prin-
ciples does not precisely describe the dilemma. 

A government’s provision of security is one of its core functions, and it re-
sponds to a fundamental right. Unless the risk is existential, however, security 
is something of a relative concept. People have to be and to feel sufficiently safe 
to act and they must be able to respond to and recover from incidents. In-
creased security measures both reduce the likelihood of attack and provide this 
kind of reassurance. 

At the same time, the entire purpose of homeland security or civil protection is 
defense of the citizen and the civil order.1 For the United States, civil liberties, 
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human rights, openness, freedom, and thriving free markets are the founda-
tion of that order. If the methods of protection undermine that order, then the 
protective measures will have failed in their strategic purpose and failed the 
American people. 

To manage risks is to make judgments about where that line of failure is and 
how to stay on the right side of it. Because risk is to some extent subjective, 
views will differ markedly about that, but the debate has to take place. The de-
bate is marred today with strident politics and mixes immigration policy apples 
with security consideration oranges. 

This section looks at three arenas critical to human mobility, in which en-
suring the integrity of mobility infrastructure will require the Department of 
Homeland Security (DHS) to shape its security mandate so as to maintain 
fundamental constitutional principles. 

Chapter 7 discusses travel documents and personal identification, a US chal-
lenge as yet unresolved. Chapter 8 spotlights the temporary visa program, and 
the exercise of US sovereignty in adjudications of individual applications to 
travel to the United States. Chapter 9 addresses international mobility-related 
information sharing and privacy and data security protections necessary to 
prevent government and private abuse of personal information. 
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chapter 7: travel documeNts  
aNd IdeNtIFIcatIoN

Policy Preview: Identity management for international travel requires more system-
atic and priority attention, including long-term planning based on clearly articulated 
principles of security, access to lawful mobility, and privacy/data-security protections. 
Among other steps that should be taken immediately:

•	 Congress	should	follow	through	on	its	mandate	to	improve	the	integrity	of	birth	
certificate records, which are the foundational documents for obtaining passports 
and driver’s licenses

•	 US	passport	adjudications	should	include	electronic	access	to	birth	and	death	
records.

•	 The	Department	of	Homeland	Security	(DHS),	Federal	Bureau	of	Investigation	
(FBI), and other law-enforcement agencies should expand travel-document-re-
lated criminal investigations

•	 DHS	should	give	new	authority	to	its	Screening	Coordination	Office	to	set	
standards for the issuance of travel documents and supporting documents and 
for consistent vetting of US passport applicants, foreign and US travelers, and 
immigrants

•	 The	United	States	should	proactively	support	improvement	of	passports,	travel	
documents, and supporting national identity-management and civil registries 
worldwide, with the explicit goals of strengthening security and expanding and 
protecting access to global mobility channels for all legitimate travelers. 

Secure documents issued by government authorities are essential to establishing 
personal identification and protecting identity. Reliable personal identification 
is required to obtain passports, which are essential for freedom of movement. 
For terrorists, travel documents are “as important as weapons.”2 Authorities can 
potentially track, disrupt, and preempt a terrorist using travel documents and 
travel information developed in the context of a larger counterterrorism effort. 
In addition, screening of visa applicants and travelers comprises a key compo-
nent of securing human mobility. The screening process occurs at each stage in 
the network from passport issuance to applications for visa or pretravel authori-
zation through travel and up to naturalization, then for travel as a US citizen. 

As air travel became more prevalent, nations cooperated to set standards for 
passport production in order to streamline passenger entry at airports.3 The 



192        SecurIng Human mobIlIty

United States and partner governments formed the International Civil Avia-
tion Organization (ICAO) on the basis of the Convention on International 
Civil Aviation, better known as the Chicago Convention, which authorized 
the establishment of such standards.4 Passports and supporting documents 
authenticate biographical information about individuals and provide access to 
benefits. Some are pressing for improved security of identification documents. 
The 9/11 Commission, for example, called for strengthening birth certificates 
and driver’s licenses, and Congress imposed mandates to this effect in the Intel-
ligence Reform and Terrorism Prevention Act of 2004 (IRTPA) and subse-
quent legislation.5 The 9/11 Commission report also called for standards for 
screening checkpoints.6

After September 11, 2001, the United States and many other governments 
separately and jointly improved the security of passports and issuance proce-
dures. DHS and the Department of State (DOS) recognize the central role of 
passports in enhancing travel-document security and identity management.7 
Since 9/11, DOS has redesigned the US visa and passport to make them more 
tamperproof and has bolstered its visa-issuance process. In addition, DHS has 
instituted ten fingerprint checks for foreign travelers through the United States 
Visitor and Immigrant Status Indicator Technology Program (US-VISIT), and 
created an interoperable fingerprint database with the FBI. Both agencies have 
opened access to databases to other agencies responsible for mobility security. 
But the United States is making only slow progress in improving personal 
identification, despite increasing problems with identity theft and the need to 
improve mobility security in the face of terrorism. 

Civil-liberties concerns, cost, federalism conflicts, and fragmentation of the 
civil-security effort in the years since 9/11 are all factors in the failure to follow 
the recommendations of the 9/11 Commission and to meet congressional man-
dates to strengthen birth certificates and driver’s licenses. The US passport has 
received even less attention than driver’s licenses.

A fresh effort must be made to grapple with civil liberties, quality-control, and 
other issues surrounding US birth certificates and passports, and on standards 
for screening. This chapter focuses on important next steps for improving US 
travel-document security, for elevating and standardizing screening standards, 
and for fostering global cooperation in travel-document security.
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The Role of Breeder Documents

There are four basic mobility security goals with respect to travel documents 
and the collection of supporting documents and biometrics associated with the 
acquisition and use of travel documents: 

•	 preventing	their	exploitation	by	terrorists	and	criminals
•	 improving	the	ability	to	identify	individuals	and	therefore	to	detect	male-

factors based on their travel documents
•	 promoting	routine	compliance	with	immigration	regulation
•	 ensuring	that	citizens,	residents,	and	refugees	can	acquire	travel	documents	

in emergency situations

To manage identity for these purposes, authorities issuing passports and civil 
registry documents such as birth and death certificates must establish identity, 
confirm citizenship, and determine entitlement to the documents. Identity is 
determined in three ways:

•	 Testing	the	applicant’s	knowledge	in	application	forms,	interviews,	and	
increasingly through checking the “social footprint” — that is, how the 
person’s claimed identity is actually being used in the community

•	 Collection	and	comparison	of	biometric	information
•	 Review	of	the	documents	presented	in	support	of	the	application	for	a	

travel document

Documents that provide the fundamental physical evidence accepted by nation-
al authorities to establish a prima facie claim to identity are known as breeder 
documents among mobility officials.8 These include civil registration and identity 
documents authorized under national laws — birth certificates, driver’s licenses, 
national identity cards, voter cards, and social security cards, among others.

US Travel-Document Security Priorities —  
Domestic

US legislative activity to strengthen domestic travel documents has largely 
focused on the role of driver’s licenses in permitting the 9/11 hijackers to board 
airplanes, blend in, and carry out terrorist operations in the United States. 
All but one of the 9/11 hijackers acquired some form of US identification 
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document and 18 hijackers fraudulently obtained 17 driver’s licenses and 13 
state-issued forms of identification.9 An effort to establish national standards 
for driver’s licenses predated the 9/11 attacks, and Congress quickly introduced 
legislation to this effect after the terrorist attacks. 

At US borders, dependable travel documents remain the key screening tool 
for US and foreign travelers. The US passport is the gold standard for clandes-
tine international travel outside the United States. Maintaining its integrity is 
critical to constraining terrorist and criminal travel across borders. The birth 
certificate is the key document to establish personal identity underlying the 
passport. Without reliable birth certificates, it is much more difficult to main-
tain the integrity of passports and driver’s licenses. Thus, for the United States, 
the highest priority with respect to US-issued travel documents should be to 
prevent the exploitation of the US passport by strengthening its physical de-
sign, issuance process, and investigative protections, and to ensure the integrity 
of US birth certificates. The latter priority will also significantly improve the 
security of driver’s licenses. 

US Travel-Document Security Priorities —  
International

While the United States works to ensure the integrity of its birth certificates 
and passports, it must also work to secure travel documents globally. In short, 
the United States must prioritize passport security and national identity man-
agement. If passport security cannot be adequately assured, new forms of global 
travel identification may need to be considered. 

The United States and partners in other developed countries have successfully 
promoted and supported enhanced passport-security measures globally. Digital 
facial and fingerprint and/or iris images contained in the passport are beginning 
to allow automation of biometric comparisons at points of visa issuance, border 
clearance, and immigration proceedings. The introduction of machine-readable 
e-passports using biometrics in a growing number of countries has been a major 
milestone.10 

Over time, the change to e-passports with biometrics is expected to impede the 
most common form of passport fraud: imposter or look-alike fraud. Movement 
from decentralized to a more controlled and centralized issuance, and improved 
staff training have also made a significant difference. Recognizing the passport’s 
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critical role, Interpol and the US governments have undertaken systematic 
efforts to collect information about lost and stolen passports. (Interpol will be 
discussed further in chapter 11.) These improvements are resulting in a shift 
from document fraud to identity fraud. Rather than falsifying the passport itself, 
illegal travelers are presenting false identities with greater frequency.11 

Breeder documents are national documents, but the civil registries that store 
and generate them can be state or local. Mobility authorities have a growing 
interest in these collections of personal information to authenticate credentials 
and verify identities of travelers and immigrants. The United States and other 
governments are confronting the need to improve their practice of national 
identity management involving the many types of documents used to acquire 
passports. With the transition from paper documentation to electronic data-
bases, the registries and other databases used to verify the paper documents are 
critical security resources. They must achieve a certain level of quality and reli-
ability; be secure from corruption, exploitation, and attack; and, in due course, 
become accessible in real time to cooperating mobility security authorities 
under a common set of rules.12 

Four factors complicate the development of identity-management law and 
practice. First, support for a long-term commitment to strengthen identity 
management as a cornerstone of passport security has been overshadowed by 
the debates over driver’s-license reform and whether the United States should 
adopt a national identification card. 

Second, DHS’s institution of biometric screening of foreign travelers in the 
US-VISIT program, and the EU decision to include fingerprints in EU pass-
ports, raises the question of whether US citizens will accept new biometrics 
in passports or driver’s licenses.13 This may have a polarizing political impact, 
similar to the issue of a national identification card, which is strongly opposed 
by civil liberties and privacy organizations. 

Third, the United States and other developed countries are transitioning to 
digital records from paper documents. This transition raises significant issues 
related to privacy, data security, redress of errors, the enhanced impact of ex-
clusion from vital records systems of minority and other vulnerable groups, and 
database interoperability. 

Finally, two organizational issues slow the transition. DHS has authority over 
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traveler and immigration-related identification requirements, but its Screening 
Coordination Office has not sought to set standards for screening across the 
spectrum of mobility agencies such as US Citizenship and Immigration Ser-
vices (USCIS), Bureau of Consular Affairs (CA), and US Customs and Border 
Protection (CBP). DOS has authority over US passports, and no government 
agency has general authority over identity documents and management. 

All four factors are reasons for DHS to take a broader and more assertive view 
of its role in identity-management and traveler-screening standards. 

The Integrity of US Birth Certificates 

Approximately 16,000 different entities issue birth certificates in the United 
States,14 and there are over 14,000 different kinds of birth certificates in cir-
culation.15 There is no minimum federal standard for their issuance; state vital 
records offices and other local issuing entities have discretion over the security 
features and formats of the paper used for certified copies of birth certificates. 
In addition, every state has its own process for obtaining a certified copy of a 
birth certificate. Because of the number of agencies issuing certified copies of 
birth certificates there is no consistency in issuance requirements. Without 
fingerprints, photos, or other unique identifiers, there is no reliable way to 
confirm identification of the individual requesting a certificate. Vital records 
jurisdictions rely on the applicant having knowledge of the facts on the birth 
certificate and sometimes presenting a driver’s license to establish identity and 
a right to the record. 

As paper documents, birth certificates are highly susceptible to forgery, and 
are easier to produce than passports and visas. Ahmed Ressam, the Algerian 
known as the millennium bomber for his alleged intention to bomb Los An-
geles International Airport on the eve of the millennium, forged a baptismal 
certificate for his own use and also admitted to forging birth certificates for 
fellow al Qaeda operatives.16 

Birth-certificate fraud takes two forms: using another’s identity or falsifying/
altering a birth certificate. An estimated 85 to 90 percent of birth-certificate 
fraud seen by the US Immigration and Naturalization Service (INS, whose 
functions were later absorbed by the new DHS) and DOS Passport Services 
consisted of imposters submitting genuine birth certificates and identifying 
themselves with fake names — the most difficult type of fraud to catch.17 
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Delayed birth certificates or claimed births outside of hospitals raise other ques-
tions. School records, church records, even Bibles can be submitted to obtain a 
birth certificate. 

Delayed Birth-Certificate Standards 

The 9/11 Commission recommended that the federal government set stan-
dards for the issuance of paper birth certificates.18 The IRTPA enacted to 
implement some of the recommendations of the 9/11 Commission, contained 
provisions requiring the Secretary of Health and Human Services to set mini-
mum standards for paper birth certificates used for official purposes by federal 
agencies.19 Yet more than five years after the law’s passage, the regulations 
have yet to take effect.

According to IRTPA, the standards “at a minimum . . . shall require the use of 
safety paper or an alternative, equally secure medium, the seal of the issuing 
custodian of record, and other features designed to prevent tampering, counter-
feiting, or otherwise duplicating the birth certificate for fraudulent purposes.”20 In 
addition, the issuing agencies would be required to verify identity before issuing 
a birth certificate, with additional security measures for issuing a certificate to an 
individual other than the applicant.21 The federal government may not require 
a single national design of birth certificates to which the states must comply, and 
Department of Health and Human Services (HHS) has to accommodate differ-
ences among states in birth-certificate storage and production requirements.

The 2004 law required the Secretary of HHS to consult with the Homeland 
Security Secretary, the Commissioner of the Social Security Administration 
(SSA), other appropriate federal agencies, and state vital records offices in 
developing the standards. It authorized funding that would allow HHS to make 
grants to states to meet compliance standards, with each individual state slated 
to receive at least 0.5 percent of the grant funds.22

Federal agency and state registrar representatives met in the spring of 2005 to 
discuss steps for drafting and implementing the birth certificate regulations. 
They established five working groups to consider: (1) minimum paper and 
format standards, (2) standards for physical plant security, (3) standards for 
issuance of certificates, (4) minimum processing standards for issuance of the 
certificates, and (5) systems standards for states to qualify for grants to support 
computerization of vital registration systems.23 The National Center for Health 
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Statistics (NCHS), in charge of the process for HHS, drafted the regulations.24 
While HHS reviewed the regulations, they have never been released to the Of-
fice of Management and Budget (OMB) for final approval. 

The reasons for the delay run the gamut from the cost of implementation to 
general antipathy for issuing regulations, to the low priority HHS places on 
measures that arguably fall outside its primary activities and to the controversy 
that the regulations may generate. 

The Costs of New Standards for Birth Certificates

States generally support IRPTA, although the legislation could ultimately re-
sult in significant costs and otherwise impinge on state practices. The National 
Association for Public Health Statistics and Information Systems (NAPHSIS), 
a nonprofit association formed by state vital records registration executives, 
actively supports establishing national standards.

Minimum standards for paper and format, for example, would likely involve 
some costs related to the use or upgrading of safety paper with security features 
such as watermarks. Additional costs likely would result from the requirement 
that the certificate be printed in the United States and from the need for se-
cure transportation to vital records offices. Logs and numerical sequencing will 
be needed to detect and deter thefts, processes that implicate training if not 
additional work time. Most states already have some type of safety paper, and 
NAPHSIS has issued voluntary standards concerning paper that many states 
follow. Other states would have to impose statewide changes. 

Standards for physical plants could have a significant impact and be conten-
tious. Old courthouses and other recordkeeping sites often offer scant physical 
security, making safety paper vulnerable to theft. Sometimes local registrars 
work out of their homes. Although the statute prescribes some accommodation, 
a basic level of security would disrupt current practices. 

Standards for recording delayed or out-of-hospital births would provide consis-
tency among the vital records jurisdictions. There has been a spate of filings of 
delayed birth certificates by people seeking passports. The filings are based on 
claims to have been born at home, in the presence of a midwife (who may or 
may not have been licensed) or someone else. Objections will likely be raised 
to rulemaking in this area. 
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Setting national standards for processing requests for copies of certificates and 
determining who has the right to obtain a birth certificate also would have a 
significant impact, since the processes vary among jurisdictions. Most requests 
for a birth certificate come through the mail or the Internet so the identity 
of the person requesting the record is harder to confirm. Some states request 
to see a driver’s license if the request for a birth certificate is made in person; 
others may request a copy of the driver’s license if the request is made through 
the mail. Several states — including Maine, Massachusetts, Kentucky, Ohio, 
Vermont, and Washington — have completely open records, allowing anyone 
to walk in and obtain a birth certificate by filling out a form. 
 
Standards could also reasonably require some kind of nationally accessible 
fraud alert system to prevent someone who is denied a birth certificate on 
the grounds of fraud in one state from obtaining a passport in another state. 
Although the American Association of Motor Vehicle Administrators (AAM-
VA) has a system for sharing information about revoked or denied driver’s 
licenses among about a dozen states, it is rarely used. NAPHSIS is pilot testing 
the AAMVA system in eight states for vital records use. 

A congressional report raised concerns that the security measures might impede 
genealogical and historical research involving access to birth records.25 If so, 
the concern would be limited to records for the past 100 years, since most states 
follow a model law which provides that birth records be open after 100 years.

Making birth certificates more difficult to produce and acquire could pose 
obstacles to the exercise of voting rights, issuance of social security cards and, 
therefore, identification for employment purposes. The hurdle could be the cost 
of obtaining a certified birth record. Similarly, these reforms might also impede 
the provision of social services, such as Medicare and Medicaid, which in some 
states require proof of citizenship. State officials criticized a 2006 federal rule 
requiring proof of citizenship to gain access to Medicaid, saying it excluded 
citizens who could not find birth certificates. For these reasons, it is essential 
to develop regulations that provide for more secure birth certificates, minimize 
costs, and assess the implications of access to birth certificates for voting, em-
ployment, and public benefits. 

The largest cost of the regulations would likely be the digitization of legacy re-
cords and the electronic linkage of birth and death certificates to prevent fraud.
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Electronic Verification of Vital Events (EEVE)

An electronic system that would allow authorities being presented with paper 
birth certificates to verify them would make birth certificates more secure. Elec-
tronic verification is particularly essential for the passport process, because it 
makes timely checks possible on a large scale, potentially enabling all applica-
tions to be checked in real time. 
 
NAPHSIS had begun developing an online system for birth and death verifica-
tion and certification before 9/11. The NAPHSIS system, called the Electronic 
Verification of Vital Events (EVVE), provides federal agencies a single interface 
for securely validating birth and death information, potentially for any jurisdic-
tion in the country. It supports two forms of authentication: (1) verification, 
when an applicant presents a birth certificate and an agency needs to verify that 
it is valid, and (2) what NAPHSIS calls certification, which is when an appli-
cant is seeking to rely on a birth certificate that he or she does not present to 
the agency. The EEVE system verifies and certifies by confirming or denying a 
match at a vital records office to the information being presented; it does not 
provide any personal information about individuals to the querying agency. 

SSA funded EVVE’s pilot program, which was initiated in eight states (Califor-
nia, Colorado, Hawaii, Iowa, Minnesota, Mississippi, Missouri, and Oklahoma) 
in the summer of 2002.26 Previously, SSA verified certificates manually, usually 
by calling the state or local vital records offices, which receives fees for issuing 
certificates. As with the passport service, SSA’s interest in EVVE was to save 
time and money. 

After the EVVE pilot succeeded, SSA and NAPHSIS could not agree on a 
fee for service and SSA abandoned further participation in December 2003. 
DOS participated in the pilot, but did not invest further in the system. The 
Department of Transportation (DOT) stepped forward to fund EVVE through 
AAMVA, and three state departments of motor vehicles (DMVs) across the 
country enabled NAPHSIS to test EVVE further. 

As of December 2009, EVVE is up and running or in the process of being 
implemented in 23 states.27 DHS has provided NAPHSIS with a $3.8 mil-
lion grant for fiscal year 2009 to finish EVVE installation in all vital records 
jurisdictions by 2011. Following a Government Accountability Office (GAO) 
report that starkly exposed passport fraud using birth certificates, DOS sought 
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and obtained NAPHSIS’s commitment to get seven high-population states on 
line in 2009 — California, Massachusetts, Michigan, New Jersey, New York, 
Ohio, and Pennsylvania.

A GAO undercover investigation revealed how the passport-issuance process 
was undermined by the failure to enhance the security features of birth certifi-
cates and challenges related to birth-certificate verification.28 In March 2009, a 
GAO undercover investigator submitted four applications based on counterfeit 
documents, including birth certificates, driver’s licenses, and real social secu-
rity numbers for fictitious and deceased individuals. The investigator applied 
for a passport at three US Postal Service locations and the State Department’s 
Washington, DC, passport-issuing office, and succeeded in obtaining four genu-
ine passports — using one of them to board a plane from a major US airport. 

The Cost of Transition to Online Birth Records

Funding the basic installation of EVVE is no longer a problem, but there are 
several financial barriers to its full implementation. First, while most (85 per-
cent) of the birth certificates dating back to 1935 have been converted into a 
digital format, certificates prior to 1935 need to be converted.29 Second, some 
of the entered information and the historical information is inaccurate and 
needs to be reentered. Clean files would raise the projected EVVE match rate 
to at least 95 percent. 

Third, the system needs to be able to determine when an individual is using the 
birth certificate of someone who has died. To do that, states must have elec-
tronic death records, and all death records need to be linked with birth records. 
The link enables a query to be answered with a “deceased” notification that 
confirms fraud. While most jurisdictions have linked infant deaths, and some 
have linked deaths to people under 45, the remaining information is largely 
unavailable electronically. An estimated 15 percent of death records dating 
back to 1935 are not available in electronic form.30

 
It would cost more than $100 million for all states to input the old birth re-
cords, clean them, and link birth and death records.31 Pending driver’s-license-
reform legislation known as PASS ID would replace an earlier law contested 
by many states, the 2005 REAL ID (an acronym for Rearing and Empowering 
America for Longevity against Acts of International Destruction.) PASS ID 
recommends that applicants present birth certificates and that states verify 
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them before granting a license. But unlike REAL ID, the substitute PASS ID 
legislation would not include a list of acceptable identification documents and 
would not require their verification with the issuing agency wherever pos-
sible.32 The PASS ID legislation, however, does authorize additional funding 
which at least makes it possible for HHS and DHS to establish EEVE as a 
standard for states. 

Annual operating costs and birth-certificate jurisdiction fees associated with 
EVVE, which are paid to NAPHSIS, could be an issue. The fee is graduated 
based upon volume: once the projected number of transactions occur the fee is 
95 cents when there is a match and eight cents when there is no match. DMVs 
do not want to pay these costs, which are fairly modest. It would cost about $15 
million to verify birth data on the 245 million driver’s licenses issued annu-
ally33 — hardly a large sum given the need. Complicating matters, some vital 
records agencies are willing not to charge their DMV agencies.

Selected DOS passport officials now use EEVE, but only when a passport adju-
dicator suspects fraud. DOS relies on a 2004 memorandum that allows it access 
to SSA’s main database, but the information it receives and uses from SSA is 
often outdated and cannot be obtained in real time. Privacy issues, coupled 
with the fact that passport adjudicators are not law-enforcement officials, often 
bar adjudicators from access to personal information such as death records.34 
EVVE solves these accuracy and privacy problems. DOS should use EVVE, in 
all the states where it is available, for passport applications. 

Corruption in vital records offices is also a concern. There should be sufficient 
penalties for official corruption and for fraudulent use of birth certificates, 
including criminal prosecutions. 

In sum, birth certificates are the critical input for obtaining passports and 
driver’s licenses. There is fraud in the system, although it is not clear how 
much. Between July 2005 and August 2008, Diplomatic Security (DS) and the 
FBI identified 112 individuals who had fraudulently obtained US passports by 
using the birth certificates of deceased Americans.35 The challenges to upgrad-
ing and safeguarding birth certificates are perhaps greater than for driver’s 
licenses, which are issued by state and not local offices. For birth certificates, 
the standards for the document itself and its issuance are weak and there is no 
federal standard. In addition, the ability to verify birth certificates and to match 
them with death records remains a problem. 
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Ultimately, US citizen birth and death records are expected to become wholly 
electronic. But it is not clear whether this will happen in a decade, two de-
cades, or some other period of time. In the interim, it is important to raise the 
standards for paper birth certificates. 

Advancing National Identity Management  
Internationally

The United States has given primary attention internationally to upgrading 
passports, and secondarily, to international discussion relating to biometrics. 
As is true for the United States domestically, more attention needs to be given 
to breeder documents. Without reliable breeder documents, passport and visa 
issuance remain difficult and unduly subject to fraud. 

The time is propitious for an international dialogue on how to strengthen 
breeder documents because so many countries are moving to improve their sys-
tems. India, for example, is embarking on a program to provide identification to 
all citizens.36 Fraud relating to breeder documents is widespread, particularly in 
Asia. Often it is associated with government corruption or complicity. While 
abuse can affect the integrity of travel document issuance, tightening up can 
have enormous implications for people’s ability to travel and for the exercise of 
other rights and benefits. In Malaysia, for example, almost one million illegal 
immigrants from Indonesia and the Philippines have acquired Malaysian iden-
tity cards.37 They have obtained what author Kamal Sadiq calls “documentary 
citizenship,” using illegally obtained but genuine credentials that enable them 
to function as full-fledged, voting Malaysians. If tightening up means depriving 
millions of such people the right to travel, it will be resisted.

Use of the information contained in paper or electronic civil registries or other 
national databases can implicate a wide range of civil and human rights. When 
working to tighten issuance standards, one cannot forget the millions of ef-
fectively stateless persons, many from minority groups, who lack identification 
cards because of systematic exclusion by governments.38 Nor can one ignore 
the potential for other types of abuse. Warring Hutus and Tutsis, for example, 
used identification cards in Rwanda that included photos and listed tribal affili-
ation to identify one another. 

The US biometric database in Iraq — which includes fingerprints, iris scans, 
and other information on more than 2.5 million Iraqis — has led to the iden-
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tification of more than 400 “high-value” individuals. Turning the database 
over to the Iraqi military raises questions as to whether it could ultimately be 
used to identify persons for persecution.39 The mixture of good and bad uses of 
breeder documents makes achieving a high level of integrity a complex human 
rights challenge. 

Digitized registries will be amenable to rapid, automated search, potentially al-
lowing for real-time verification. While national records have historically been 
off-limits to foreign immigration officials, these barriers should be reconsidered. 
For example, a consular officer may want to verify an applicant’s driver’s license 
or birth certificate, or a port-of-entry officer may want to check the issuance re-
cord of a passport reported lost and stolen. Consular and DS officers may have 
informal liaison relationships that permit records to be queried by counterparts 
who supply answers in due course. This is a time-consuming and inefficient 
process on both sides. However, there is no international law or standardized 
practice for providing mutual access to information contained in civil registries 
to verify travel-document information. 

The United States, Australia, and New Zealand have launched a new system 
to provide real-time access to one another’s passport databases for the simple, 
restricted purposes of a yes/no determination as to whether a particular passport 
was issued to the individual claiming it. (This system will be discussed in chap-
ter 9.) In addition to greatly enhancing security by permitting multiple record 
checks, real-time verification would be a great boon to travelers, as it would 
further reduce the transaction time at consulates and ports of entry. But in devel-
oping minimal security norms for civil-status documents and databases, signifi-
cant greater attention must be given to privacy and data security issues. Passport 
standards are set at ICAO. (ICAO and its activities are described in chapter 11.) 

Technical issues associated with establishing trusted electronic communication 
should be reviewed in consultation with the National Institute for Standards 
and Technology (NIST). DOS and DHS will have to develop a program to 
provide foreign assistance relating to breeder document improvement, and con-
sider with what other mobility initiatives participation in a documentary regime 
might be linked. (Foreign assistance is discussed further in chapter 11.) DHS’ 
Policy, Privacy, and Screening Coordination offices all need to be involved in 
developing the US position on global breeder-document practice. Although 
such coordination will help the US government rationally improve its electron-
ic communication standards, it should not come at the cost of the nimble pace 
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that ICAO has demonstrated since 9/11 in advancing travel-document security. 

The Integrity of US Passports

Congress and the DOS’s CA bureau, which includes the Passport Services 
office, have considerably strengthened the design of US passports since 9/11. 
Because passports have to be read by border officials worldwide, the United 
States and partner countries develop passport standards through ICAO. In 
2006 ICAO issued new specifications for the inclusion of internationally in-
teroperable biometrics and an integrated circuit chip in the new generation of 
machine-readable passports. 

An ICAO-sponsored “public-key infrastructure” and digital signature technol-
ogy is intended to secure data from unauthorized access.40 Public-key infra-
structure (PKI) and digital signatures are two first-generation authentication 
or verification technologies. Based on public-key cryptography, PKI allows 
two communicating parties to exchange keys — comprising a mathematical 
formula — for encrypting and decoding messages. DOS also uses public-key 
cryptography and digital signatures in the e-passports introduced in 2006. The 
e-passport chip is encoded with the same information that is on the passport 
biodata page. This mechanism allows border officials to verify that the passport 
belongs to the person to whom it was issued. 

The chip design makes counterfeiting new US passports prohibitively difficult 
at present. Passport designers have historically planned on about a five-year 
cycle of new design to reduce vulnerability to counterfeiting, although a foren-
sic passport specialist recently reported that counterfeit techniques improve 
by an order of magnitude every six months. However, chip-protected passports 
have only been issued since 2006, so most of the passports in circulation are 
more easily altered and counterfeited. Even with the chip architecture, there 
are still some seemingly intractable problems associated with the design and 
usage of passports. The name on the passport may belong to the person, but not 
be spelled in the same way as on a watchlist or relevant criminal record. This 
can give rise to false negatives and false positives. One option would be for 
ICAO to mandate that all names be written in the script of their original lan-
guage, and to provide for their universal transliteration into roman script.41 For 
US citizens and foreigners, some process for obtaining more inviolable personal 
identifiers is the only way to mitigate this problem. 
Problems also arise because individuals are lawfully entitled to possess more 



206        SecurIng Human mobIlIty

than one passport. There is no international system for enabling authorities 
to know when individuals use passports from multiple countries. Often this is 
a benign practice, allowing travelers to enter shorter lines or, in some circum-
stances, to use one passport rather than another for personal safety. More often 
people acquire more than one passport because they feel ties to more than one 
country. However, multiple passports may also be used to deceive authori-
ties about travel. UK authorities worry, for example, about the possibility of 
traveling from the United Kingdom to Iran on Pakistani passport, continuing 
on to Pakistan, then returning to the United Kingdom using a UK passport. 
US authorities have similar concerns and should address this problem either 
through ICAO or through the Five Country Conference (a forum for collabo-
ration among the United States, Canada, the United Kingdom, Australia, and 
New Zealand).

If the problem arising from people’s entitlement to dual (or multiple) citizen-
ship cannot be solved within the current framework, then the passport will 
not serve one of its core purposes: facilitating security screening in a significant 
way. If this comes to pass, consideration should be given to an international 
passcard with an integrated chip that records an individual’s travel. This 
information would be stored in the most developed form of database security, 
accessible to national authorities based on a set of international rules.42 

Protection against Passport Fraud

There are four primary ways a passport is obtained fraudulently from a country’s 
passport services: (1) by using an assumed identity that is supported by genuine 
but fraudulently obtained identification documents; (2) by using the identity 
of a deceased person; (3) by submitting false claims of lost, stolen, or mutilated 
passports; or (4) by using counterfeit citizenship documents. DS has reported 
that approximately two-thirds of passport-fraud cases involve imposters using 
assumed identities supported by genuine but fraudulently obtained breeder doc-
uments.43 The other one-third involve false claims of lost, stolen, or mutilated 
passports; child substitution; counterfeit citizenship documents; and acquiring 
of replacement passports by using expired passports of individuals with a close 
resemblance.

In theory, people who apply for legitimate passports with fraudulent documents 
put themselves at risk. Officials can scrutinize passport applications and refer 
applications to appropriate experts and authorities without the same time pres-
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sure to move lines of applicants for visas at consulates or for admission at ports 
of entry. But the risk is not as great as it should be. There are 8,000 passport-ac-
ceptance facilities in the United States. Places where individuals can apply for 
a US passport from agents trained by DOS include US Postal Service locations 
and courthouses. The agents must verify that the ID matches the applicant and 
send each applicant’s proof of citizenship and passport application to DOS. 
Passport issuance in the United States is conducted at one of 17 facilities. To 
issue passports in a timely manner and to detect fraud, adjudicators need ad-
equate information, training, support from document-fraud and other special-
ists, and reviews that are based on clear rules and well-crafted metrics. 

In the aftermath of the GAO report, CA took a variety of steps to tighten the 
issuance process. CA had previously required passport adjudicators to meet 
numerical targets in issuing passports. After the GAO report, CA suspended 
its production targets and committed to rewriting performance standards for 
passport specialists to address quality-control issues. The suspension apparently 
only applied for 2009. It is not obvious why there should be only a temporary 
suspension of numerical targets. Rather than restoring production guidelines in 
the same manner, CA should establish a set of metrics that would track both 
false negatives and false positives based on regular, statistically valid reviews. 
Analysis of this aggregate information would enable CA to tailor improve-
ments to locations and to remedy problems that arise repeatedly. 

CA also committed to installing facial-recognition screening for all passport 
applicants, a program already in place for visa applications. Previously, CA 
required people to provide digital photographs of their faces, but did not test 
the photos in a “one-to-many” screening, which would reveal whether the ap-
plicant had previously applied under a different name or was on the DOS facial 
biometric database. To make this system work as well as it does for visas, photos 
would be required to have the same quality standards as visas.

US-VISIT has been sufficiently established to allow for an analysis of best prac-
tices related to facial, iris, and other forms of biometric identification. Such an 
analysis would look at the degree to which different forms of biometric identifi-
ers lead to false negatives and positives, as well as to violations of civil liberties, 
privacy, and data-security rights. With US-VISIT now linked to FBI and soon 
with Department of Defense (DOD) databases, the biometrics used in the US 
passport should be reexamined. 
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Passport adjudicators need more access to information that enables them to 
verify the statements on applications. Not all states have electronic and linked 
birth and death records systems. Birth and death records cannot be matched to 
passport applications on any systematic basis without EEVE. As long as DOS is 
unable to verify in real time their authenticity, birth certificates will “present 
an exceptional challenge to fraud detection efforts, as there are currently thou-
sands of different acceptable formats for birth certificates.”44 As stated above, 
passport adjudicators have limited access to the SSA database. They have 
access to vital records from only 17 states, available only to fraud-prevention 
officials. Driver’s license information from 48 states through the National Law 
Enforcement Telecommunications System (NLETS) is also limited to select 
officials, not frontline passport adjudicators. 

After the GAO report came out, CA provided senior passport-issuing officials 
with access to a commercial database that supplies personal information. The 
latter is proving as useful to passport adjudicators as it did to visa adjudicators. 
It is doubtful that commercial databases intrude less on privacy than do DMV 
or other state and federal records that adjudicators may not access. (Privacy 
law is discussed in chapter 9.) Whether the data is obtained directly from local, 
state, and federal government agencies or from commercial databases, it ought 
to be made available to frontline passport adjudicators immediately, supported 
by privacy protocols.

CA has also provided adjudicators access to fraud-prevention reference mate-
rial, which comes in the form of e-mail fraud alerts based on findings in the 
field and at CA’s central fraud offices. The information is good, but trying to 
keep track and remember all of it is impossible. Recall that there are thousands 
of different birth certificates in circulation, and even regional passport offices 
must deal with multiple state and local documents. CA should maintain a 
central electronic library of fraudulent exemplars (in cooperation with the US 
Immigration and Customs Enforcement [ICE] Fraudulent Document Lab) and 
initiate an information technology (IT) program that automatically cross-
checks against applicant data. 

CA is also committed to improving training for passport adjudicators. While 
that is a positive development, there should also be career specialists in fraudu-
lent documents available in all facilities on all shifts to perform spot-checks 
and reviews, and to respond to queries. Specialists ought also to be available at 
consulates and ports of entry, especially where there are international flights. 



enSurIng mobIlIty InfraStructure IntegrIty and reSIlIence       209

At present, career travel-document specialists work in ICE’s Forensic Docu-
ment Lab and CBP’s Fraudulent Analysis Unit. 

Criminal Investigations of Passport Fraud

The prosecution of passport-fraud cases is a final element of passport adjudica-
tion that requires attention. These cases need to be pursued more systemati-
cally. In the wake of the GAO report, CA required a 100 percent review by 
supervisors, which is unsustainable. However, a rigorous review process, sup-
ported by metrics and baselines, is a necessity. 

Cases are referred to DS whenever the adjudicator thinks there are sufficient 
indicators present to warrant that action. In FY2008, CA referred more than 
4,400 passport-application cases for investigation, and DS made more than 940 
domestic passport-fraud-related arrests.45 It may be that there are only a tiny 
percentage of fraudulent passport applications among the millions being sub-
mitted annually. Policymakers could significantly benefit from a more reliable 
estimate of the level of fraud. Going forward, DS and CA should cooperate 
in a periodic study that reviews applications based on a statistical selection to 
determine the percentage of passports that warrant referral and prosecution.

To support better fraud detection and appropriate referrals, passport adjudica-
tion and issuance should be standardized based on best practices. Adjudicators 
currently are guided by a list of fraud indicators; beyond that, adjudicators 
are on their own. A set of general rules or guidelines is insufficient. Absent 
hard and fast rules and standards for recognizing fraud, and centralized review, 
practices deviate widely and can create significant vulnerabilities. A group 
of experienced adjudicators should be convened to guide the development of 
automated screening and to develop best practices for adjudication, review, and 
referral. 

Enhanced Driver’s Licenses and Passcards,  
REAL ID/PASS ID, and National ID 

The driver’s license debate implicates counterterror, immigration enforce-
ment, and cross-border travel issues. Concerns about terrorist access to driver’s 
licenses led to a standard-setting provision in IRTPA. Once that occurred, the 
focus turned to preventing illegal residents from obtaining driver’s licenses, as a 
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way of deterring them from coming to or staying in the United States. IRTPA’s 
provision was replaced by the REAL ID Act, which placed more emphasis on 
lawful presence. REAL ID may, in turn, be replaced by the pending PASS ID 
legislation. 

The Western Hemisphere Travel Initiative (WHTI), which was created by 
IRTPA, extended border-crossing identification requirements to travelers and 
commuters entering the United States from Canada, Mexico, and the Ca-
ribbean, including American citizens who had not previously been required 
to present identification. In borderland states, WHTI prompted an effort to 
expand the use of driver’s licenses to include presentation at border crossings 
across the contiguous border with Canada, so as to maintain something close 
to the convenience in border crossing that local residents had enjoyed. At the 
same time, CA designed and issued a passcard for WHTI border crossing, to 
provide border-state residents with a more portable document than the normal 
passport book. 

REAL ID, PASS ID, the enhanced driver’s license (EDL), and the Passport 
Card (Pass Card) have different purposes. REAL ID and PASS ID seek to deny 
terrorists (who are unauthorized) with identity documents, access to govern-
ment buildings and airplanes, and, thus, operational freedom. EDL and Pass 
Card seek to expedite and secure travel through the use of biometric and radio 
frequency identification (RFID) technologies under WHTI. 

Each state must enter into an agreement with DHS to develop an accept-
able EDL. DHS publishes accepted EDLs in the Federal Register.46 EDLs must 
denote an individual’s citizenship and identity; include technologies, such as 
a RFID chip and a machine readable zone (MRZ), that facilitate processing at 
ports of entry; and have built-in security features that protect it from tamper-
ing. DHS has worked to align EDL requirements, mandated under the WHTI, 
with REAL ID requirements.47 

While both the REAL ID and EDL programs share the same objective of 
enhancing identification security, REAL ID requires proof of legal status in 
the United States, but state-issued EDLs require cardholders to be US citizens. 
In addition, REAL ID seeks to establish minimum standards for state-issued 
driver’s licenses and identification cards for official purposes, but it does not 
require RFID technology.48 
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Driver’s Licenses and Counterterrorism 

Driver’s licenses have not previously been considered a national security tool, 
but are important in four distinct security-related arenas:

•	 Counterterrorism. The primary impetus for license upgrades stems from 
the use of driver’s licenses by the 9/11 hijackers to access airplanes and 
for general mobility. The hijackers were non-US citizens who obtained 
driver’s licenses through legal and criminal channels, after having entered 
the United States illegally through legal entry channels.

•	 Immigration law compliance. Congress in repealing the driver’s license provi-
sions of IRTPA and replacing them with REAL ID intended to emphasize 
the need to ascertain immigration status; PASS ID does not have the same 
emphasis.

•	 Crime control and underage drinking. Inadequate identification and self-mis-
representation are significant problems for local law-enforcement agencies. 
Improved identification would assist local law enforcement in identifying 
recidivists and improving crime control for low-severity crimes, possibly 
preventing some individuals from spiraling downward into more severe 
crimes. While underage drinking is considered more of a social problem 
than a crime or security problem, underage drinkers are major users of false 
driver’s licenses, so changes in license issuance and penalty practices could 
result in a major impact in this arena. 

•	 Dangerous driving. The degree to which false licenses or licenses issued  
erroneously may be a significant factor in undermining public safety and 
health on the roads is not discussed herein.

To what extent the basic security goal of REAL ID — preventing people from ob-
taining driver’s licenses under false identities — is met, and terrorism-related security 
is enhanced, requires understanding of how terrorists exploit driver’s licenses and 
whether upgraded driver’s licenses will make these uses more difficult. 

Terrorists exploit or use driver’s licenses in several circumstances. They use 
motor vehicles for operational transportation, as platforms for attack, and as 
deliverers of explosives. Lack of access to a license may complicate, increase 
the costs and risks, or disrupt any of these uses. The use of motor vehicles in 
terrorist attacks is illustrated by the DC metropolitan area sniper case, the first 
World Trade Center terrorist attacks, the Oklahoma City bombing, and the 
plotting of a homegrown cell in Toronto. 
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The process of obtaining a driver’s license exposes a terrorist to scrutiny by 
governmental authorities and therefore at least potentially to the risk of being 
detected, tracked, and disrupted. Airlines use driver’s licenses to confirm the 
identity of individual ticket holders, and as the basis for terrorist watchlist 
screening. Other forms of mass transport may use licenses in a similar way. 
Showing a driver’s license to gain access to a particular location — a govern-
ment facility or private building — may result in further scrutiny by govern-
ment or other security specialists. Presenting a driver’s license to state or local 
law-enforcement authorities during a traffic or other incident may result in a 
federal, state, or local law-enforcement official conducting a check through the 
FBI’s National Crime Information Center (NCIC) or otherwise with the Ter-
rorist Screening Center (TSC), which in turn may engage intelligence authori-
ties or create a record for later use. 

Neither prior nor current driver’s license legislation fully addresses these cir-
cumstances. The 9/11 hijackers acquired state-issued driver’s licenses and IDs 
through legal and illegal channels, including by providing fraudulently certified 
in-state addresses; they obtained and used false social security numbers (to open 
bank accounts); and they showed their identification in the process of boarding 
the airplanes. However, the terrorist threat most closely associated with driver’s 
licenses is using motor vehicles as a mode of attack ― by driving cars and trucks 
armed with explosives. This is the security threat that should be the principal 
benchmark by which changes to the driver’s license system are assessed. 

Although the purpose of driver’s license reform legislation has been cast in 
terms of national and immigration-related security, its specific goals are not 
closely related to stopping terrorists from using motor vehicles as weapons. Is-
suance of a driver’s license in an individual’s true name will greatly assist local 
police and other law enforcement in identifying individuals and checking them 
against watchlists. But applying for a driver’s license cannot by itself result in 
the individual’s identification as a foreign visitor or home-based terrorist. To go 
from establishing a true name or problematic immigration status to determining 
a terrorist identity requires screening that name for terrorism purposes. 

So far, congressional efforts at driver’s license reform do not transform the 
driver’s-license-issuance process into a means to deny terrorist access. There 
is no provision for driver’s license applicants to be screened against terrorist-
related databases such as the TSC watchlist accessible through NCIC. Even if 
a state DMV were to deny an applicant a license based on the new standards, 
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the effective REAL ID Act policy is to deny a license but allow the individual 
to remain at liberty to circulate in the United States. That individual may have 
recourse to the illegal market in counterfeit documents, drive illegally, and 
gain access to facilities and services. In the absence of terrorist screening, the 
driver’s license system does not deliver the most basic tool of counterterrorism.

Whether the cost of adding a layer of watchlist screening at DMVs is a worth-
while mobility security measure depends on a risk assessment based in part on 
what is known about the approximately 19,000 individuals who were a positive 
match to a watchlist of known and suspected terrorists in FY2009.49

The Importance of Birth Certificates

PASS ID legislation aims to improve the integrity of name-based identifica-
tion and to impose obstacles to illegitimate license acquisition through setting 
higher standards for the primary identity documentation to be presented to 
DMVs. It also raises the level of DMVs’ authentication of that documentation, 
encouraging DMVs to verify the named individual’s identity through ascertain-
ing date of birth, principal residence, and social security status. 

The potential security enhancement to driver’s licenses vary among three ap-
plicant groups: (1) US citizens who may present a state-level-generated birth 
record, a DOS-issued birth record, or an unexpired passport; (2) naturalized US 
citizens who lack state or DOS-issued birth documents, and who can present 
only an unexpired passport because DHS-issued certificates of naturalization 
are deemed unacceptable; and (3) noncitizens who may present a DHS-issued 
lawful permanent resident (LPR) card, an employment authorization docu-
ment, or a foreign passport with a DOS-affixed US visa. 

Most driver’s license applicants will seek to acquire state or equivalent-level 
birth certificates as their primary identification document. Whether driver’s 
licenses become more reliable as a source of identification depends in large 
measure on whether the birth record presented by the applicant conveys the 
applicant’s true identity, along with documentation covering any subsequent 
name changes. The tightly linked implications of changes to birth certificates 
and the security of driver’s licenses argue these changes should be closely coor-
dinated. That way, the benefits of birth-certificate reform will be fully realized 
in the implementation of the driver’s license legislation. 



214        SecurIng Human mobIlIty

In contrast to driver’s licenses as they would be reformed by Congress, EDLs 
and DOS passcards are issued only after the applicants undergo the same 
checks that are required for passports. As a result, these passport substitutes 
are more secure from the perspectives of counterterrorism and crime control. 
Given the limitations of PASS ID as a security measure, DHS should consider 
what appropriate counterterrorism processes should be built into the driver’s-
license-issuance process, including investigative follow-up on at least some 
denied applicants. At a minimum Congress, DHS officials, and AAMVA 
leadership should clarify that the primary function of driver’s license reform 
legislation is to improve the security of driver’s licenses and support immigra-
tion compliance, rather than counterterrorism.

Conclusion

Maintaining the integrity of travel documents is critical to securing  
human movement. In order to do so, more attention must be paid to the 
breeder documents that support US passport-issuance decisions. Citizens 
have many interests in sound identification, including access to voting, 
health care, and education. However, less than one-third of the US popu-
lation has passports. Given current identification practices, securing birth 
certificates is of paramount importance in protecting travel and for other 
purposes as well. A concerted effort should be made to upgrade birth-certifi-
cate standards; record all birth and death certificate information digitally; 
and make this and other critical information, such as social security num-
bers, available in real time to passport examiners. Passport issuance should 
be based on hard and fast rules for fraud determination, complemented by a 
set of metrics for false positives and negatives that supply baselines against 
which improvements may be made. 

DHS’s Screening Coordination Office has developed a credentialing framework 
to guide DHS in setting consistent screening standards across all travel and 
immigration-related checkpoints, establishing standards for biometric use, and 
developing metrics for evaluating and improving these processes. 

DHS should make this framework the basis for further discussion of identity 
management in an interagency council, which should include the departments 
and agencies with a stake in identity management and electronic communi-
cations, including NIST.50 This effort should be linked to the public-private 
efforts of the American National Standards Institute (ANSI), which seeks to 
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develop guidelines on identity verification with a view toward the adoption of 
an American national standard.51 

The role of the Screening Coordination Office should encompass not only the 
standardization of identification but the screening standards envisioned by the 
9/11 Commission. Thus, for example, there should be standards for the circum-
stances under which databases should be checked, the application forms that 
should be used, and the steps to be followed in communications with supervi-
sors and interagency consultations. 

There should also be a rule about checking the visa status of individuals whose 
names are provided to the National Counterterrorism Center (NCTC) for 
terrorism vetting. Enough time has passed since 9/11 to make it possible for 
an interagency committee to develop such procedures based on the different 
agencies’ best practices. A consistent, reliable baseline for vetting is critical to 
quality control. 

A process of standardization led by DHS must overcome stiff resistance due 
to agency cultures, practices, policies, and budgets. Practical experience with 
efforts to secure the social security number system, institute an employee im-
migration status verification system (E-Verify), and upgrade driver’s licenses 
— none of which has been achieved — demonstrates that the United States 
is far from ready for a national identification card. Improving identity-manage-
ment practice and using that improvement to leverage data to enhance vetting 
procedures is too pressing a need to be given short shrift. The incremental im-
provements being made in passport design and issuance are themselves a major 
challenge, but once instituted, will provide significant benefit. 

Internationally, the United States should begin the dialogue about improve-
ment and sharing of national civil registry information, consistent with na-
tional and international privacy and data-security rules. The challenges posed 
by moving toward better practices are considerable, especially with respect to 
developing countries. Improvements will depend in large part on overcoming 
related challenges of development, not only effecting civil registry infrastruc-
ture improvements but reducing corruption and crime that weaken the ability 
to maintain the integrity of the passport and other document systems. Reforms 
must be developed with full attention to human rights. 

Countries have an incentive to develop interoperable systems that afford 
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their citizens and economies the full benefits of globalization; but achieving 
consensus is not simple or easy. Outreach to developing countries will require 
technical and other foreign assistance, and perhaps other incentives. These 
next steps will stretch the capability and authority of existing multilateral in-
stitutions (such as ICAO) that have provided the vehicle for travel-document 
security collaboration. New institutions and arrangements may be needed as 
this effort unfolds. 

Securing passports and civil registries is crucially important. However, most 
terrorist travel does not occur with US passports. In addition, even the best 
screening systems will not pinpoint unknown clandestine operatives who use 
deception to obtain travel documents and hide in plain sight. These limitations 
suggest some additional points to keep in mind in the approach to travel docu-
ments and identification. 

First, more important than the technical means of identifying and screening 
individuals are: (1) strong relationships with other governments that ad-
dress information sharing about known and suspected terrorists, transnational 
criminals, individuals using fraud in seeking access or traveling, and fraudulent 
travel practices; (2) strong analytic capabilities and fusion centers to make 
sense of intelligence, combined with information obtained during vetting; (3) 
incentives and rules that lead to a high level of compliance with immigration 
and travel laws; and (4) cultivating a strong civil security ethos among Ameri-
cans, including good community-police relations. 

Second, while travel documents are important for detecting malefactors, em-
phasis on individual screening should not be based on a determination by bor-
der officials that individuals are desirable. Rather, the issues should be whether 
they meet the terms of their visa or immigration status and are not violating 
or suspected of violating a prohibition. If they cease to meet the terms of their 
visas, their access to the United States should be revoked. 

Third, improving travel documents and personal identification will be a long-
term, incremental process. There needs to be clarity and transparency about 
what new systems are meant to accomplish with respect to security. That has 
been missing in the driver’s license debate.
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chapter 8: the temporary  
vIsa program

Policy Preview: Maintaining the integrity and resilience of global mobility chan-
nels will allow people to travel reliably and efficiently, and with confidence that their 
movement will be safe and secure. The following measures would strengthen mobility 
security, fortify the right to movement, and help sustain US competitiveness: 

•	 Professionalizing	the	Consular	Service	by	making	it	a	distinct	service	within	the	
Department of State (DOS)

•	 Creating	a	DOS	Office	of	Mobility	and	Security	under	a	newly	established	
under secretary for mobility and security. The office would merge the Bureau of 
Consular Affairs (CA); the Bureau of Diplomatic Security (DS); the Bureau of 
Population, Refugees, and Migration; the Office to Monitor and Combat Traf-
ficking in Persons; and the Bureau of International Narcotics and Law Enforce-
ment (INL)

•	 Clarifying	visa	practice	to	ensure	that	prudential	revocations	are	issued	when	
individuals are nominated to the terrorist watchlist through the Visa Viper system.

•	 Developing	and	standardizing	procedures	within	and	across	relevant	agencies	
regarding mandatory database checks in cases of suspected terrorists

•	 Giving	visa	officers	access	to	all	relevant	databases	currently	withheld	from	them	
on grounds they are “non-law-enforcement” personnel

•	 Requiring	the	under	secretary	for	mobility	and	security	to	report	regularly,	along	
with Department of Homeland Security (DHS) counterparts, on overstay rates 
of nationals and particular groups, and to report on the annual numbers of for-
eign citizens issued visas who are subsequently found to be ineligible

•	 Granting	new	authority	to	DHS	and	DOS	to	penalize	visa	overstayers
•	 Ending	the	doctrine	of	“consular	nonreviewability”	and	mandating	adequate	

supervision and review of junior officer decisions
•	 Providing	certain	groups	of	foreign	citizens	who	are	denied	visas	a	meaningful	

opportunity for review

The US immigration system does not yet fully meet the imperatives of securing 
human mobility. Ensuring the integrity and resilience of US mobility chan-
nels requires providing effective security from terrorism, achieving meaning-
ful levels of compliance with immigration laws, preserving fairness through 
transparent rules and processes, and supporting US competitiveness through 
efficiency and responsiveness to market demands. Meeting these goals will 
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require adjustment to many systems; this chapter focuses on the temporary visa 
program administered by the CA. 

The United States issues about 6 million nonimmigrant visas and almost 
500,000 immigrant visas annually, accepting about 22 percent of applications.52 
The temporary visa system, in particular, is the face of the United States in 
global mobility channels. An overly restrictive regime would harm individuals, 
families, and US competitiveness. An overly lax regime would permit terror-
ist travel to the United States and continued high rates of overstays.53 The 
integrity of the visa system is thus a crucial element of mobility security and 
civil security. This chapter will examine how well this system promotes US 
competitiveness, security, and the needs of lawful travelers. 

The Structure of Short-Term Visas 

Foreign citizens may travel to the United States with or without a visa, depend-
ing on their country of origin and other factors (discussed in chapter 10). There 
are two types of visas issued under US law, nonimmigrant (temporary) and 
immigrant (permanent) visas. CA issues temporary visas, as well as immigrant 
visas. US Citizenship and Immigration Services (USCIS), a DHS agency, is 
tasked with adjusting the status of certain nonimmigrants to lawful permanent 
residence and considering lawful permanent residents (LPRs) for citizenship. 
As a precondition to awarding certain employment-related visas to noncitizens, 
the Department of Labor (DOL) determines whether there are US workers 
available to fill the positions in question.54 USCIS adjudicates petitions for 
nonimmigrant workers in various categories, determining whether the position 
offered meets the statutory requirements and whether the prospective employee 
meets the qualifications for the visa category and the position offered.55 

DOS consular officers determine whether the individual visa applicant qualifies 
for the visa requested and whether the applicant is admissible to the United 
States. Temporary visas are available to short-term visitors, such as tourists, and 
to longer-term residents, such as students who may stay ten years or more.56 
Visa policy, which DHS formulates in consultation with DOS, is an immigra-
tion and foreign policy tool.57 

Visas permit individuals to travel to a port of entry, but they do not guarantee 
admission to the country. Consular officers issue visas outside the United States 
that authorize foreign citizens to travel to a US port of entry; the visa holder 
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may be able to use that authority multiple times over a specified period of 
years. Port-of-entry officials (from US Customs and Border Protection, or CBP) 
determine how long a foreign citizen may stay for each visit, which they mark 
on the admission stamp placed in the passport and log into a central database. 
CBP can deny entry based on a determination that the foreign citizen is not 
admissible. In contrast to the United States, many other governments issue 
single-entry visas, and then require the traveler to register with locally based 
immigration authorities to obtain a reentry or residence permit that will often 
allow multiple visits. 

US Competitiveness

There is a missing middle in US visa issuance. While the United States issues 
only temporary and immigration-related visas, many other countries provide 
the option for flexible, long-term, nonpermanent visas.58 These are useful, 
of course, for people whose obligations and interests in a country are longer 
term, and who may or may not permanently stay. An independent task force 
convened by the Migration Policy Institute (MPI) has recommended that the 
United States adopt a “transitional” or “provisional” visa for certain categories 
of temporary visa holders.59 Such visas would create a presumption of ability 
to stay in the United States for the same or related purpose for which the visa 
was originally granted. Provisional visas would better respond to labor market 
needs and equip individuals with a solid foundation for possible citizenship and 
integration into the US economy and society.

The Visitor Visa Process

Vital security determinations have improved since the September 11, 2001, 
terrorist attacks. CA and its enforcement partner DS examined 49,000 crimi-
nal arrest records in FY2009 and on average scrutinize 10,000 watchlist hits 
a month.60 The mistakes in handling the multiple-entry visa of the alleged 
Christmas Day 2009 bomber, Umar Farouk Abdulmutallab, highlight the need 
for additional improvements.

At the same time, more elaborate and intrusive screening methods have inter-
fered with legitimate travel by students, members of particular ethnic groups, 
scientists, business people, and family members of US citizens and residents.61 
Professionals, multinational employees, artists, and athletes have also been 
affected. The resulting harm to individuals, families, the economy, and US 
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diplomatic interests undermines the integrity of the temporary visa program. 
Applications for US visas will far exceed the opportunities to travel here for 
the foreseeable future. 

Visa adjudication must become more nimble and flexible. In addition, CA 
must be able both to respond instantaneously to threats and risks, and work 
to reduce negative perceptions of the visa-adjudication process by important 
stakeholders in the United States and outside of it.

The United States issues visas based on four types of criteria: nationality, 
purpose of travel, applicability of prohibitions, and individual adjudication. For 
example, all Russians need passports and visas to come to the United States. 
All mathematicians, including those from Russia, may be approved for specific 
visas to work in the US software development industry. All Russian mathema-
ticians are subject to the standard prohibitions based on national security. Rus-
sian mathematician visa applicants are subject to an individualized background 
check to confirm their identities, their bona fides as mathematicians, their 
purpose in traveling, their criminal history status, and their compliance with 
security standards.62 

Countries whose citizens travel visa free to the United States do so by bilateral 
agreement with the United States. DHS may look not only at current citizen-
ship, but also nationality, place of birth, and ties to determine how to treat 
an individual. Under the post-9/11 National Security Entry-Exit Registration 
System (NSEERS), for example, Canadian citizens who maintained citizenship 
in, were born in, or had ties to one of the 25 special-registration countries were 
subjected to registration requirements as if they were citizens of one of those 
countries.63

As visa officers are able to acquire better information about individuals through 
real-time access to national civil registries (as discussed in chapter 7), it may be 
possible to shift from a two-tiered system — visa and visa-waiver jurisdictions 
— to a three-tiered system consisting of: (1) countries where all citizens must 
acquire visas, (2) countries whose citizens are entitled to visa-free travel using 
the Electronic System for Travel Authorization (ESTA), and (3) a new tier of 
countries with which the United States does not have visa-free travel agree-
ments but from which select travelers would be permitted to travel visa free 
under a registered traveler program. 
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Counterterrorism and Consular Affairs

As of this writing, there has not been a full public rendering of the report-
ing through the Visa Viper process to the National Counterterrorism Center 
(NCTC) in the case of Umar Farouk Abdulmutallab, the suspected al Qaeda 
follower who allegedly attempted to detonate an explosive aboard an Amster-
dam-to-Detroit flight. The Visa Viper Terrorist Reporting Program enables 
agencies in the field — consular and others — to report potential terrorists’ 
names to NCTC and so to nominate them for inclusion on the watchlist used 
at border points.64 DOS has testified that embassy officials sent a cable through 
proper channels, and also sought to check whether Abdulmutallab had a visa. 
However, they misspelled his name, although entering it correctly into the 
Consular Lookout and Support System (CLASS) database. In addition, the 
name-recognition program used in the visa-application process was not avail-
able at the embassy for checking records.65 Absent knowledge of a visa, there 
could not be a request for a visa-revocation review of Abdulmutallab’s mul-
tiple-entry visa from CA’s Visa Office (VO) in Washington, as would have 
been the advisable course of action. The deputy assistant secretary over the VO 
has the authority to issue a “prudential revocation” of a still-valid visa, which 
permits revocation without declaring the individual definitively ineligible.66 
Under consular regulations, a visa may be reinstated if concerns prove invalid. 
In the Abdulmutallab instance, CA placed a quasi-revocation in the system, 
denoting that the individual was presumed to be ineligible for a visa in the 
future. A prudential revocation is a middle course between the step that CA 
took in this instance — flagging the name in the event of a future application 
— and a revocation. Going forward, however, if an individual is of sufficient 
concern to nominate him to the Terrorist Identities Datamart Environment 
(TIDE) list, then it would seem clear that the individual is also of sufficient 
concern to issue a prudential revocation.

The Abdulmutallab near disaster serves as a pressing reminder to take stock 
of the role, organization, and procedures of CA. CA has strenuously sought to 
improve its security, particularly through the use of technology backstopping. 
However, this change has been driven from Washington, and the culture in 
the field is apparently not as focused as it could be on security precautions.

Consequently, additional measures must be considered. Most importantly, 
DOS should no longer permit Foreign Service officers to serve in consular 
positions if they do not intend to become permanent consular officers. Foreign 
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Service officers often look down upon consular service, and wish to move on 
to more prestigious career paths within DOS. Such attitudes must be rooted 
out. Instead, the consular service should be professionalized, established as a 
desirable career path, and accorded a degree of law-enforcement status. As in 
Canada, this service should at least for now remain in DOS, into which it is 
deeply integrated. A few consular officers could cross into Foreign Service of-
ficer positions such as ambassadorships; most would not. 

It would not make sense to move the consular service function to DHS, where 
there is no backbone of necessary language and other training. Such a move 
also would sever CA from its counterpart criminal investigative service focused 
on passports and visas. DS performs these functions with unmatched expertise. 
While greater efforts should be made to integrate US Immigration and Cus-
toms Enforcement (ICE) and DS in joint international investigations aimed 
at human-smuggling organizations (HSOs) with a potential terrorist nexus (as 
discussed in chapter 4), DS should remain within DOS, where it performs a 
range of other vital functions. 

Instead, the DOS mobility functions should be consolidated under a new under 
secretary for mobility and security. Establishing an independent mobility and 
security office with its own professional cadre should elevate counterterrorism 
concerns within DOS. And consolidation of all mobility services and law-
enforcement policy units under a new under secretary would focus DOS on 
meeting legitimate mobility needs while maintaining laser-like attention on 
security. The following departments would report to the under secretary for 
mobility and security: DS (which now reports to the under secretary for man-
agement); the Bureau of Population, Refugees, and Migration, and the Office 
to Monitor and Combat Trafficking in Persons (which now report to the under 
secretary for democracy and global affairs); and the INL (which reports to the 
under secretary for political affairs). 

Beyond this longer-term institutional adjustment, there are three changes that 
should be adopted immediately. First, CA should promulgate a set of rules to be 
followed in the wake of every Viper case, regarding particular database checks, 
determination of visa status, and consideration of a prudential revocation. 
Second, Congress should ensure that CA officers have access to all relevant 
law-enforcement databases. At present, CA officers are denied access to certain 
databases due to the fact that technically they are not “law enforcement” 
under the terms of the US government personnel system. Third, the culture of 
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impunity at CA fostered by the doctrine of consular nonreviewability should 
be ended immediately. There should be thorough supervisory and legal review 
of the work of junior officers, with the unambiguous authority by supervisors to 
reverse their decisions.

Improving Compliance with Duration-of-Stay  
Requirements

Illegal immigration remains a concern for the US public and for security officials 
who despair of detecting the terrorist amid the illegal flow of people. To have 
confidence in the integrity of the temporary visa system, the US public must be 
assured that visa holders are complying with the rules, and the rules themselves 
must be clear. Neither of these conditions exists today. Between 33 and 48 
percent of the US unauthorized immigrant population in 2006 had entered the 
country legally, but subsequently overstayed the time allotted to them.67

Congress in 2007 delegated authority to DHS to establish a cutoff point after 
which the number of overstays from a country would disqualify that country 
from participating in the US Visa Waiver Program (VWP). There is no ratio-
nal basis for specifying an acceptable overstay rate — whether the 2.5 percent 
rate set in the 2000 visa-waiver statute or the 10 percent rate established in 
2007 legislation — without having a specific understanding of the details of 
overstay practice and their relation to security concerns. Unfortunately, this 
level of tactical analysis is as yet unavailable. 

Exit Checkpoints and Data on Departures
DHS collects exit data from airlines but does not yet have a comprehensive 
method to calculate overstays and therefore does not have a good basis for pin-
pointing problems or adopting reasonable overstay rate benchmarks. A com-
prehensive exit system would provide a basis for systematically determining the 
number of overstays, their countries of origin, the types of visas on which they 
entered, and other characteristics. No administration has yet fully embraced 
the idea of a government-controlled exit system. Congress passed legislation 
that requires an electronic entry-and-exit system, but it has not forced the issue 
and indeed has in the past delayed implementation.68 By way of contrast, under 
the United States Visitor and Immigrant Status Indicator Technology (US-
VISIT) program, entry procedures are now in place at 116 airports, 15 seaports, 
and 154 land ports of entry.69
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There would be significant benefits to an exit system for both individual travel-
ers and government authorities. Such a system would be more likely to identify, 
penalize, and deter infractions, and thus likely would lead to a greater willing-
ness by authorities to expand visa-free travel. As a result, more people would 
be able to travel more conveniently within regulated channels. The ability for 
authorities to know specifically who is going as well as who is coming would 
enable more targeted information sharing, enabling a global mobility security 
alliance to raise its level of cooperation against common security threats.

The cost-benefit value of an exit system has been considered primarily in terms 
of civil security — what it adds to real-time tactical and medium-term opera-
tional intelligence that allows officials to disrupt threats. 

There are other reasons for collecting detailed, reliable data on departures. 
In Australia, for example, where there are government-administered exit 
checkpoints, departure information is used to analyze labor migration trends 
and make policy recommendations based on evidence.70 As the transnational 
movements of temporary workers become more important for sending and 
receiving countries, such detailed measurements will likewise become more 
important. It is impossible to understand the full impact of labor mobility 
without knowing who is coming in and who is leaving. Anyone wanting to 
measure flows of trade or investment would demand minutely detailed statis-
tics. Collecting entry but not exit data on people is akin to collecting statistics 
on imports but not exports.71 

Overstay Estimates
Visa overstays are nonimmigrants who remain in the United States beyond 
their period of authorized stay and who, thus, join the illegally resident immi-
grant population.72 As it stands, DHS can match some but not all outgoing air 
passengers’ records against their entry records, to see whether they overstayed.73 

In 2008 DHS estimated that only 0.6 percent of people traveling to the United 
States with and without visas had overstayed their period of permitted stay.74 
That same year, there were 17,645,381 admissions under VWP (excluding the 
Guam visa-waiver program).75 If 0.6 percent of visa-waiver entrants overstayed 
in 2008, then 105,872 would have overstayed. This would translate to roughly 
1.9 to 2.6 percent of the estimated 4 million to 5.5 million persons who over-
stay their nonimmigrant visas each year.76 
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Most visa overstays ultimately leave the country.77 Many depart within days 
of their visa expiring and most depart within a year.78 Thus visa overstays are 
not contributing anywhere near 4 million–5.5 million persons to the long-term 
unauthorized population each year. In fact, the number of VWP entrants who 
overstay their visas and become long-term unauthorized residents would be a 
small fraction of the roughly 105,000 persons who overstay their visas each year. 

Obtaining Accurate Overstay Information
CBP and ICE cannot significantly improve the level of overstay compliance 
without first getting an accurate read on the number and identity of overstays. 
There continue to be problems with the quality of DHS overstay statistics. The 
Government Accountability Office (GAO) has for some years pressed DHS 
(and the US Immigration and Naturalization Service [INS] before it) to collect 
departure information and to make new estimates of overstays by air.79 

GAO has criticized DHS for being unable to provide overall or country-specific 
overstay rates.80 The Secure Travel and Counterterrorism Partnership Act of 2007 
authorized DHS to consider expanding visa-free travel to countries to whom 
the United States refuses only a small percentage of short-term business and 
tourist visas (between 3 and 10 percent in the prior fiscal year).81 

Importantly, in addition to identifying countries with visa-refusal rates between 
3 and 10 percent, DHS must also certify that it can verify the departure of at 
least 97 percent of foreign nationals who exit from US airports and ensure that 
it has a fully operational ESTA. However, to calculate the departure rate of na-
tionals from any country, DHS uses departure records as the starting point and 
“matches” these records to those of prior arrivals, departures, or change of sta-
tus. The purpose of this undertaking is to identify foreign citizens who remain 
here illegally. But to use departure information as a starting point provides a 
poor basis for measurement. Rather, DHS must be able to identify overstays 
by using foreign citizens’ arrival data as a starting point and by matching these 
data against subsequent departure records. This way DHS would learn who has 
departed by air and who has potentially overstayed.82 Because of their inherent 
flaws, DHS overstay statistics have generated criticism from at least one Senate 
overseer.83 

The inadequacy of the statistical method has not stopped enforcement efforts. 
DHS reports that the US-VISIT office, using the Arrival Departure Informa-
tion System (ADIS), provides an average of more than 300 credible leads 
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on overstays each week.84 In 2008 ICE made 715 arrests for overstays based 
on such data, and more than 2,500 people were prevented from returning to 
the United States because they were confirmed overstays.85 DHS’s Office of 
Immigration Statistics through a cross-agency team should ensure that DHS 
is able to establish as accurately as possible the number of overstayers, where 
they come from, and their visa categories, travel patterns, and personal identi-
ties.86 With this information, DHS can create a more effective compliance and 
enforcement program. 

The Need to Achieve Better Compliance
Transparency about which countries have high overstay rates, combined with 
a clearer understanding of the reasons and circumstances for overstays, would 
contribute to the development of a more rational compliance policy. Just as 
CA posts visa-refusal rates, DHS should post overstay rates by country.87 

Based on what it can learn through its matching program, DHS could explore 
new ways of creating incentives for full compliance. To begin with, adopting 
proposals for provisional long-term visas would likely cut down on the number of 
tourists and other short-term visa holders who illegally end up staying to work.88 

It is important to set up a predictable and effective system for addressing visa 
overstays for several reasons. First, certain persons who overstay visas may pres-
ent exceptional risks. Second, travelers need to understand the rules so that 
they can comply with them. The current system can be confusing to visitors 
because it provides a visa that is valid for a particular period and an I-94, which 
provides another time period for duration of stay in the United States. Third, 
the US public strongly supports compliance with the law. The goal need not 
be to punish every single overstaying visitor as a lawbreaker: law-enforcement 
officials should always exercise reasonable discretion within guidelines. Rather, 
the goal should be to maintain a level of integrity in the system and to provide 
a form of reassurance to citizens that the law will be obeyed. A high level of 
confidence in security measures makes for a more resilient system in response to 
inevitable harmful incidents. 

Current options for dealing with overstays, including those from VWP coun-
tries, are not optimal. A high overstay rate creates a dilemma. If the country 
with a high national overstay rate is a European Union (EU) Member State 
with a high volume of travel to the United States, suspending the country from 
the program is not a good option. In addition to increasing costs for individu-
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als and making Americans vulnerable to reciprocal requirements, suspension 
would harm US competitiveness by making tourist and business travel more 
difficult. It would also create diplomatic difficulties with the sanctioned country 
and with the European Union. Moreover, DOS lacks the capacity to adjudicate 
all the visas that would be requested from major VWP nations without this 
program, and reestablishing that capacity would be prohibitively expensive. 
Finally, VWP is grounded in mobility security agreements that provide for 
critical information sharing about terrorists and other serious risks. So, while 
suspending the program would mitigate an overstay problem, it could under-
mine counterterrorism and crime control if the partner country responded by 
suspending cooperation provided for under the VWP agreement. 

Encouraging Compliance with Terms of Admission
There are different ways to promote compliance with visa requirements. At 
present, the consequences for overstaying vary. The main sanction is a bar to 
future admission. If the holder of a nonimmigrant visa overstays by 180 days 
and then leaves voluntarily, there is a three-year ban on returning to the Unit-
ed States. If he or she overstays one year or more and then leaves voluntarily, 
there is a 10-year bar. DHS may also initiate removal proceedings against per-
sons who are unlawfully present.89 For anyone wishing to travel to the United 
States, these penalties serve as a deterrent. However, they could operate as a 
greater deterrent if they were more prominently publicized, for example, on 
wall posters in consulates or when travelers enter at land, air, and sea ports.
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Figure 8.1 Penalties for Overstaying in the United States, 2009

Source: INA (1952), Public Law No. 82-414, compiled by MPI.

The penalties provide a very limited a set of tools to DHS. An additional 
system of fines would be worth exploring as a possible deterrent and revenue 
source. If fines were used, bars to admission could be used as an alternative or 
in egregious cases. A fine-at-departure system, like those employed in Japan 
and India, would create swift and certain consequences for noncompliance. 
In Japan, for instance, if the police discover a visa overstay, that individual 
will be arrested and subject to a potential fine of up to 3 million yen (approxi-
mately $33,000) and then deported.90 India imposes $30 fines on individuals 
who overstay their visas.91 A downside of such a program is that overstayers 
attempting to leave could become stuck in the United States and subject to 
detention. This happens to US travelers overseas, who are then forced to delay 
their return and wire home for funds. A better option might be to impose fines 
when the would-be immigrant next applies for admission. Consideration should 
be given to undertaking a cost-benefit study of an exit system that operates in 
conjunction with a system of fines.

DHS could also consider requiring that foreign citizens who overstay their 

Days of 
overstay

Current legal 
penalty(ies)

Applicable provision 
of the Immigration and 
Nationality Act (INA) of 
1952, as amended

Applicability of and  
exceptions to current 
legal penalty(ies)

1 or more Deportation § 237(a)(1)(C)(i) Applies only to  
nonimmigrant overstays

1 or more Visa becomes void; 
alien is ineligible 
to be readmitted 
as a nonimmigrant 
without a new visa 
obtained at a con-
sulate in his or her 
home country

§ 222(g) Applies only to  
nonimmigrant overstays

181 to 364 Inadmissible for 3 
years following de-
parture or removal

§ 212(a)(9)(B)(i)(I) Applies to all aliens who 
are unlawfully present in 
the United States on or 
after April 1, 1997

365 or more Inadmissible for 10 
years following de-
parture or removal

§ 212(a)(9)(B)(i)(II) Applies to all aliens who 
are unlawfully present in 
the United States on or 
after April 1, 1997
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lawful periods of admission be interviewed by a DHS officer prior to departure. 
Such interviews would be aimed at determining why the foreign citizens over-
stayed, making a record of the overstay for future use, determining the identity 
of all foreign citizens who overstay, and determining whether it would be ap-
propriate to question or to detain these overstays for security reasons. Distinc-
tions would need to be made between foreign citizens who overstay because of 
medical emergencies, accidents, and similar situations, and those who willfully 
overstay and violate the terms of their admission, such as by working without 
authorization. An interview requirement would need to be structured and pub-
licized so that it did not operate as a disincentive to depart from the country.

GAO in 2004 published a report on weaknesses in DHS’ overstay tracking 
system, and the impact of these weaknesses and of high levels of overstaying 
on domestic security.92 The report pointed out that “of the six hijackers who 
actually flew the planes on September 11 or were apparent leaders, three were 
out of status on or before September 11 — two because of prior short-term 
overstaying.”93 GAO also documented that some overstayers had obtained jobs 
in sensitive areas at US airports.

Over time, DHS should be able to determine which countries and what groups 
overstay at high rates. Based on a specific understanding of the nationalities 
and types of overstays, it should be able to develop more focused deterrent mea-
sures. The strengthened Human Smuggling and Trafficking Center (HSTC) 
proposed in chapter 4 should analyze the mobility tactics of overstays found to 
have a terrorist or criminal nexus. 

Even with improvements in measurement and compliance, people may stay in 
the United States and never leave or may leave surreptitiously between ports 
of entry. Without the type of residential registration system imposed in some 
EU Member States — which the US public is not likely to embrace — over-
stayers will be difficult to find. Nonetheless, it is vitally important to maintain 
an accurate and updated overstay list that can be effectively accessed by law 
enforcement. 

Appeals of Visa Decisions

As security standards tighten, more mistaken determinations will occur with 
severe consequences for individuals, the US economy, and US credibility as 
a fair arbiter of legitimate global movement. Consular officers, unlike govern-
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ment actors in most other contexts, make decisions about visa applications that 
are nearly inviolate in their finality. An applicant for a nonimmigrant visa has 
no means to seek review of an application denial. An internal review system, 
in which supervisors assess the decisions made by consular officers, is the sole 
formal method of review, supplemented by informal processes such as inquiry 
by a would-be traveler’s attorney. 

The exceptional power held by consular officers has come to be known as the 
doctrine of consular nonreviewability or consular absolutism. The culture of 
absolutism at CA is so unusual that it bears further comment. In bygone days, it 
made sense to grant plenary authority to consular officers, who often operated 
in far-off posts with which communication was difficult. This is far from the 
case today. E-mail and centralized databases put not only case-by-case review 
but aggregate analysis well within reach. Consular officials may issue more than 
1,000 visas per day in busy posts, making errors inevitable. These decisions 
— often by relatively inexperienced employees — receive scant supervisory 
review. This upside-down structure has spawned a culture of arrogance and lack 
of accountability, with reports of junior officers contacting the department’s 
inspector general when one of their decisions is questioned or failing to respond 
to inquiries by superiors who are seeking to resolve instances where CA and 
USCIS outcomes differ. 

Consular nonreviewability has important policy ramifications in an era when 
the United States faces stiff competition for the benefits that legitimate visitors 
bring. Other countries have recognized that the nonimmigrant visa-application 
process represents a critical initial interaction between potential visitors and 
the host country, and are working to improve that experience. 

The introduction of pretravel authorization for visa-free travel with ESTA may 
exacerbate this problem. ESTA applications from visa overstayers are denied. 
Thus, the inability of the United States to correct database errors may lead 
people erroneously listed as visa overstayers to give up attempts to travel to the 
United States. A year into ESTA’s existence, all ESTA denials should be ana-
lyzed and systemic problems should be addressed in order to reduce the number 
of erroneous denials. 

US consular officials recognize the deepening pressures to be more responsive 
to persons wrongfully denied visas. However, they raise three arguments in sup-
port of the status quo. 



enSurIng mobIlIty InfraStructure IntegrIty and reSIlIence       231

First, they play down their inability to alter decisions by junior officers they are 
ostensibly supervising by suggesting they can use informal methods to affect 
decisions. However, these methods remain obscure, undocumented, and unreli-
able. As such, they offer no reassurance to visa applicants. Moreover, there has 
been a perennial shortage of midlevel supervisors at consulates to provide even 
this informal level of review. 

Second, consular officers argue that the fact that an applicant may reapply after 
being rejected is a reason why a more robust review and/or appeals process is 
unnecessary. In practice, however, consulates do not let visa applicants apply 
multiple times. Many have imposed local rules permitting reapplications only 
after 6 or 12 months. More importantly, a later application is not a “de novo” 
review, particularly for tourist and other visas. Instead, intent to remain per-
manently in the United States is presumed unless the applicant affirmatively 
proves he meets the required standards.94 In such cases, there is a strong pre-
sumption against issuing a visa after an earlier denial, and the initial decision 
will only be overturned if the applicant can show “changed circumstances.” 
Because the reapplication is not considered de novo, it tends to be held to a 
higher evidentiary standard. 

Third, consular officers often fall back on the argument that they would be 
swamped and the resources required would be prohibitive if visa appeals were 
permitted, because so many people are willing to go to all possible lengths to 
come to the United States. Certainly these challenges would exist, and ad-
ministrative and budget adjustments would be necessary. But other developed 
nations that are also highly attractive to migrants are finding ways of expand-
ing the redress available to certain groups of prospective visitors. In short, this 
is a problem that can and should be solved. The lessons from the cautious steps 
taken by other governments facing similar pressures are discussed below. At a 
minimum, though, CA supervisors, like supervisors everywhere else in govern-
ment, should be authorized to exercise controlling review over their juniors.

Visa Appeals Systems in Other Countries

Several developed countries have instituted a visa appeals process. The Com-
mon Consular Instructions for the Schengen countries (the 25 countries that 
have eliminated borders for purposes of intra-European travel) “set out the 
nuts and bolts of EU visa practice regarding third-country nationals who seek a 
short-stay visa to come to the EU.”95 However, they leave it up to each country 
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to determine whether to provide for an appeal and how much information to 
provide on the grounds for an application’s denial.96 As a result, these nations 
have adopted a wide range of visa practices. For example, Belgium allows for 
appeals in some visa categories and requires that the grounds of denial be pro-
vided in writing to the applicant. If the visa is denied, the applicant can lodge 
an appeal with the Conseil d’Etat, the highest administrative court. Requests 
for an appeal must be sent by registered mail within 30 days of receiving the 
notice of refusal. The Council of State can annul the decision, but does not 
have the power to order that a visa be issued. Instead, the original authority 
must reconsider its original decision in light of the court’s determination.

Visa appeals practice is a sensitive issue with consular officers. The cost of an 
appeals process must also be considered. The United Kingdom is considering a 
reconfiguration of some visa categories and appeal rights.97 The French Sen-
ate recently commissioned a special rapporteur to investigate what it called 
the “headache” of visa processing, generating a list of recommendations that 
includes better use of its visa appeals commission.98 Because countries like the 
United Kingdom, France, and Australia increasingly compete with the United 
States for nonimmigrant visitors, it behooves the United States to assess its 
system against the practices of these nations. 

The UK System
The UK Border Agency is the agency in charge of visa operations in the Unit-
ed Kingdom.99 As of April 2009, all border, immigration, customs, and visa 
services functions in the United Kingdom were united within the UK Border 
Agency.100 In 2007–08, the UK government received 2.4 million visa applica-
tions and issued visas to 81 percent of applicants,101 a slightly lower percentage 
than the US approval rate. 

Internal Review. The UK Border Agency Web site does not mention the in-
ternal review process, but the Entry Clearance Guidance (ECG) describes this 
process.102 All denials of family-based visitor visa applications, as well as other 
applications with limited rights of appeal, must be reviewed by an entry clear-
ance manager (ECM) within 24 hours to ensure that the decision is reason-
able, that it comports with the immigration rules, and that the refusal notice is 
properly worded. The ECG states that “[t]his review is in addition to the review 
undertaken following receipt of an appeal.”103
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Who Can Appeal. The following categories of visa applicants have the right to 
appeal a visa denial:104  

•	 Visitors	whose	purpose	is	to	visit	close	family	members
•	 Children	and	dependent	relatives	who	seek	to	settle	in	the	 

United Kingdom
•	 Wives,	husbands,	or	fiance/es	who	seek	to	settle	in	the	United	Kingdom
•	 Students	who	plan	to	study	for	more	than	six	months
•	 Persons	looking	to	take	part	in	working	holidays
•	 Au	pairs	who	plan	to	live	and	work	with	a	family
•	 Work-permit	holders	who	wish	to	work	full	time
•	 Ministers	who	wish	to	work	full	time	in	a	religious	capacity

Many of these categories parallel US immigrant visa categories. 

How the Appeals Process Works. Entry clearance officers (ECOs) make the 
initial decisions on visa applications in UK posts abroad. The ECO notifies 
applicants of denials, informs them whether they have a right of appeal, and 
provides them with the following forms: a written notice of refusal, which 
explains why the notice was refused; a notice of appeal form AIT2, which the 
applicant must complete, explaining why the refusal was incorrect; and a bro-
chure describing how to fill out the notice of appeal form.

Applicants can lodge an appeal in one of two ways. First, they can appeal 
directly to the Asylum and Immigration Tribunal (AIT).105 The tribunal hears 
appeals from decisions made by the home secretary and subordinates on asylum, 
nationality, and immigration matters. Appeals result primarily from refusals 
of asylum applications, refusals of entry into or leave to remain in the United 
Kingdom for permanent settlement, deportations, and refusals of entry into the 
United Kingdom for a family visit.106 Applicants also can appeal to the over-
seas visa section where the visa was refused; the overseas post then forwards the 
appeal to the tribunal. There is no charge for filing an appeal. Applicants must 
file a notice of appeal within 28 days of receiving the notice of refusal. 

Once the tribunal registers the appeal, it sends a notice of receipt to the 
overseas mission where the original visa application was filed, together with 
the supporting documents filed by those lodging an appeal. At that point, an 
ECM at the post reviews the visa application again, taking into account any 
additional materials in the notice of appeal. The ECM can then overturn the 
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original decision. If the ECM does not overturn the original denial, an ECO 
writes an explanation of the reasons that the application was refused, which is 
sent with all the other appeal papers to the tribunal. The visa section overseas 
has 20 business days from the arrival of the notice of receipt to prepare and 
send the appeal papers to AIT if the appeal concerns a nonsettlement or fam-
ily-visit case, and 60 business days for settlement cases.

Appellants have access to the case file, including the ECO’s written statement, 
and can choose to have legal representation in the appeals process. They may 
also qualify financially for representation by the Legal Services Commission’s 
Community Legal Service. In addition, another organization, the Immigration 
Advisory Service (IAS), which is independent of the government, can provide 
advice about the appeals process and representation in an appeal hearing. Cases 
can either be decided after an oral hearing or review of the case file.

An immigration judge hears the appeal. The judge makes a decision based 
on the facts of the case and on the governing immigration rules, taking into 
consideration evidence submitted by the applicant’s representative and by the 
Home Office. A decision must be reported to the tribunal within 10 days of the 
hearing. The tribunal then notifies the parties. If the appeal is successful, the 
decision must be delivered to the overseas post within six weeks.

Judicial Review. As in the US system, applicants may apply again if a visa 
application is rejected. Visa applicants can also contest the ECO’s decision 
through judicial review. In the United Kingdom, the exercise of power by 
public authorities is always open to challenge in the courts.107 However, such 
a challenge is only available to determine the lawfulness of the decision. The 
standard for measuring lawfulness is low: i.e., whether a decision was “so outra-
geous in its defiance of logic or of accepted moral standards that no sensible 
person who had applied his mind to the question to be decided could have 
arrived at it.”108 Between October 2006 and March 2007, 13 appeals by ap-
plicants with limited rights of appeal were lodged with the courts: five of those 
were conceded by the government, four were contested, and four cases were 
still pending when these statistics were reported.109

The Independent Monitor. In addition to the appeals system, Section 23 of 
the Immigration and Asylum Act 1999 created the position of independent 
monitor for entry clearance refusals without the right of appeal (IM).110 The 
IM, who has a full-time appointment, is independent of the government. The 



enSurIng mobIlIty InfraStructure IntegrIty and reSIlIence       235

IM must prepare two reports per year for the secretary of state. In these reports, 
the IM examines the information available to applicants with limited appeal 
rights; examines the handling of complaints made by the applicants; and as-
sesses samples of files throughout the world.111 The IM, who cannot change 
individual visa decisions, spends at least three months per year at overseas posts 
conducting monitoring activities.

The IM has authority over two main categories of visa applicants: nonfamily 
visitors (such as tourists or short-term business travelers) and some students.112 
Slightly more than one-half of all visa applications are made by nonfamily visi-
tors. The IM also monitors applications from students who have been accepted 
for a course of study that will not last more than six months, as well as those 
who intend to study but who have not been accepted for a course of study. The 
IM’s remit will expand once the Points Based System is fully implemented, as 
applications adjudicated under that new system will no longer have full rights 
of appeal.113

Proposed Changes. The right to appeal denials in family-visit visa cases was 
established relatively recently, in October 2000.114 The Visitors Consultation 
Paper — which resulted from a process led by the UK Border Agency between 
December 2007 and March 2008 to assess the need for changes in UK visitor 
visa categories — argues that the issue of appeals for family-visit visa applicants 
should be revisited: 

[While the right of appeal] provides a safeguard for the Asylum and Immigra-
tion Tribunal to identify genuine applications, the appeal is often not heard until 
many months later, by which time the reason for the visit, such as a wedding, 
may have long since passed. With improvements in process and introduction of 
the sponsorship system, there may be a case for looking at whether the right of 
appeal is necessary. Options could include replacing the current arrangements 
with a form of administrative review, or, on the principle that those who wish to 
appeal should pay for at least part of the costs incurred, the full right of appeal 
could be retained, but some costs recovered through a stand-alone charge or 
though inclusion in the original application fee.115

UK Program Status. The full tribunal appeals process costs an estimated 30 
million to 40 million pounds per year.116 The UK Immigration Minister has 
conceded that the idea of ending appeals for family visit cases is unlikely to be 
welcomed.117 The Visitors Consultation Paper, which resulted from a process 
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led by the UK Border Agency in 2007 and 2008 to assess the need for changes 
in UK visitor visa categories, does not propose that appeal rights for family visi-
tors be dispensed with altogether.118 Yet policymakers must take into account 
that even a limited abridgment of family visitors’ appeal rights is likely to be 
roundly criticized. If family-visit appeals were revoked, this could lead to an 
increase in cases brought under Article 8 of the European Convention on Hu-
man Rights, which protects the right to private and family life.

The Australian System
In the Australian system, certain decisions about visa applications are subject 
to the authority of the Migration Review Tribunal (MRT).119 MRT was es-
tablished under the authority of the Migration Act 1958 (Migration Act), and 
came into existence on June 1, 1999. It is a companion to the Refugee Review 
Tribunal (RRT), which reviews decisions related to protection visas.

The Migration Act and the Migration Regulations 1994 (Migration Regula-
tions) govern which decisions MRT can review, who may seek review of a 
decision, and procedural issues such as how the application must be made, time 
limits for lodging a review request, and application fees.120 Review of deci-
sions to refuse or to cancel a visa based on lack of good character is conducted 
through a separate process, under the jurisdiction of the Administrative Ap-
peals Tribunal.

The mandate for MRT is to provide “a mechanism of review that is fair, just, 
economical, informal, and quick.”121 The tribunal conducts merits reviews, 
administratively reconsidering the case in order to ensure that “the correct and 
preferable decision” is reached.122 This standard allows MRT to reconsider each 
case in light of the facts, law, and government policy. MRT can obtain informa-
tion from additional sources and can conduct its own investigations. In this sense 
the Australian visa-review process is arguably broader than in other systems, and 
reflects the policy priority of “improv[ing] the general quality and consistency of 
decision-making, and enhance[ing] openness and accountability.”123 

Who Can Appeal. Rights to review are limited to certain kinds of visas, and 
also to certain individuals with an interest in the application. When a visa is 
refused, the decision letter from the Department of Immigration and Citizen-
ship (DIAC) explains whether the decision can be reviewed and who can ap-
ply for review. For visas applied for outside Australia, the reviewable categories 
include: 
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•	 A	decision	to	refuse	a	visa	for	which	the	applicant	must	be	sponsored	
or nominated by an Australian citizen, or by a company or partnership 
operating in Australia, or by the holder of a permanent visa, or by a New 
Zealand citizen who holds a special category visa

•	 A	decision	to	refuse	a	visitor	visa	to	visit	an	Australian	citizen	or	perma-
nent resident parent, spouse, child, brother, or sister

In the first set of instances, only the sponsor can apply for review. In the sec-
ond, only the Australian citizen or permanent resident relative can apply.124

The DIAC decision letter must contain information about the time limits for 
lodging a review request, which vary depending upon the type of case. MRT 
cannot waive these time limits.125 

MRT’s principal member has overall responsibility for the operation of the tri-
bunal and the RRT. The principal member is supported by three senior mem-
bers, who provide support and advice to group members. The group itself is 
comprised of eight full-time and 82 part-time members. More than 50 percent 
of MRT members have legal training. The others have extensive senior-level 
experience in the public or private sectors, including having served on other 
tribunals. Two registries — one in Sydney and one in Melbourne — support 
MRT and RRT.

How the Appeals Process Works. MRT reviews each case on its merits, 
considering the case “in light of all the relevant facts, the law and government 
policy…”126 The tribunal can affirm a primary decision, vary it, set aside a 
primary decision and substitute a new decision, or return the case with direc-
tions for reconsideration. It takes MRT, on average, 40 weeks from the time 
an application is filed to issue a decision.127 This estimate includes all types of 
cases reviewable by MRT; family-visitor-visa review requests are only one part 
of this total.

The individual seeking review (the applicant)128 is entitled to appoint a rep-
resentative to assist with the preparation and management of the application 
for review. In most instances, the representative must be a registered migra-
tion agent.129 The applicant is entitled to have access to the material before 
MRT in relation to the case, with certain limited exceptions. The minister 
and DIAC are not represented before the tribunal; they provide the documents 
relating to the case and in some instances can make written submissions.130
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The applicant can make written submissions or provide documentary evidence 
at any stage in the review process. MRT must inform the applicant of “certain 
information that might lead to an adverse decision” and give the applicant the 
opportunity to comment on that information.131 MRT may also issue an invita-
tion for the applicant to provide further information or comment on particular 
information, which the applicant must do or risk losing the opportunity to ap-
pear before MRT. In some cases, a decision can be made based only on the case 
filings. These cases are generally reviewed by just one tribunal member. In gen-
eral, though, MRT must invite the applicant to appear for a hearing at which 
she can give oral evidence and present arguments. Applicants are also allowed 
to bring witnesses and MRT provides translators if necessary. It is possible to 
conduct the hearing or take some of the evidence by telephone or video con-
ference. During the hearing, the applicant can be assisted and accompanied by 
the designated representative or by a friend.132 The MRT member deciding the 
case takes an active role in asking questions during the hearing, but the hearing 
is not adversarial. 

Once a decision is made, MRT must provide to the applicant a written re-
cord, including an explanation of the reasons supporting the decision. Cases 
of “particular interest”133 must be published and made available on the MRT 
Web site. Cases relating to individuals who applied for a protection visa are 
published in a way that does not reveal their identities. A total of 8,229 MRT 
cases were decided in 2008–09. 134 Overall, MRT and the RRT seek to publish 
40 percent of their decisions. 

Judicial review. MRT decisions are subject to final review by the courts. Cases 
can be appealed to either the Federal Magistrates Court or to the High Court. 
Visa applicants and the minister for immigration and multicultural affairs can 
seek judicial review. In 2008–09, 248 judicial appeals were made from MRT 
decisions, constituting 4 percent of all MRT decisions.135

France
In 2000 France instituted a visa appeals commission.136 The commission, 
located in the Ministry of Foreign Affairs, is charged with hearing appeals of 
visa-application denials made by diplomatic or consular officials. Filing an ap-
peal with the commission is a prerequisite to pursuing a case in court.137 

The commission is comprised of a president (who must have served as head of a 
diplomatic or consular post); a member of the local administrative jurisdiction; 
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and representatives of the Ministry of Foreign Affairs, Migration and Popula-
tion Ministry, and Ministry of the Interior. These members are named to a 
three-year term by the prime minister.138

Applicants who are refused a visa are not entitled to an explanation of the 
refusal, except in a limited number of cases. These categories include: spouses 
of French nationals, children of French nationals who are younger than 21 or 
still dependent, parents of French nationals, minor children who have been 
adopted, beneficiaries of an approval for family reunion, and certain persons 
with work authorization. Anyone whose visa application is refused can either 
reapply or submit an appeal.

Issues and problems. France’s visa-processing system has traditionally been 
viewed as one of the least-transparent in Europe.139 In 2007 the Senate Finance 
Committee commissioned a special rapporteur to compile a report assessing 
the system.140 In 2006 a total of 300,000 visas were refused and of that number, 
only 4,198 appeals were initiated. The report attributes this low number to lack 
of information provided to applicants on how to appeal.141 

Program status. The special rapporteur also concluded that erroneous visa 
denials were an important policy concern because of their significant negative 
impact not only on the individual but on the nation. Among other problems, 
erroneous denials were thought to result in a loss of economic power for France 
due to decreased tourism and business travel, to impede family well-being, and 
to create a negative image of France.142 The rapporteur stressed the economic 
costs involved in errors that are not discovered until the traveler reaches a port 
of entry. The average cost of processing a visa application is ―35, while on aver-
age the cost of a visa appeal is ―100 per case. The report argued that an effective 
visa policy should be viewed as a budgetary goal.143 

The French Senate commission report recommended that greater justification 
be provided for refusals as a way to improve the overall quality of visa decision 
making and to promote legitimate tourism, business travel, international stu-
dent enrollment, and family visits. The report signaled France’s commitment to 
reshaping its visa policy.
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The US System

The idea of a foreign traveler having an opportunity to seek review and redress 
for mistakes made in connection with mobility is not unprecedented in the 
United States. DHS put in place its Traveler Redress Inquiry Program (TRIP) 
(discussed in greater detail in chapter 9) in response to complaints from pas-
sengers and governments about legitimate travelers being repeatedly delayed or 
detained as a consequence of watchlist errors. 

The TRIP system is still being developed and has limitations. For example, the 
Primary Lookout Over-Ride (PLOR), which is used to correct border lookout 
errors, has not had the full capacity to override primary lookout errors. As it 
stands, if an individual is forced to undergo secondary inspection more than 
once, he can request CBP to enter a PLOR record in the database. The CBP 
officer, in turn, can create a PLOR record if the passenger is determined not 
to be a match to a lookout or watchlist record. The PLOR record will auto-
matically suppress — but not delete — the hit the next time the individual is 
encountered, unless new derogatory information has become available. 

Despite its limitations, TRIP reflects a recognition by the US government that 
redress is an important component of immigration management and mobil-
ity security policies. As former homeland security secretary Michael Chertoff 
noted, “[I]f you’re going to incapacitate somebody for a period of time, you 
have to have a higher confidence level that you’re being accurate.”144 Lack of 
review may not incapacitate all prospective travelers in the sense that incorrect 
placement on a watchlist or detention would. However, it can negatively affect 
the lives of visa applicants and the way they perceive the United States. 

Consular Nonreviewability
In 1952 the McCarren-Walter Act put in place the statutory framework 
governing consular decisions. Within that framework, consular officers were 
granted the power to decide visa applications, and the Secretary of State was 
prevented from changing those decisions. Despite President Truman’s objec-
tion to such unfettered power by government officials, the law was passed, and 
the same statutory framework remains in place today.145 The umbrella author-
ity giving consular officers nearly absolute control over visa issuance or denial 
is found in the Immigration and Nationality Act (INA). INA Section 104(a), 
provides that the Secretary of State “shall be charged with the administration 
and the enforcement of the provisions of this chapter and all other immigration 
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and nationality laws relating to: (1) the powers, duties, and functions of diplo-
matic and consular officers of the United States, except those powers, duties, 
and functions conferred upon the consular officers relating to the granting or 
refusal of visas. . .” (8 USC §1104[a]). President Truman has not been the only 
critic of consular officers’ power. An extensive roster of legislators, blue-ribbon 
commissions, academics, and legal practitioners have echoed and amplified his 
concerns.

A 2007 court decision addressing review of consular decisions provides a suc-
cinct summary of the doctrine of consular nonreviewability and its tenuous 
underpinnings:

It is well-settled that the decision of a consular official to grant or deny a visa is 
nonreviewable by courts, absent a constitutional challenge by a United States 
citizen. This principle, now firmly rooted in our jurisprudence, has come to be 
known as the ‘doctrine of consular nonreviewability.’ The doctrine of consular 
nonreviewability provides that when a consular officer decides to negatively 
exercise the visa authority granted to the executive by Congress, a court has no 
jurisdiction to review the exercise of that authority. In other words, the deci-
sion of a consular official to deny a visa is final and is not reviewable. It is not 
entirely clear why this is so — but it is. It has been frequently challenged in the 
legislature and in the courts, but all judicial and legislative proposals to limit the 
doctrine have been soundly rejected.146 

The court also noted that “[d]espite the fact that the doctrine took hold in 
the judiciary, no textual constitutional basis for the doctrine had been clearly 
identified.”147

Formal administrative review of visa denials is not available either. Applicants 
for immigrant visas at consulates, the only place they are issued, have no ac-
cess to a review process. Consular decisions, therefore, occupy a distinct space 
in the geography of administrative law. In other administrative law matters, 
recipients of negative decisions have avenues for formal review. Petitioners for 
US employment-based immigrant visas have access to a formal review process 
within USCIS, conducted by the Administrative Appeals Office (AAO), while 
the Board of Immigration Appeals (BIA) reviews denials of family-based im-
migrant petitions.148 These petitions form the basis for the adjustment-of-status 
application or the immigrant-visa application. AAO reviews denials of nonim-
migrant worker petitions. Applicants for adjustment of status in the United 
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States do not have a direct review process but can file a motion to reconsider 
or can renew their application for adjustment of status in removal proceed-
ings. Thus, applicants denied nonimmigrant visas by consular officers uniquely 
lack redress within the US system. The DOS Visa Office can issue an advisory 
opinion on a particular case, but these opinions apply only to questions of law, 
not of fact.

A US court of appeals has recently issued a decision that departs from the 
extreme deference that the federal courts have shown to consular decisions. 
The court found that the district court had failed to exercise jurisdiction to 
consider a visa applicant’s claim, notwithstanding the doctrine of consular 
nonreviewability.149 Although the decision is significant, it likely has limited 
practical applicability to most visa applicants, because the case involved core 
First Amendment rights; i.e., the right of US citizens to hear the views of oth-
ers from around the world, even those the State Department has banned from 
receiving a visa because of suspected terrorism ties.

In recent years, the distinction between review of adjudications made inside 
and outside US territory has been eroded by the increasing information and 
support being provided to consular officers from the United States. With the 
shift to Web-based visa applications this trend will continue. 

Internal Review Policy and Practice
In addition to the INA, consular authority is also addressed in companion laws 
to the INA, such as the Enhanced Border Security and Visa Entry Reform Act 
of 2002, and in the federal regulations, rules, and guidance issued by DOS. In 
June 2006 a new rule was published in the Federal Register making a significant 
change to the DOS internal review process. Before that point, a section chief 
or designee within each consular post was required to review all visa refusals. 
Since the change, review of refusals has been reduced, with the stated objec-
tive of allowing “a greater emphasis to be placed by consular supervisors on the 
review of issuances.”150 As the instructions to consular employees detail, the 
revised policy seeks to enhance security: “While the review of refusals is essen-
tial to maintaining appropriate adjudication standards, it does little to promote 
border security. In order to enhance US border security, equal emphasis must 
be placed on reviewing issuances to ensure visas are indeed issued in compli-
ance with law and procedures.”151

Absent adequate reporting, it is hard to gauge the frequency or utility of inter-
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nal reviews to correct errors in rejecting or approving applications. CA posts 
statistics relating to visa applications, approvals, denials, and numbers of deni-
als overcome by fiscal year on its Web site. Since statistics have been posted 
only through 2005, it is not possible to assess the effect of the 2006 change in 
policy.152 

Reassessing Consular Nonreviewability
Consular nonreviewability is a vestige of a different era. Both the Immigra-
tion Act of 1924 and the McCarran-Walter Act reflected a desire to preserve 
American racial and ethnic homogeneity, a goal that no longer exists. From 
a pragmatic standpoint, the finality of a consular officer’s decision made some 
sense in an era when the physical isolation of consular posts and the lack of 
quick and reliable communication meant that any outside review would be 
unworkable. That concern has little meaning in the contemporary era of global 
connectivity. 

The United States is not the only country that does not allow any appeal from 
the denial of a nonimmigrant visa application. The same is true of Canada and 
other developed countries. But US economic, social, and foreign policy inter-
ests arguably suffer to a greater degree based on the pervasively negative image 
of US visa policy.

Conclusion 

Securing human mobility requires a more nimble temporary visa system, which 
responds instantaneously and reliably to information concerning terrorist risks 
and which meets the needs of the full range of people in mobility channels. 

Consolidating the mobility and security functions at DOS under a new under 
secretary for mobility and security could greatly enhance security. This reform 
would professionalize mobility adjudications and remove Foreign Service of-
ficers who lack the necessary dedication and training from the process. 

A revitalized and more effective overstay compliance system should be based 
on a system of fines and detailed reporting that uses CA validation studies and 
DHS exit data. 

The quality of consular decision making is undermined by the culture of 
impunity that stems from doctrine of consular nonreviewability. This notion 
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of the near infallibility of junior officers must be ended by Congress as soon as 
possible. 

Applicants need to know why their applications have been denied in order to 
be able to pursue renewed applications or, potentially, to appeal. While CA 
rules require that grounds of refusal be provided in writing, applicants frequent-
ly report that the written notice consists of a box checked with the statutory 
reference.153 A statutory citation is meaningless to most applicants. Attorneys 
report that family-based immigrant visa applications are routinely denied under 
the statutory provision barring admission for lack of a labor petition, although 
this provision is irrelevant to family petitions. 

It undermines the quality of decision making to bar appeals of visa decisions. 
DOS should lay the groundwork for instituting an appeals system by standard-
izing its current adjudication process into three tiers. Tier 1 applications could 
be granted immediately. If there is a possibility of denial, the case should go to 
Tier 2, where adjudications would involve a more detailed interview. Although 
there would still be a significant number of issuances, there would be notes in 
the file about any issues that needed to be resolved. Cases contemplated for 
denial would be referred to Tier 3, which would primarily issue denials and 
document those denials for internal review and appeal purposes. All tiers would 
be subject to a rigorous internal review process by midlevel officers. 

A three-tiered system would be rational and transparent. It would also help 
to organize data for the purpose of developing machine-assisted analysis. Such 
analysis would be useful for Congress in considering legislation to establish a 
visa appeals process.154 In the interim, Congress and the courts should disman-
tle the doctrine of consular nonreviewability and empower CA supervisors to 
review, alter, or reverse decisions by junior officers. 
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chapter 9: INterNatIoNal  
INFormatIoN sharINg aNd prIvacy

Policy Preview: The Department of Homeland Security (DHS) recognizes inter-
national information sharing as essential to civil security, including mobility security. 
Further progress with allies in shared surveillance as well as in the use and transfer of 
information will only come with a mutually agreed upon strengthening of privacy and 
data-security protections. DHS and the State Department should make it a prior-
ity to complete the binding transatlantic framework agreement on privacy for which 
they have laid a foundation through the DHS-European Union High Level Contact 
Group (HLCG). They should also develop a long-term plan for a broader mobility-
related information-sharing program, seek to update US privacy law to cover non-US 
persons, and work with other departments to establish a uniform US framework and 
coordination point for bilateral and multilateral information-sharing negotiations sup-
porting civil security. Overcoming transatlantic privacy and data-security disputes and 
deficiencies of law, including with Canada, is one way to build a broader and deeper 
civil security alliance. 

The new importance of information sharing marks the transition from seeing 
developed-country borders primarily as avenues for legal or illegal labor move-
ment to seeing them also as vectors of risk and locations for civil security.155 
While information sharing became a pivotal element of securing mobility 
channels because of terrorism, three other trends made it inevitable: new pre-
ventive law-enforcement strategies aided by information technology (IT), the 
increased volume of mobility, and the market’s push for seamless international 
travel. 

Just as there is a new domestic focus on information sharing, a new transatlan-
tic mobility diplomacy has emerged to formalize and expand intelligence and 
information-sharing relationships, including relating to mobility. The informa-
tion must be shared by governments with other governments, by airlines with 
governments based on information submitted by their customers, and by travel-
ers with governments pursuant to travel and immigration laws. 

Information-sharing discussions have mostly focused on sharing the identities 
of known and suspected terrorists and other dangerous travelers. They have 
also focused on sharing information on lost and stolen passports. Other mobil-
ity-related information that may need to be shared systematically involves: 
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•	 Terrorist	travel	histories
•	 Known	and	suspected	criminals
•	 Abducted	and	missing	persons
•	 Human-trafficking	organizations	(HTOs)	and	human-smuggling	organiza-

tions (HSOs) 
•	 Biometric	information	concerning	refugee	and	asylee	claims
•	 Identities	of	overflying	passengers
•	 Identities	of	particular	groups	traveling	to	terrorist	safe	havens	or	war	zones
•	 Biographic	and	biometric	information	on	visa	applicants	to	a	particular	

country156 

Transatlantic Mobility Information-Sharing  
Agreements

Transatlantic information sharing has advanced significantly as a result of asser-
tive US leadership and a common US-EU interest in countering terrorist groups 
and in ensuring orderly and efficient travel channels. Information-sharing 
agreements can be unilateral, bilateral, regional, multilateral, and international. 
The United States’ deepest information-sharing relationships are with the Five 
Country Conference (5CC, the United States, Canada, the United Kingdom, 
Australia, and New Zealand), certain EU Member States, and a few other coun-
tries. The most significant technical advances in information sharing involve 
lost and stolen passports and have been made among English-speaking nations. 
Box 9.1 lists transatlantic agreements that authorize the transfer of information 
relating to the movement of terrorists, criminals, or passengers.

Box 9.1 Major Mobility-Related Information-Sharing Agreements

Information about terrorists and criminals
• US bilateral agreements with 16 countries to share terrorist and criminal identity 

information, negotiated pursuant to Homeland Security Presidential Directive 6 
(2003–present)

• Agreement on Data Exchange on suspected terrorists and criminals (2008), with 
Germany and 12 other EU countries, comparable to the Prüm Treaty among 
Belgium, Germany, Spain, France, Luxembourg, the Netherlands, and Austria 
(2005)
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Criminal investigative and relevant administrative information
• US-Europol (2001 and 2002) and US-Eurojust (2006) agreements among law-

enforcement and criminal-justice agencies governing data exchange
• US-EU agreement governing mutual legal assistance (2003), pending EU-wide 

ratification, establishing a legal basis for joint investigations as well as the shar-
ing of traveler and other mobility information for criminal investigative purposes 

Information about lost and stolen passports
• Interpol General Secretariat (IPSG)–National Central Bureau (NCB) agreements 

that allow national law-enforcement officers to check travel documents against 
Interpol’s Stolen and Lost Travel Document (SLTD) database

• The Regional Mobility Alert System (RMAS) among Australia, the United States, 
and New Zealand and open to other countries, on lost and stolen passports. US 
participation in RMAS is formalized by a memorandum of understanding. 

Information about refugee and asylum applicants
• The High Value Data Sharing Protocol within the 5CC to share biometric finger-

print information of foreign criminals and asylum seekers as a means of prevent-
ing fraud.157 

Information about all travelers
• US Visa Waiver Program (VWP) agreements with 34 countries (1986–present);
• EU-US agreement on the processing and transfer of Passenger Name Record 

(PNR) data by air carriers to the DHS (2007) and the agreement between the 
European Community (EC) and Canada (2005) on the processing of Advance 
Passenger Information (API) and PNR data. 

Information about registered travelers
• The Fast Low Risk Universal Crossing (FLUX) alliance between the United 

States and the Netherlands (2008), an agreement between the United States 
and the United Kingdom (2008) initiating an international expedited-traveler pro-
gram based on mutual access to registered travel information. This program is 
expected to incorporate other existing bilateral programs, i.e. Sentri and Nexus.

Source: DHS; Interpol; Asia-Pacific Economic Cooperation (APEC) Business Mobility Group. 

Box 9.1 (cont.)
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Several of these agreements are relevant to other aspects of counterterrorism 
and crime control. However, almost all of them were negotiated with the needs 
of mobility-related agencies taken into consideration. 

US conflict with Canada and the European Union over privacy and data-pro-
tection standards has proven an obstacle to progress on information sharing. 
While it is not clear how much the European and US publics understand or 
care about privacy and data security, in fact, these issues are critical to people’s 
confidence that mobility-security strategies honor democratic and human rights 
norms. Ultimately all information-sharing arenas have to be based on laws that 
protect privacy and provide appropriate ways to vindicate rights. 

This chapter discusses the state of negotiations in three arenas: terrorist and 
criminal identities lists (watchlists), passport information, and passenger 
information. 

Terrorist and Criminal Identities Information 
(Watchlists)

The highest-priority initiative for formal international agreements relating to 
terrorist mobility is the program to share biographic and biometric information 
about known and suspected terrorist identities. Since 2003 the United States 
has concluded 16 agreements with foreign governments to share terrorist-iden-
tity information.158 The Department of State (DOS) leads these negotiations, 
with a team that includes representatives from the intelligence community, 
and the Departments of Justice (DOJ) and DHS. 

Lost and Stolen Passports: Interpol and APEC  
Regional Movement Alert System

Terrorists and criminals use lost and stolen passports to hide their identities 
and travel histories. The United States participates in information sharing 
about lost and stolen passports bilaterally, through Interpol, and through a pilot 
information-sharing program sponsored by the APEC group called RMAS. 

Interpol created the SLTD database in 2002. The Interpol partnership regularly 
produces five or more cases of fraud per month that would not have been iden-
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tified without the system.159 The European Union obligates all of its Member 
States to submit information on lost and stolen passports to Interpol in addi-
tion to their respective national databases and to the EU Schengen Informa-
tion System. 

The Regional Movement Alert System (RMAS)
While APEC has endorsed the Interpol program,160 it has experimented with 
a different system, RMAS. The system was first piloted in 2005 by the United 
States and Australia and was joined by New Zealand in 2006. 

RMAS allows participating countries to query each other’s databases, thereby 
exchanging information in real time without storing data in a shared central da-
tabase. Instead, a RMAS broker acts as a switchboard for directing information 
requests and their responses to and from the relevant officials at the border. 

APEC’s goal is to standardize the process of requesting information on travel 
documents across the region. RMAS is memorialized in a bilateral memoran-
dum of understanding with individual states. In principle, either a bilateral or 
multilateral approach is acceptable, but in practice bilateral arrangements have 
proven more achievable than multilateral arrangements because it is less com-
plicated to work out issues with one partner rather than multiple partners. 

DOJ, DHS, DOS, and Congress should continue to promote, support, and 
use the Interpol program. Not only is the program accessible to a wide range 
of countries, but there is an infrastructure for its dissemination, and its inter-
national governance structure attracts political support, including from the 
United Nations (UN). The RMAS approach should be considered as a pos-
sible solution for the exchange of lost and stolen passport information in the 
transatlantic region. 

Information about Travelers

Because terrorist movement draws on a network made up of links among travel-
ers, travel-document agencies, reservation systems, travel agents and transpor-
tation companies, and border inspectors, the United States has an active set of 
programs to obtain biographical and biometric information about travelers as a 
means of attempting to detect threats. Other governments are beginning to fol-
low suit, including Japan, the European Union, Mexico, and Canada.161 There 
are multiple purposes for collecting information from travelers: identity verifi-
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cation, terrorist and criminal checks, mobility-law compliance, investigations, 
individual risk analysis, dynamic system improvements, and deterrence. Given 
the adaptability of terrorists, it is of paramount importance to use preventive 
intelligence to make systemic security improvements. 

After September 11, 2001, the United States expanded the information it 
required airline companies to submit to it as a condition for entering US air-
space. There are two primary airline data sets and systems: Advance Passenger 
Information (API) and Passenger Name Record (PNR). The Enhanced Border 
Security and Visa Entry Reform Act of 2002 required airlines to submit API 
data prior to their departure from a foreign country or arrival in the United 
States.162 The reason for the change was to enable authorities to make a “no-
fly” decision about individual passengers. API contains information that is 
encoded in the machine-readable zone of passports, including the number and 
type of travel document, nationality, full name, and date of birth. 

PNR data were first collected by airline companies in the late 1950s to pro-
cess international travel requests and reservations via a central computer 
reservation system. After 9/11, the United States passed the US Aviation and 
Transportation Security Act that made the US Customs and Border Protec-
tion (CBP) responsible for collecting, transferring, and retaining PNRs “for 
the purposes of preventing and combating terrorism and other serious criminal 
offenses that are transnational in nature”163 and in order to facilitate bona fide 
travel. CBP collects information from airlines on all passengers traveling to, 
from, or through the United States, including US citizens. PNR data contains 
all the passenger information that booking agents and airlines need to process 
reservations. It is stored in interlinked global airline reservations systems (also 
known as global distribution systems) including Sabre, Amadeus, Galileo, and 
Worldspan. 

According to internationally set standards, PNR fields, at a minimum, must 
include: the name of the passenger(s), itinerary or routing, the name of the 
individual making the reservation, a phone contact, and ticketing informa-
tion such as a ticket number or the date by which the ticket must be issued.164 
Airlines may add supplemental information to the PNR in the special service 
request (SSR), other service information (OSI), or other remarks categories. 
Supplementary data may include a passenger’s special dietary requirements, 
information on unaccompanied travel of minors, frequent flyer information, as 
well as requests for assistance at airports and on aircrafts.165 
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Impact of the Conflict over Privacy/Data  
Security Standards 

The failure to agree upon a viable transatlantic privacy standard has signifi-
cantly impeded information-sharing negotiations, with the following ramifica-
tions. First, privacy standards are the key hurdle to forging new agreements on 
sharing terrorism-related information. Second, agreeing on privacy standards 
is a key hurdle to renegotiating visa-waiver travel partnerships with European 
countries that are already in the VWP but are slated for review and renewal. 
Third, privacy standards can sometimes be a barrier to DHS being able to share 
investigative and intelligence information with EU Member States when a 
third country is involved. Fourth, lack of agreement over privacy standards is 
an obstacle to expanding the categories of mobility-related information that 
the United States and EU Member States exchange systematically. Fifth, CBP 
is encountering difficulties in collaborating with other countries to expand 
the nascent registered-traveler system, FLUX. In order to “certify” a registered 
traveler to another country’s border authorities, there has to be some access 
to underlying data for verification (registered-traveler systems are discussed 
further in chapter 10). Sixth, lack of agreement over privacy rights is a factor 
in the failure of the United States and Canada to complete an innovative pre-
clearance agreement that would make border crossing more efficient for both 
countries. Preclearance agreements elsewhere will not be possible absent an 
agreement over privacy rights (US-Canada preclearance is discussed in chap-
ter 12). Seventh, the lack of a privacy agreement has led to a hodge-podge of 
information-sharing agreements, including a US-EU agreement, a US-Canada 
agreement, and a Canada-EU PNR agreement. Eighth, the dispute over privacy 
and data-security issues relating to information sharing is crowding out diplo-
matic exchange on broader mobility policy issues where transatlantic interests 
are at stake, for example, problem solving concerning exit controls, select visa 
categories, immigrant integration, refugees and asylum seekers, and mobil-
ity-security-related development assistance. Ninth, the transatlantic privacy 
standard stalemate is placing international institutions like Interpol and the 
International Civil Aviation Organization (ICAO) at the center of transatlan-
tic controversy. Tenth, the PNR agreement itself may be reopened under the 
new governance arrangements adopted by the European Union in the Lisbon 
accords. The United States and the European Union have signed three PNR 
agreements — an initial agreement in May 2004, an interim agreement in Oc-
tober 2006, and the current one, valid until 2014, in July 2007. Disputes about 
how to protect individual privacy have sparked these successive agreements.166 
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Key Issues in the Transatlantic Dispute over  
Mobility-Related Data Protections
 
While the United States pursues terrorist-related information bilaterally, EU 
Member States are bound by EU law. Therefore, it ultimately makes sense for 
the United States to form an umbrella privacy agreement of some kind with 
the European Union as a whole. An agreement could also cover other nations 
with which the United States has close, expanding arrangements for sharing 
unclassified information about travelers, refugees, asylum seekers, and visa ap-
plicants. In June 2008, the EU-US HLCG on information sharing and privacy 
and personal data protection agreed on a set of 12 common principles concern-
ing mobility-related privacy protections. One subject is outstanding: the scope 
and institutionalization of the right of individuals to obtain redress for flaws 
and failures in the collection and use of information about them. In November 
2009 the United States and European Union agreed on data-sharing principles 
in the area of justice, freedom, and security (a key EU policy area), supposedly 
having worked out the outstanding issues that HLCG laid out in 2008.

While the European Union claims that all individuals have a right to redress 
regardless of nationality, the United States asserts that its constitution permits 
differential treatment of nationals versus nonnationals.167 DHS has agreed that 
as a matter of policy it will provide certain redress mechanisms for watchlist 
misidentification issues as well as for problems encountered during screening 
and boarding procedures at ports of entry for non-US persons. This policy af-
fords foreigners access to records and amendment rights, but not the four causes 
of civil action available to US persons, which include monetary damages.168 

Also, the European Union asserts that adequate redress is not possible absent 
an independent data supervisor with authority to probe into commercial and 
government settings to determine compliance and to advocate on behalf of in-
dividuals. The United States does not have or recognize the need for a wholly 
independent privacy supervisory authority. However, US agencies have their 
own redress procedures, such as the DHS Traveler Redress Inquiry Program 
(TRIP), under which all individuals, including non-US citizens, can seek lim-
ited redress.169 Among other sources of consternation in Europe is the period of 
retention of personal information under US policy, especially of people not sus-
pected of anything. The EU standard is 24 hours. Under the PNR agreement, 
the United States can retain information that would be stored for 15 years in 
active and dormant files. 
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One key to resolving these differences is to acknowledge the complexity and 
dynamism of privacy and data-protection law on both sides of the Atlantic. 
EU data-protection standards are constitutional in nature and interpreted by 
EU judicial process. Privacy is recognized as a human right in the 1950 Eu-
ropean Convention for the Protection of Human Rights and the EU Charter 
of Fundamental Rights (2000). Data-protection laws applicable to public and 
commercial information about these subjects include the EC Directive 95/46 
on the protection of personal data (1995) (known as the Privacy Directive); 
the E-privacy Directive (2002); and the Council of Europe Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data 
(1981). 

EU privacy standards did not apply to criminal justice matters, including mo-
bility security issues, until December 2008 when the European Union adopted 
the Council Framework Decision on the protection of personal data processed 
in the framework of police and judicial cooperation in criminal matters (Data 
Protection Framework Decision or DPFD). This agreement is intended to be 
implemented by EU Member States by 2010. 

In the absence of DPFD, privacy and data-protection provisions have had to 
be negotiated separately. Under both sets of EU privacy standards, every EU 
Member State also has its own laws and methods of implementation and en-
forcement. The European Union has an independent European data protection 
supervisor that reports to the European Parliament. Each Member State also 
appoints a national data-protection authority (DPA). These entities, usually 
known as supervisory authorities, have some ability to intervene on behalf 
of aggrieved citizens by investigating claims. Most importantly, citizens from 
outside the European Union have the same privacy rights and redress opportu-
nities as do EU citizens, including access to judicial review. 

The US constitution does not explicitly recognize a right of privacy. Although 
the First and Fifth Amendments, and especially the Fourth Amendment right 
against unreasonable search and seizure, provide some protection, privacy is 
understood primarily as a common law and statutory right, not a human right. 
The linchpin statute is the Privacy Act of 1974, aimed at protecting Americans 
against the type of abuses perpetrated during Watergate. Other statutes apply 
under particular circumstances, for example, the Electronic Communications 
Privacy Act, the E-Government Act, and the Freedom of Information Act. 
States also have their own privacy laws. 
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The United States has a variety of privacy and data-security monitors within 
the executive branch. Authorities include the director of the Office of Man-
agement and Budget, chief privacy officers within federal agencies especially 
within DHS, and a civil liberties protection officer in the Directorate of Na-
tional Intelligence (DNI). 

Non-US persons have a right of action under the Freedom of Information Act 
(limited by that act’s exemption for law-enforcement and national security 
information), but do not have a right of action under the nation’s primary 
privacy law, the 1974 Privacy Act.170 

The main form of redress that DHS is publicizing is its TRIP program. TRIP is 
administered by DHS’s Transportation Security Administration (TSA). “Re-
dress” in the TRIP context means that travelers may submit an inquiry for the 
purpose of ensuring that government records are accurate and are shared among 
all DHS screening programs in accordance with the law and DHS regulations. 
The Terrorist Screening Center (TSC) is a key reviewer of TRIP applications 
where the terrorist watchlist is involved. While the minimal available data sug-
gest that the TRIP and Primary Lookout Override (PLOR) redress systems are 
having some positive impact, their success is not yet assured. Even some federal 
air marshals have not been able to get false positives overridden.171 According 
to CBP frontline officers, TRIP remains a work in progress.172 However well 
TRIP works as a single point of inquiry for travelers, its value is limited because 
it does not permit judicial remedies for non-US persons.173 According to the 
DHS Office of Inspector General, TRIP fails to affect the travel experiences 
of individuals seeking redress, does not allow independent review of petitions, 
and does not share information on redress case results.174 TRIP represents a 
good beginning, but it is not the necessary legislatively established comprehen-
sive redress mechanism. The challenge is how to design a process that satisfies 
individual rights without tipping off terrorists. TSC, through TRIP, receives 
hundreds of queries from terrorists who are checking to see if they appear on 
the watchlist and can be removed from it.175
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Channels for Advancing a Transatlantic Mobility- 
Related Privacy Framework 

In addition to US bilateral discussions with Canada, there are several core 
channels through which transatlantic information sharing relating to mobility 
are being discussed: DOS-led bilateral, terrorism-related information-shar-
ing negotiations; DHS-led bilateral, visa-waiver reviews and negotiations; the 
US-EU HLCG, led in the United States by DHS and US-EU negotiations over 
the new Mutual Legal Assistance and Extradition Treaties (MLAT), led in the 
United States by DOJ; the Committee of the Council of Europe and the largely 
European International Conference of Data Protection and Privacy Commis-
sioners (ICDPPC), in which the United States participates only as an observer; 
and the multilateral Organization for Economic Cooperation and Development 
(OECD), in which the United States and 29 other countries with advanced 
economies participate. 
 
Terrorist Identity-Sharing Negotiations and the Role of the State Department 
The DOS Consular Affairs (CA) Bureau has the lead in negotiating Homeland 
Security Presidential Directive 6 (HSPD-6) agreements on behalf of the US 
government, backed by DOJ and DHS, and the intelligence agencies. Congress 
should establish legislative authority for the DOS to continue negotiating new 
terrorist-identities-sharing agreements, in consultation with the DOJ, DHS, 
and the DNI, Central Intelligence Agency (CIA), and National Counterter-
rorism Center (NCTC). 

Global negotiations by DOS over terrorist identity information sharing have to 
be coordinated with the DHS-State negotiation of visa-free travel agreements 
in order to fulfill Congress’s mandate in the Secure Travel and Counterterror-
ism Partnership Act of 2007. The implementing recommendations of the 9/11 
Commission Act of 2007 (H.R.1) required that terrorist identity information 
sharing be considered in renewal of VWP participation. 

More thought needs to be given to how information-sharing negotiations are 
handled. Congress should establish a senior policy position within DOS with 
authority over global information sharing and privacy protection within the 
department. Congress should also address the question of how to achieve a 
coordinated and strategically directed US approach to all information-shar-
ing agreements, encompassing law enforcement, terrorist financing, container 
security, commercial transactions, and public health. The compartmental-
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ized approach to negotiations means that the different agencies that conduct 
such negotiations have ended up with quite different results.176 The European 
Union, on the other hand, has the advantage of a consolidated position. To 
meet the urgent need to achieve and implement a common US position con-
cerning transatlantic information sharing, the United States needs a central 
authority for privacy policy. 

The US-EU High Level Contact Group
The mission of HLCG, which began its work in 2006, was to develop a set 
of common principles on the protection of privacy and personal data in the 
context of mobility-related information sharing that the European Union and 
the United States could agree upon despite differing legal regimes and histori-
cal contexts. HLCG has been a crucial forum that potentially serves either as 
the core or predecessor group for negotiations to establish the necessary legal 
framework for all information sharing across the US government with the 
European Union, and potentially with other state and regional entities.177 The 
homeland security secretary represents the United States.

The DOJ-EU Mutual Legal Assistance Agreement Negotiations
The European Union and DOJ in 2003 successfully negotiated what might 
accurately be characterized as a revolutionary new US-EU MLAT in criminal 
matters.178 In October 2009, the United States and European Union ex-
changed instruments on the treaty,179 which will likely take effect in 2010.

Two aspects of the US-EU MLAT are particularly notable and have significant 
direct implications for mobility security. First, signatory states may establish 
joint investigative teams. This fuses US investigators and their counterparts 
in EU Member States into a single, integrated task force operating under one 
state’s criminal law. The linkage is absolute; if an individual is prosecuted over-
seas, he will be protected by the double jeopardy clause of the US Constitution 
from prosecution in the United States. Such investigative teams are critical 
for effectively suppressing global HSOs and HTOs. Second, the agreement 
extends to “national administrative authorities.” This means that regulatory 
and administrative agencies with the authority to make criminal referrals to 
law-enforcement agencies will be able to use the MLAT to gather information 
in connection with their investigations. Such agencies include the CA, CBP, 
and US Citizenship and Immigration Services (USCIS), as well as the vari-
ous transportation agencies.180 This treaty will become central to the US-EU 
mobility security relationship for years to come. 
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The Council of Europe’s Section 108 Consultative Committee 
(pursuant to Chapter V of the 1981 Convention for the Protection of Individu-
als with regard to Automatic Processing of Personal Data) and the Internation-
al Conference of Data Protection and Privacy Commissioners (ICDPPC) 
EU privacy policy is guided by two bodies. The Council of Europe’s Consulta-
tive Committee concerning data protection is composed of representatives and 
deputy representatives of parties to the convention, and observers admitted by 
decision of the Committee of Ministers, following consultation with the Par-
liamentary Assembly. It makes proposals to facilitate, improve, or amend the 
application of the 1981 Convention for the Protection of Individuals with 
regard to automatic processing of personal data and to offer opinions on its ap-
plication.

The ICDPPC is an influential policy-developing body in the arena of privacy 
and data security that convenes government and private-sector privacy officials 
to advance dialogue and propose new standards. ICDPPC began as an all-Eu-
ropean organization in 1978. However, it has since evolved to include non-EU 
Member States, Slovenia, Burkina Faso, and Argentina. Observer status has 
been granted to Mexico and Japan, as well as in the United States to DHS and 
the Federal Trade Commission (FTC). These observer nations have not been 
formally admitted due to their democracies’ failure to establish a data supervi-
sory authority with sufficient independence from the executive branch to meet 
ICDPPC charter requirements.181 

Because ICDPPC convenes data and privacy officials from throughout the world 
and is a leading forum on privacy and data security, it is important for US views 
to be represented and considered in the discussions. US data-security experts 
should be included as participants in light of the practical impact of US views.182

Without full membership, the United States will not be able to participate 
formally in the series of meetings that follow up on ICDPPC’s Strasbourg 
Resolution calling on the United Nations to create a binding international 
convention on data-protection standards. DHS and DOS should ensure that 
the United States participates fully in the UN-related processes, and press for 
admission of the United States into ICDPPC. 

The Organization for Economic Cooperation and Development
OECD, the first international organization to develop and issue privacy guide-
lines, is opening up its influential 1980 Principles for renewed dialogue.183 The 
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United States ought to take the OECD discussions seriously and fully partici-
pate in them, with a government wide set of positions approved by the White 
House Office of Management and Budget (OMB). 

Recommendations for Next Steps to Resolve the 
Transatlantic Privacy Dispute

Several points are relevant to keeping the US-EU dialogue productive. First, 
it should be acknowledged that privacy law has not kept abreast of changes in 
IT, business practice, or criminal threats. Current privacy law and policy are 
widely regarded as inadequate by experts, many with substantial government 
experience.184 

US advisory groups’ critiques are extensive, deep, and significant. With respect 
to government use of information, they make recommendations concerning 
such fundamental issues as the need to strengthen oversight and redress mecha-
nisms, the need to regulate transfers to third parties, and the need to establish 
privacy rules for the use of commercially sourced data and for the machine-aid-
ed reading of bulk data (i.e., use of algorithms). From the traveler’s perspective, 
privacy statutes typically make exceptions for law-enforcement and intelligence 
information, putting actual redress out of reach in many circumstances. There 
is also agreement that privacy notices need to be improved, and that there 
needs to be a more uniform set of rules and a central privacy authority in the 
federal government. 

Most importantly, as one pair of commentators has written, “the basic prem-
ise of classifying data according to the status of the person (as a US person 
or a non-US person) or location of collection (within or without the United 
States) is problematic in today’s interconnected, globalized environment. 
Updating these categorizations would benefit US interests as much as European 
ones.”185 

Criticisms within Europe of the European system of protecting privacy are no 
less sweeping. A recent study by Rand Europe has suggested that the entire EU 
Privacy Directive needs to be rethought.186 A basic theme of the report is that 
the EU data-protection framework has to be restructured in order to provide de 
facto — as opposed to de jure — redress for individuals. This report is particu-
larly critical about EU attitudes toward making privacy agreements with third 
countries, noting that “[d]e facto, the test being applied to third countries is not 
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an adequacy test, but an equivalence (i.e. transposition) test.”187 The report 
also noted that processes for notifying the public about changes in the handling 
of personal information that affect them and the role of the data-protection 
authorities in accountability and enforcement are inconsistent and ineffective. 
 
Canadian privacy practice and law is also a work in progress. Canada’s legal 
privacy-protection regime more closely resembles that of the European Union 
than it does that of the United States. Canada has two federal privacy laws: 
the Privacy Act (1983) and the Personal Information Protection and Elec-
tronic Documents Act (2000). Each of its provinces and territories has its own 
privacy legislation on the collection, use, and disclosure of personal informa-
tion held by government agencies. Like the European Union, Canada has an 
independent federal privacy authority in addition to provincial and territorial 
privacy commissioners. 

Given the substantial challenges to privacy law and practice on both sides of 
the Atlantic, it is obvious that no party has a monopoly on best practices. An 
exchange of ideas about the different systems and a policy of mutual accommo-
dation would help in upcoming negotiations on privacy issues. 

Due to legal changes under the Lisbon treaty, which grants the European 
Union and its Parliament more authority over security-related matters, the 
European Union is in a state of constitutional flux. For this reason, the Euro-
pean Union is not in a position to insist on its current approaches being the 
last word. Whichever directions EU and US legislation and privacy governance 
take, any binding agreement must have built-in opportunities for adjustment 
that will make them responsive to new technologies. 

The European Union also should take note that on the US side, there is an im-
petus for updating US privacy laws. As mentioned above, there is great concern 
about the fact that the 1974 Privacy Act does not adequately address the issues 
raised by the explosion of information practices and surveillance techniques 
that has occurred since the passage of the 1974 legislation.188 

Meanwhile, all parties should remember that the OECD privacy principles, 
APEC principles, and the 1990 UN resolution on computer privacy do not 
require a specific structure for a privacy or accountability entity. A respectful 
mutual recognition of this fact would reflect the kind of comity that ought to 
characterize US-EU relations. The most important objective, on which both 



260        SecurIng Human mobIlIty

North Americans and Europeans agree, is to have effective accountability, 
transparency, and appeals for information sharing among governments. 

US Government Actions

The US government can take several steps that would help contribute to the 
success of negotiations on a set of transatlantic privacy principles. 

First, DHS should focus with DOJ and DOS on working with their European 
counterparts to implement the US-EU MLAT agreement. The MLAT pro-
vides an important opportunity for deepening information sharing in critical 
areas of mobility security including counterterrorism and countering human 
trafficking and smuggling. Its privacy provisions will provide a testing ground 
and allow the practical experience to fuel negotiations for a binding interna-
tional agreement that builds on the now-agreed-upon common principles for 
US-EU sharing of information for law-enforcement purposes. In addition, the 
US-EU MLAT will serve as a model for a comparable agreement within North 
America. 

Second, DHS should provide Congress, EU bodies, and publics on both sides of 
the Atlantic with a well-explained account of the benefits of traveler personal 
information for crime control and counterterrorism. Annual reporting require-
ments on mobility security measures need to be developed to demonstrate that 
PNR and API programs are effective and can vindicate individual privacy 
interests. 

Third, DHS should continue to improve TRIP and there should be an inter-
agency process for ensuring that effective fixes are carried through the entire 
federal watchlist system, especially at TSC. 

Fourth, the HLCG Common Principles group should include DOS participa-
tion at a senior level. Making a senior DOS official the department’s focal 
point for international privacy policy could provide important support and 
cohesion to negotiations that potentially encompass a wide range of depart-
ments and agencies. 

Fifth, US negotiators should enter negotiations armed with a far more detailed 
knowledge of the privacy laws and practices of the 27 EU Member States. The 
United States is currently in the position of defending its practices against criti-
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cisms based on what the European Union says, not on what countries actually 
do. Transatlantic negotiations should recognize that both sides’ privacy laws 
are in their early stages of development. 

Sixth, the United States should consider the EU model of having an inde-
pendent privacy office, a version of which has also been suggested as a model 
for privacy governance by GAO.189 An independent office could be especially 
useful in serving as a trusted third party to assess incidents in which sensitive 
or classified material is involved. The five-member Privacy and Civil Liberties 
Oversight Board mandated in the 2004 9/11 legislation may meet the level of 
independence and authority familiar to Europeans operating in a parliamentary 
system. This oversight board should be activated, and consideration should be 
given to its independence within an international context. 

Seventh, US privacy advocacy and human rights groups across the spectrum, 
and law professors should apprise themselves of transatlantic privacy and data-
security issues and factor them into ongoing discussions of proposals for updat-
ing US privacy laws. The United States needs to have its own debate on the 
applicability of privacy law to noncitizens. The United States has agreed to the 
principle that privacy is a human right in Article 12 of the Universal Declara-
tion of Human Rights and Article 17 of the International Covenant on Civil 
and Political Rights. These should be a foundation for any review. 

Eighth, US privacy laws should be updated, and a central point for privacy and 
data security policy coordination should be established. 

Toward International Standards? 

With the support of the European Union, ICAO, which develops international 
travel document standards, has proposed the adoption of international stan-
dards for PNR190 (discussed in greater detail in chapter 11).191 Especially from 
the perspectives of airlines and governments, an international information-
sharing agreement for PNR information is worth considering. However, this is 
premature absent an EU-wide standard and a US-EU agreement. Only three 
EU Member States — the United Kingdom, France, and Denmark — use PNR 
data for passenger screening. Although the European Union has announced an 
intention to develop an EU-wide system, the European Commission has not 
announced plans to build such a system.192 Indeed, national authorities can 
find themselves at odds with Brussels in incorporating PNR data into their lay-
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ered civil-security defenses.193 Nevertheless, as the PNR agreement continues 
to operate, DHS should seek to expand the parties to it and begin planning for 
an international standard. 

DHS is well on its way to consideration of a long-term vision for international 
mobility-related information sharing. This can be accomplished through a 
single transatlantic agreement covering all mobility-related information shar-
ing (allowing for national level variations as appropriate), sector-specific agree-
ments, or the incorporation of comprehensive information-sharing provisions 
in broader mobility security agreements. In the interim, it should be a crucial 
policy priority to complete the US-EU privacy and data-security framework 
agreement. 

Conclusion

Information sharing was invoked in the aftermath of 9/11 as a means to 
prevent future attacks and as an alternative to the tactics of US law-enforce-
ment agencies. An important lesson of the first post-9/11 phase of transatlantic 
discussion is that although information-sharing policy is conceptually straight-
forward, it is challenging to develop and implement. 

The United States needs to press forward on expanding information sharing to 
gain access to more passport and related civil-registry information in real time 
in order to strengthen visa-issuance and port-of-entry admission processes, as 
well as to complete more terrorist identity-sharing agreements. Expanded shar-
ing of information about certain refugee and asylum applications among the 
5CC may also prove beneficial and appropriate for extension to other coun-
tries. 

However, information sharing must be accompanied by adequate legal redress 
for foreign citizens and US travelers who are subject to myriad errors in the 
normal course of the operation of bureaucratic systems. Otherwise, friction will 
arise with allies and the US public may be reluctant to support further signifi-
cant investment in this process. 
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DHS and other US agencies working together must make a greater effort to ex-
plain privacy and data-security protections to the public. A good place to start 
would be the development of a periodic report setting forth the security and 
cost benefits of mobility-related information systems on which DHS and DOS 
currently rely to screen travelers and migrants. 

It is important to complete a legal transatlantic privacy and data-security agree-
ment. Implementation of the US-EU MLAT, including provisions for training, 
is also a critical next step. A transatlantic agreement, encompassing at least 
Canada, the United States, and the European Union would provide a solid 
foundation for broader multilateral information-sharing agreements to secure 
human movement. Before this effort begins in earnest, DHS and its partner 
agencies need to consider whether broad or sector-specific negotiations make 
more sense. 

Information sharing concerning mobility security and the privacy and data-
security foundations that support it have emerged as major dimensions of a 
transatlantic civil security alliance. It is not too soon to begin thinking about 
how the effort can be expanded to other VWP countries or other fora such as 
the G-20. 
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Section iv: Preventing life-
tHreatening, illegal, and 
uncontrolled movement

INtroductIoN

The third goal in securing human mobility should be to prevent dangerous, 
illegal, and uncontrolled movement. As discussed earlier in this volume, 

the first goal is to preempt and counter terrorists and criminals, focusing on 
immediate threats and risks. The second goal is to ensure the integrity of 
mobility infrastructure by seeking to optimize protective measures that ensure 
resilience in “steady-state” activities. To achieve the third goal, governments 
must seek to build global norms of the rule of law in mobility channels and 
to institutionalize new protective measures against terrorist and criminal 
exploitation of mobility channels. There also must be a reorientation of the 
underlying and long-term conditions, or upstream factors, that accompany or 
cause corruption of the mobility system. 

Despite its label, homeland security has an inextricable global dimension. As a 
result, the Department of Homeland Security (DHS) has a distinct, evolving 
international role. As many have explained, domestic law and international 
strategy have become merged in the age of risk. To counter terrorists and 
criminals, DHS must, among other things, field global investigative teams 
directed against human-trafficking organizations (HTOs) and human-
smuggling organizations (HSOs). And, to ensure the integrity of mobility 
infrastructure, DHS and its federal peers must negotiate with foreign partners 
concerning mobility-related information-sharing and privacy agreements.
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It is in meeting this third goal of preventing dangerous and exploitative 
movement of people that DHS’s international responsibilities are most 
visible. Border security and immigration enforcement emphasize US borders and 
enforcement efforts inside the United States. But by definition, illegal flows 
of people — whether terrorists, members of organized criminal enterprises, 
or migrants — move from one place to another. They may transit through 
a number of countries, adopt diverse travel tactics, and present multiple 
identities. Prevention of illegal entry into the United States can best and 
sometimes only take place outside the United States, at points of departure, 
and along transit routes. Thus the strategic framework of securing human 
movement incorporates critical relationships with governments and other 
organizations outside the United States. 

There is frequent reference in homeland security policy discourse to pushing 
the US borders out and setting up layers of border defense. These phrases do 
not, however, adequately capture US mobility security strategy. It is true that 
the US military in its foreign bases and maritime operations does in fact push 
out US border defenses throughout the world. But in the context of civilian 
movement of people, the United States cannot actually push its borders out; 
US boundaries are fixed and cannot be unilaterally breached. The metaphor 
of a layered defense is also of limited utility. The United States cannot simply 
establish a layer wherever it believes one is needed, because layers are 
invariably in other people’s countries. The military and intelligence officials 
may override these limitations; homeland security officials may not. As a result, 
DHS has to construct mutually beneficial agreements and promote collective 
action in order for the United States to secure human movement. 

As countries reconfigure relationships in the post–Cold War world, 
governments ally, in part, through rules that authorize access to different 
states and economies. For leading powers, greater access indicates wider, 
more productive friendships. Free markets depend on people’s ability to 
travel affordably, efficiently, and safely. Increased travel efficiency and access 
to other countries stimulates global economic growth and provides nations 
with a competitive advantage. It also promotes the well-being of individuals. 
Movement is recognized as a right, albeit a limited one, in the international 
treaties to which the United States is committed, and travel sanctions are a 
means of expressing solidarity and opprobrium. Mobility diplomacy matters 
because it offers governments important opportunities to safeguard citizens, 
spur economic growth, enhance individual freedom of movement, contain 
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travel and border infrastructure costs, constrain dangerous individuals, and 
pressure rogue states. 

Although many reflexively think of borders and the right to travel as 
something over which sovereign states have full authority, the United States 
has long participated in international agreements that recognize that no one 
sovereign authority has absolute control over the regulation of cross-border 
movement, including its own. Agreements set international rules about the 
terms, conditions, and infrastructure of international air and sea mobility. 
Since the September 11, 2001, attacks, the United States has been assertive 
in asking other countries to adopt regulations and approaches that comport 
with its own. Many countries and international institutions have responded 
with new or renewed declarations, standards, actions, foreign assistance, and 
structured discussions on various aspects of mobility security. 

Channels for Discussion and Cooperation 

Mobility security diplomacy is conducted in bilateral, regional, and multilateral 
arenas. The modes are government to government, government to individual, 
government to private-sector organization, and sometimes even private-sector 
organization to private-sector organization. 

Bilateral relations have historically provided the basis for the most detailed 
and effective agreements over access rules and they still shape most meaningful 
mobility security agreements. This is especially true for governments that share 
boundaries. But regional boundaries are becoming more important, including 
for travel and migration purposes. In addition to Canada and Mexico, the 
United States shares regional border interests with maritime neighboring states 
in the Caribbean and the seven Central American states. Within the European 
Union (EU), Member States have largely dismantled their national borders for 
travel purposes (although not yet for security purposes). The European Union 
shares maritime borders with the Maghreb countries across the Mediterranean. 
And regionally, the European Union, Organization of American States (OAS), 
Asia-Pacific Economic Cooperation (APEC) group, Association of Southeast 
Asian Nations (ASEAN), and other regional economic and political entities 
have formed new agreements relating to mobility security. 

Because threats to exploit global mobility systems pose collective challenges, 
they must be addressed on a global scale. Terrorism, transnational crime, airline 
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hijackings, piracy, and pandemics cannot be dealt with effectively without 
worldwide collaboration on travel and migration. For this reason, international 
cooperation on many mobility-related issues occurs through the United 
Nations (UN), its related institutions, and other multilateral institutions. 

Mobility security provisions may be the primary focus of international 
agreements or an integral piece of broader agreements. Thus, in the past 
decade, agreements about visa, travel, and refugee arrangements all have 
included enhanced security provisions. In agreements concerning passports, 
air and maritime transportation, mobility crimes, and bans on terrorist and 
other malefactor travel, the regulation of mobility has been the primary focus. 
A key question going forward is whether mobility security agreements should 
be stand-alone, combined with migration stabilization and development 
provisions, or form part of a larger civil security alliance structure. A related 
organizational question is the extent to which DHS, the Department of State 
(DOS), and the Department of Justice (DOJ), as well as the intelligence 
community and the military, should direct and manage mobility security 
relations. 

Section IV highlights three sets of international mobility security partnerships. 
Chapter 10 discusses visa-free travel and registered-traveler agreements. 
Chapter 11 describes US relations with developing countries and its leveraging 
of international institutions, and chapter 12 discusses managing boundaries 
with Canada and Mexico.
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chapter 10: mobIlIty  
securIty agreemeNts

Policy Preview: Mobility security agreements should become a pillar of larger civil 
security alliances. The United States should continue to bolster its mobility security 
partnership with the European Union (EU) by seeking to resolve the US-EU dispute 
over visa-waiver travel. Although security experts have repeatedly warned about 
vulnerabilities posed by the US Visa Waiver Program (VWP), the United States 
should continue to grow the program within a strengthened security framework. The 
registered-traveler program needs a formal and transparent structure as it moves from 
the pilot stage to permanent program. With the United States, Canada, the European 
Union, and the Asia-Pacific Economic Cooperation (APEC) countries moving to 
secure travel in different ways, the Department of Homeland Security (DHS) could 
convene a group to develop a vision of an interoperable multilateral travel system. 
A broader vision of mobility security will be required to achieve agreements with 
developing countries marked by large-scale illegal migration to the United States and/
or vulnerable to large-scale displacement of people. 

Mobility security agreements are international agreements that set the rules for 
mutual security in mobility channels. These agreements cover issues such as 
lost and stolen passports, illegal movement, visa-free travel, and an emerging 
registered-traveler network. Together with information-sharing agreements, 
mobility security partnerships are the basis for building multilateral civil security 
alliances against mobile terrorists, criminals, and other risks. As more countries 
enter mobility security arrangements, it will become more important to establish 
multilateral mechanisms to monitor them. This chapter assesses existing mobility 
security agreements and suggests how they should be expanded and developed. 

The border security–immigration enforcement paradigm implies that the United 
States can protect mobility channels unilaterally. Yet preventing exploitation and 
unlawful use of entry channels must necessarily be a joint endeavor.1 Nations that 
value the rule of law, human rights, and global markets should be natural partners 
to the United States in safeguarding global mobility channels.2 Countries rely on 
each other to certify the identity of travelers, verify their travel documents, and 
set and enforce standards for safe and orderly arrival and departure.

DHS is already beginning to take both a bilateral and multilateral approach 
to mobility security, as reflected by recent progress in information-sharing 
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agreements with the European Union and EU Member States, commitments to 
twice-yearly ministerial meetings with Canada, and an inaugural Quadrennial 
Homeland Security Review (QHSR).3 

The United States is party to four kinds of bilateral agreements that secure 
mobility channels. First, it has signed agreements with wealthy countries whose 
citizens can enter the United States for temporary periods without a visa, 
pursuant to the VWP. Second, US Customs and Border Protection (CBP) 
has a new initiative to foster a global registered-traveler system. This program 
speeds the processing of known, repeat, low-risk international travelers. For 
US travelers, this is the Global Entry System. Where there is a reciprocal 
program with another country, the registered-travel program becomes part of 
CBP’s pilot Fast Low Risk Universal Crossing (FLUX) Alliance. Third, under 
CBP’s Immigration Advisory Program (IAP), CBP and foreign counterparts 
reciprocally permit immigration inspectors to check travel documents of 
departing passengers destined for their respective countries.4 Fourth, the 
United States has negotiated agreements with Haiti and Cuba to mitigate the 
risk of uncontrolled mass movements. 

Both the visa-waiver agreements and the registered-traveler agreements 
are mobility security agreements that establish significant security-related 
standards that partner governments must meet.5 Both types of mobility security 
agreements primarily impact travelers and migrants at the high end of the 
income scale.

Visa-Free Travel 

Since the end of the Cold War, governments have increasingly established 
programs that allow foreigners to travel without undergoing passport or visa 
checks before crossing borders. The United States has four basic categories of 
access: 

•	 US	citizens	have	a	constitutional	right	to	enter	the	United	States	at	will
•	 Citizens	of	35	countries6 may enter the United States without a visitor visa, 

based on an inspection at a port of entry, but must obtain visas for work and 
other long-term purposes

•	 Canadians	do	not	require	a	visa
•	 Citizens	of	all	remaining	countries	require	a	visa	for	any	purpose	and	length	

of stay
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The degree to which governments use access as a diplomatic instrument 
varies. Visa-free access to the United States is first and foremost determined 
based on the bilateral relationship between the United States and the 
foreign government. Thus, nationality remains the threshold question for the 
availability for visa-free travel to the United States. This is not the case for 
all governments. Brazil, for example, has a universal visa, valid for two years, 
which must be used within 90 days of issuance; it does not vary by nationality 
in its applicability. Also, regional visa policies have led to the emergence of 
regional politics surrounding visa negotiations, notably between the European 
Union and states outside of it. 

Visa-free travel policies have been formulated on a regional basis in the European 
Union, the Schengen Area in Europe, the Common Travel Area of the United 
Kingdom and Ireland,7 the Caribbean Community, the Southern Common 
Market (MERCOSUR) in Latin America, the Trans-Tasmanian Travel 
Arrangement between Australia and New Zealand, and the Nordic Passport 
Union. US citizens can likewise travel visa free to any country that participates 
in the US VWP (based on reciprocity), such as Japan, France, and Brunei. 

Once the threshold question of nationality is satisfied, the United States fills in 
the specifics of duration of the consular visa and the number of stays associated 
with it largely based on the statutorily imposed principle of reciprocity  — that 
is, both countries agree to accord each other’s citizens comparable access 
benefits. The principle of reciprocity can be convoluted in its application 
and not always to the advantage of the United States. Until recently, US 
negotiations with other governments about lowering visa barriers were handled 
in bilateral channels, often by consular service to consular service, and were 
usually workmanlike discussions. As public expectations of access to countries 
rose, visa terms became an increasingly important economic and political issue 
for nations. And as new security issues were raised, Congress recognized the 
subject as a key civil security concern. 

Requirements to Enter the US Visa Waiver Program
The 9/11 attacks and the attempted 2004 attack by the so-called shoe bomber, 
Briton Richard Reid, demonstrated that the security assumptions underpinning 
the initial phase of the VWP (from 1986 to 2000) were outdated. During the 
first phase of visa-free travel expansion, the United States admitted countries 
to the program that: 
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•	 Extended	reciprocal	visa-free	travel	rights	to	citizens	of	countries	that	
granted such rights to US citizens traveling abroad

•	 Had	a	refusal	rate	of	less	than	3	percent	for	its	citizens	who	had	applied	for	
US business and tourism visas8

•	 Had	a	machine-readable	passport
•	 Satisfied	other	law-enforcement	and	security	requirements,	such	as	sharing	

information on blank and issued lost and stolen passports

These criteria largely remain in place. However, the Secure Travel and 
Counterterrorism Partnership Act of 20079 changed the terms of these 
requirements and strengthened the program as follows. 

Concerns related to unauthorized immigration. VWP candidates whose 
nationals are denied US tourist and business visas at rates of less than 3 percent 
are automatically considered for entry. Congress lowered the threshold for 
program participation by permitting nations with less than 10 percent visa-
refusal rates to be considered eligible if: (1) DHS has an air exit system which 
shows that 97 percent of its nationals have exited the United States from 
a US airport, (2) DHS has a fully operational Electronic System of Travel 
Authorization (ESTA), and (3) the VWP candidate country has met other 
security requirements (see below). 10 The statute also stipulates that if DHS 
does not have a biometric air exit system in place by July 1, 2009, its authority 
to waive the 10 percent visa-refusal-rate requirement would be suspended 
until it implemented such a system. The US Government Accountability 
Office (GAO), however, has concluded that having an air exit system that can 
verify the departure from the United States of 97 percent of foreign nationals 
does not help mitigate the risk of overstays from current and potential VWP 
countries. 

Under its current practice, DHS matches departure records, provided by 
airlines, of visitors leaving the United States to any prior arrivals to, status 
changes in, or prior departures from the United States. This methodology, 
unlike one that would match individuals’ arrival records to their departure 
records, does not offer information on overall or country-specific visa-overstay 
rates, which are essential to determining illegal immigration risks relating 
to the VWP.11 The 2007 law states that the secretaries of DHS and the 
Department of State (DOS) will jointly set a maximum visa overstay rate for 
countries participating in the program once an air exit system is in place. 



PreVentIng lIfe-tHreatenIng, Illegal, and uncontrolled moVement        285

Pretravel authorization for individuals. The most significant new requirement 
is that foreign travelers have to obtain pretravel authorization from CBP. As 
of January 12, 2009, individuals must submit traveler information through 
ESTA.12 Under ESTA, citizens traveling without visas submit — via a secure 
online connection — almost the same information prior to their travels as 
would otherwise be required upon their arrival.13 They may complete the ESTA 
form individually or through a third party such as a friend, relative, or travel 
agent. ESTA provides an instantaneous online response whether the individual 
is traveling without a visa or not.14 If approved, an ESTA authorization is valid 
for multiple entries over a two-year period or until the applicant’s passport 
expires, whichever comes first.15 Such an extended approval is possible because 
it is subject to recurrent vetting rather than point-in-time checking. Travel or 
entry eligibility can be revoked as soon as any new information that establishes 
ineligibility is placed in the database. In its pilot phase, between August 1, 
2008, and January 11, 2009, ESTA use resulted in examinations in less than 1 
percent of cases (0.41 percent) and a smaller rate of actual denials. The statute 
also requires travelers with passports issued on or after October 26, 2006, to 
obtain electronic passports that contain biographic information and a digital 
photograph.16 In its initial phase there has been no fee associated with ESTA.

Exit monitoring of individuals. Congress mandated an exit-monitoring system 
for foreign travelers in 1996. It further required that by June 30, 2009, DHS 
implement a biometric exit system able to track whether each individual 
entering the United States by air leaves within the permitted travel period. As 
an interim measure, before entering into any new visa-free travel agreements, 
DHS was required to verify the departure of 97 percent of foreign nationals 
who exited through an airport. Since DHS missed the June 30, 2009, deadline, 
no new countries were added to the VWP. 

Government mobility security cooperation. In order to maintain visa-free 
travel and lower visa barriers for additional countries, the United States 
raised the baseline travel-security requirements for partner governments. To 
participate, a country must already be cooperating with the United States on 
information sharing and counterterrorism initiatives, including prevention of 
terrorist travel. The program agreement with the United States must include 
a commitment to share information about travelers who represent a threat; 
to report information about the theft or loss of passports directly or through 
Interpol; and to readmit citizens, former citizens, or nationals when the United 
States seeks to deport them. Candidate governments must be able to satisfy 
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the homeland security secretary regarding their airport security standards, air 
marshal programs, travel-document security standards, information sharing 
regarding terrorist threats, and other counterterrorism collaboration. In 
addition, DHS must determine that the partnership will not compromise 
security or law-enforcement interests or compliance with US immigration laws. 
The Directorate of National Intelligence (DNI) must perform an independent 
intelligence assessment that evaluates whether the country’s participation in 
the US VWP would pose a threat to the United States. 

Regionalism as a Factor in Visa Diplomacy 

While political conflicts could reverse a trend toward open mobility, there has 
nonetheless been a long-term drive to expand visa-free travel and to lower visa 
barriers in other ways. One challenge has been to identify the fora in which to 
conduct the negotiations. 

The United States has feuded with the European Union over whether visa-
free travel should be determined bilaterally with Member States or with the 
European Union itself. Regionalism is the most important factor driving 
freedom of mobility, and the European Union is the prime example of that. Its 
formation has complicated US diplomacy and policymaking regarding mobility 
security because the United States has historically made decisions about visa-
free travel on a bilateral basis. The leaders of the Eastern Europe countries 
that joined the European Union in 2004 and 200717 argued that their citizens 
should be able to travel to the United States on equal terms with other US 
European allies. Their case for inclusion in the VWP was buttressed by their 
support for US military operations in Iraq and Afghanistan, the backing of US 
members of Congress with constituencies from these countries,18 concurrent 
discussions concerning missile defense placement in certain countries, and a 
pledge by President George W. Bush in November 2006 to expand the VWP.19

Nevertheless, a diplomatic dispute between the United States and the 
European Union erupted a year later because the United States insisted 
on bilateral negotiations with the Eastern European nations — running 
headlong into EU governance and structural issues. In the years after 9/11, EU 
governance evolved to make the European Commission (EC) a prominent 
player.20 Within the EU structure, movement of people is an EU arena of 
policy authority, but security remains under the purview of the Member State 
governments. The European Commission argued that because it handled 
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Passenger Name Record (PNR) negotiations with the United States, visa-free 
travel was also within its purview. From the US perspective, the European 
Commission was not a suitable negotiating partner because it exercised 
too little actual operational authority. The individual EU Member State 
governments retain authority to negotiate security matters; they possess the 
information that needs to be shared and can share it quickly. In the wake of 
accession to the European Union in 2004 by ten new countries and in 2007 by 
two more — and the negotiation of the PNR agreements in 2004, 2006, and 
2007 — the European Commission made visa-free travel an issue of its political 
sovereignty and constitutional integrity.

The lack of an equivalent security concern in Europe about visa-free travelers 
from the United States also reduced EU interest in the US-proposed security 
provisions. Difficult negotiations led to a deterioration of the level of trust, 
even eliciting accusations that the criteria for admission were being cooked. 
A low point came when the United States suddenly dropped Greece from the 
short list of countries to be admitted to the VWP in October 2008, despite 
having actively promoted an agreement in 2007 with Greece (which was 
the last of the pre-2004 accession EU Member States not yet admitted to the 
VWP). This decision was based on Greece’s rejection of the former Yugoslav 
Republic of Macedonia’s bid to enter NATO as long as it kept the name 
Macedonia.21 Notwithstanding the friction, the United States in 2008 signed 
preliminary memorandas of understanding (MOUs) permitting visa-free travel 
with 13 countries, finalizing agreements with eight of the 13.

The United States did not conclude mobility security agreements with five EU 
Member States: Greece, Cyprus, Poland, Bulgaria, and Romania.22 The Polish 
application to the US VWP, for example, was undermined in part by high levels 
of illegal immigration by Poles to the United States.23 Cyprus’s divided status 
deprives the United States of a negotiating partner for the security provisions of 
the agreement. Bulgaria and Romania will likely not be able to satisfy the law-
enforcement and security prerequisites for admission to the program. 

The admission of so many new countries prompted the European Commission 
and the Council of the European Union to take a more nuanced diplomatic 
approach. At the same time, the European Union continues to emphasize the 
principle of reciprocity according to which all EU Member States must be 
treated equally in matters regarding visa-free travel. The European Union was 
sharply critical of Canada’s 2009 decision to drop the Czech Republic from its 
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visa-waiver program due to a surge in applications for asylum from members of 
the Czech Roma. 

US Strategic Interests in Visa-Free Travel
The fact that the United States lowered visa barriers for citizens of eight 
additional countries in 2008 despite concerns about the potential for terrorist 
entry is a testament to the strategic importance of expanding human mobility. 
This statement by a senior DHS official captures the rising interest in national 
practices hitherto treated as entirely sovereign purviews: “Our goals are to 
ensure domestic practices in key partner nations are adequate to minimize 
risks posed to the United States and to jointly respond to the illicit movement 
of terrorists and criminals.”24 Visa-free travel agreements expand and protect 
the common global travel channels, providing new opportunities to law-
abiding individuals. By forming mobility security agreements that expand 
travel opportunities, the United States and its civil security allies enlarge the 
global sphere of economic freedom, democracy, and individual rights. They 
also demonstrate the greater appeal of societies that are open, democratic, and 
based on upholding individual rights.

US competitiveness is also at stake. Visa-free travel brings significant 
economic benefits. The global travel, tourism, and business environment is 
competitive. In 2007 US residents spent $104.7 billion in travel abroad ($76.2 
billion within foreign countries and $28.5 billion on airfares), up 5 percent 
from 2006.25 US travelers spent the most money in Mexico ($11.1 billion), 
the United Kingdom ($10.5 billion), Canada ($7.6 billion), Germany ($5.9 
billion), and Japan ($4.7 billion).26 In 2008 international visitors spent over 
than $142 billion on US travel and tourism-related goods and services.27 Not 
surprisingly, US business associations and all the major stakeholders in the 
aviation and tourism industries advocate for continued expansion of visa-free 
travel to the United States.28 

Emerging market states are also attractive places for foreign investment and 
trade. This is leading to pressure to reduce travel restrictions imposed by these 
countries as well, including in some cases for the complete waiver of all visa 
requirements. Mexico, for example, eliminated visa requirements for 46 new 
countries and territories between mid-January and early August 2009.29
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Comparing US Visa Restrictions Against  
Other Countries’

The competitiveness of the travel-dependent market makes it important to 
keep track of the scope of visa-free travel to other economies. As of January 
2010, the VWP allows nationals of 35 countries to enter the United States 
without obtaining a B-1 or B-2 visa for purposes of short-term business or 
tourist travel. Many travelers are reaping the advantages of lowered barriers to 
travel. Of the approximately 5.6 million business-related temporary admissions 
in 2008, slightly under half, 45.4 percent, arrived without pretravel visas.30 Of 
the 29.4 million tourists who came to the United States in fiscal year 2008, 
just over half, 51.3 percent, arrived from countries whose citizens did not 
require pretravel visas. But the United States has lowered its visa barriers for 
fewer countries than have nearly all its key partners. Among Western-style 
democracies, only Australia admits visa-free visitors from fewer countries 
(see table 10.1 for visa-free travel regimes by region). The difference mostly 
involves countries with high or potentially high illegal immigration rates to the 
United States. 
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The Future of Visa-Free Travel Agreements
As is shown in table 10.1, many governments with which the United States 
is developing mobility security standards are members of the North Atlantic 
Treaty Organization (NATO) and the Organization for Security and 
Cooperation in Europe (OSCE). These nations have committed to working 
directly against terror networks and to confronting states that safeguard, 
sponsor, or facilitate terrorism. Building new protections into common travel 
channels is an important dimension of that joint security agenda, in addition to 
sustaining economic competitiveness. However, NATO and OSCE are not the 
multilateral organizations most suitable to building a civil security alliance that 
incorporates mobility security as one of its dimensions. 

Going forward, it will become increasingly difficult and undesirable for the 
United States to exclude governments that are part of that counterterrorism 
alliance and that seek to collaborate more deeply to achieve visa-free travel 
protected by mobility security agreements. It will also be difficult to deny visa-
free travel to the nationals of governments that have substantial economic 
relationships with the United States. Some countries will not be eligible for 
visa-free travel due to foreign policy considerations, even where mobility 
security standards could be met. Other countries will represent important 
markets for the United States, but their governments will not be able to meet 
mobility security standards. Taiwan, for example, is a close US ally and has a 
market economy, but in considering an agreement with Taiwan, the United 
States must take into account its relationship to China.31 Israel would appear 
to be another good candidate for admission, but Israel’s security environment 
could complicate negotiations toward an agreement. 
 

An Interim Level of Access
Decisions to lower visa barriers will have to be made on a case-by-case basis, 
taking into account mobility security; economic interest; and a range of other 
security, human rights, and foreign policy criteria.

Some members of Congress want tougher program standards for the VWP. 
Senators Dianne Feinstein (D-CA) and Jon Kyl (R-AZ) introduced the 
Strengthening the Visa Waiver Program to Secure America Act on January 12, 
2009, to tighten requirements for entering into visa-free travel agreements.32 
Under this bill, governments would have to report lost and stolen passport 
information directly to the United States and to maintain a visa overstay rate of 
under 2 percent.33
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For countries that cannot meet US mobility security standards for visa-free 
travel, but whose markets are important and whose travelers do not pose a risk, 
the United States should consider an interim level of access. Some individuals, 
for example, could be permitted to travel as participants in CBP’s Global 
Entry trusted-traveler program and to use ESTA rather than being required to 
undergo the full visa process.

How to Move Forward 

DHS and DOS should renew the US commitment to this type of mobility 
security agreement and seek to conclude new agreements in due course. The 
following steps should be taken:

Downplay Politics
Policymakers should give priority to implementing the core mobility security 
provisions of visa-free travel agreements, namely the sharing of information on 
dangerous individuals and passports, and passport and airport security standards. 

Continue DHS-DOS Joint Decision Making
Mobility security agreements reflect a wide range of criteria and considerations, 
as the Taiwan example illustrates. For this reason, DHS and DOS must 
continue to share decision making about mobility security partnerships. 

Enter into an Agreement with the European Union 
The European Union has been highly cooperative with the United States on 
mobility security matters. The European Union has been a close and important 
partner with the United States in advancing document securitization; for 
example, joining the United States in supporting Interpol’s development of 
a clearinghouse for worldwide reports by countries of lost and stolen travel 
documents (discussed in chapter 11). Going forward, the transatlantic 
community has much to learn from collaborating in the migration and 
civil security arenas — from integration, asylum, and refugee issues to visa 
cooperation to facilitating intercompany transfers and cooperating on foreign 
assistance for border and mobility management. The United States should 
take a step toward the European Union to reduce unnecessary tensions 
and strengthen the civil security alliance. The United States could enter a 
bifurcated agreement with EU Member States and the European Commission 
reflecting the current allocation of authority between EU central authorities 
and Member States. Specifically:
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•	 The	United	States	should	acknowledge	that	the	European	Union	is	the	
authority for repatriation and readmission. Since the European Union is 
a single borderless entity for purposes of residence and labor, treating it as 
such for purposes of repatriation and readmission would be appropriate and 
potentially afford the United States more options in the event of the need 
to repatriate an EU citizen.

•	 The	European	Union	should	not	be	treated	as	one	entity	for	the	purpose	of	
meeting mobility security standards that only Member State governments 
have the authority or are able to address. For example, the United States 
would be able to enter into a mobility security agreement with Poland as 
long as the government of Poland could meet the requisite mobility secu-
rity standards and as long as the overall visa overstay rate for the European 
Union is below the overstay rate determined by the homeland security 
secretary with congressional approval. 

Arriving at an interim accommodation with the European Union as it 
restructures its sovereignty arrangements under the new Lisbon agreement 
would also contribute to the goodwill needed to achieve a binding agreement 
on privacy and data-security principles, which would provide a solid foundation 
for mobility-related information sharing (discussed in chapter 9). 

In response to these steps, the United States should be able to expect that the 
European Union will cease looking at visa reciprocity with third countries 
until it has resolved internal issues that cause it to treat EU nationals 
unequally for purposes of moving and working freely within the European 
Union. EU policymakers are fully aware of the unevenness among Member 
States on mobility security, and indeed have ongoing programs to try to 
address these issues. The European Union, for instance, allows its Member 
States to limit the entry of workers from the 2004 and 2007 accession states 
for up to seven years.34 Since the diplomatic tension between the United 
States and the European Commission arose from the US decision to not 
admit all EU Member States to the VWP, Jacques Barrot, vice president of 
the European Commission and head of Justice, Freedom, and Security, stated 
that despite his mandate to negotiate visa-free travel to the United States for 
all EU citizens, the task “will not be done at any cost.”35 A continuing and 
escalating dispute over visa-free travel would not be helpful in the long run, 
and, in reality, the European Union is not in a position to retaliate and impose 
a visa ban on US or Canadian citizens. Tourism and trade would be the only 
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losers if the European Union’s bark actually became a bite. 

Strengthen Security 
Mobility infrastructure needs to be supported so as to deliver a high level of 
security. 

•	 ESTA. The ESTA program has to be sufficiently staffed with analysts to per-
form the background checks that are its immediate purpose and to develop 
the preventive intelligence that is its most important long-term benefit. 

•	 Continuous improvements. There need to be benchmarks, monitoring, and 
improvements with respect to erroneous decisions to admit (false positives) 
and to exclude (false negatives). Analysis that enables DHS to continually 
improve the program should be built in. 

•	 Recertification. Congress requires DHS to perform a biannual recertification 
of compliance with the terms of the mobility security agreements providing 
for visa-free travel. Recertification should bring all participating countries 
onto a level playing field. Standards for recertification should be clear, and 
permit workable but not identical processes to be maintained by countries 
that were VWP participants before 9/11. The United States dropped two 
countries from its VWP after 9/11. In 2002 it expelled Argentina from the 
program due to fears that the economic crisis and political instability in the 
country would lead to increased levels of unauthorized immigration to the 
United States, and in 2003 it dropped Uruguay.

Increase Transparency
DOS publishes visa-refusal rates by country on its Web site. The Bureau of 
Consular Affairs (CA) should also report results from its validation studies, 
and differences among refusal rate, validation study, and DHS air exit-entry 
matching data should be reconciled to achieve as reliable an estimate of 
overstays as possible absent a full exit system. On its Web site, DHS should 
regularly publish information on overstay rates by nationality, with an 
explanation of the DOS-DHS methodology. At present, depending on the 
method used, findings concerning overstays may be available based on less than 
90 percent of incoming travelers. Publication of overstay rates — even if the 
data are not perfect — would allow the American public to know the level of 
risk of overstays associated with particular countries. 
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International Registered-Traveler Programs
Government-sponsored registered-traveler programs lower travel barriers 
based on advance collection of personal identifying information and 
promote information sharing among governments. A registered traveler uses 
an automated process to enter the country rather than presenting travel 
documents to an inspector in the regular primary lane. The system that CBP is 
developing requires more attention for two reasons. First, it should have formal, 
transparent standards. Second, DHS should consider the implications of the 
gap developing between the US and EU approaches to securing the flow of 
people at airports.36 

CBP has two incentives for investing in registered-traveler systems. The first is 
cost savings. As the number of travelers and the number of watchlisted persons 
increases, border services will need to become more efficient. By increasing use 
of automation, fewer new border officials and less new space may be needed, 
and CBP will be able to focus on lesser-known travelers and to better analyze 
risk. The second is the market-driven demand for efficient travel. A country’s 
ability to expedite lawful movement is a factor in business decision making 
about desirable locations and travel destinations. As more countries automate 
entry, their travel regimes become ever more competitive. As with the VWP, 
security is not the reason for registered-traveler programs. But these programs 
bring security benefits. The National Strategy to Combat Terrorist Travel 
proposes the establishment of “international registered-traveler programs, on 
a multilateral basis, with partner nations to increase advance information on 
a greater number of travelers and allow for increased scrutiny of higher-risk 
travelers attempting entry into the United States.”37 

New international standards for travel documents are providing the necessary 
technological foundation for an international registered-traveler regime. 
ICAO requires all countries to issue only machine-readable passports after 
April 1, 2010, and to ensure that non-machine-readable passports issued after 
November 24, 2005, expire before November 24, 2015. ICAO also issued 
optional specifications for incorporating biometrics into travel documents 
through an integrated chip that is globally interoperable. The ICAO-
specified chip can store any biometric data that a country chooses, including 
fingerprints, facial photographs, and iris scans. The United States, Japan, and 
EU Member States have biometric passports that contain at least a digital 
photograph. The European Commission will store two fingerprints and digital 
photographs on EU passports beginning in 2010. 
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Over the past decade, a number of governments have instituted registered-
traveler programs. Different programmatic approaches are emerging in the 
transatlantic region and in Asia. The US system relies on fingerprints to 
establish identity and a passport-swipe process to establish citizenship and 
travel authorization. Japan initiated a trusted-traveler program in November 
2008 for Japanese citizens and reentry permit holders who have registered their 
faces in digital format. However, the US, EU, and APEC-member models 
differ in how they verify and screen passport holders from their own and other 
countries. 

US and International Registered Travel 

US experimentation with registered-traveler programs began when 
immigration and customs port directors instituted their own programs with 
foreign counterparts, beginning in the mid-1990s. CBP’s NEXUS alternative 
inspection program on the Canada border and Secure Electronic Network for 
Travelers Rapid Inspection (SENTRI) program on the Mexico border are the 
two major examples. Table 10.2 provides a snapshot of how the United States 
regulates access. 
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DHS’s Screening Coordination Office and CBP plan to consolidate existing 
registered-traveler systems into Global Entry at all US ports of entry, develop 
reciprocal registered-traveler partnerships, and use uniform standards for these 
partnerships as a foundation for a transatlantic and expanded multilateral 
registered-traveler system. 
 
The Global Entry registered-traveler program was initiated in 2008. The 
program offers expedited immigration and customs control at certain ports of 
entry to returning US residents. Applicants must submit information to the 
Global On-Line Enrollment System (GOES) and pay a $100 application fee 
for a five-year membership. Private-sector travel agents may be able to assist 
with applications on behalf of clients who have already provided most of the 
required information. A CBP officer then reviews the application, conducts an 
applicant background check, takes a photo and fingerprints, and interviews the 
applicant at a Global Entry enrollment center. 

To use the system at airports, individuals approach a Global Entry kiosk where 
they enter their machine-readable US passport or a permanent residency card, 
submit four fingerprints of the right or left hand for biometric verification,38 
and use the kiosk touch screen to make a customs declaration. The biometrics 
in the passport or the green card are checked against those contained in the 
enrollment record.39 Once accepted at the kiosk, the passenger receives a 
receipt. Travelers still may be selected intentionally or randomly for secondary 
inspection. As of November 4, 2008, Global Entry operated at 20 airports in 
the United States.40 

In May 2008 the United States and the Netherlands signed the first 
transatlantic “fast-lane” agreement of an international expedited-traveler 
program. A unified application process called FLUX will allow US citizens with 
valid machine-readable passports to apply to become FLUX members through 
the US Global Entry program, and then apply to become members of the 
Dutch Privium program. Both CBP and a Dutch law-enforcement agency, the 
Netherlands Royal Marechaussee, must conditionally approve the application 
separately before individuals may receive an interview at a US Trusted 
Traveler Enrollment Center or at the Joint Enrollment Center at Amsterdam’s 
Schiphol Airport. 

CBP aims to consolidate rules for the US legacy systems and for the new 
Dutch agreement within one programmatic framework that can be replicated 
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with other countries, beginning with the United Kingdom and Germany. The 
United States also signed an agreement with the United Kingdom in June 2008 
to begin a pilot program.41 An agreement with Germany is under consideration, 
as is integration with the APEC Business Travel Card (discussed below).42 

Through registered-traveler programs, border services are delegating security 
decision making in part to other countries’ border services. Under FLUX, the 
Dutch government effectively decides which Dutch citizens may enter the 
United States in an expedited manner, and CBP decides which US citizens 
may enter the Netherlands. Each government does its own checks of the names 
provided.

Because registered-traveler agreements are a form of mobility security 
agreement, a comprehensive framework needs to be formalized so that the 
terms of registered-traveler agreements are clear to Congress and the public. 
Essential elements that need to be spelled out are: (1) security standards; (2) 
processes for refreshing information; (3) privacy standards; (4) data security 
standards; (5) a mechanism for redress; (6) audit and reporting practice; (7) 
the rules and processes for verifying and auditing other countries’ standards 
and practices; (8) a timetable for improvements and upgrades; (9) a plan 
for ongoing analysis of and response to exploitation of any country’s system, 
especially by someone involved in terrorism or crime; and (10) a cost-benefit 
analysis. 

It is not clear how popular such a registered-traveler program will become in 
the United States or how well the technology will work. Global Entry is the 
second US attempt at such a system. An earlier version, INSPASS, proved 
unworkable. Global Entry receives about 600 applications a day and enrolled 
about 13,400 people in two years, bringing the total to about 60,000 people.43 
NEXUS covers less than 10 percent of the regular cross-border traffic with 
Canada. Relative to the number of travelers, these numbers are minute.44 Lack 
of public awareness, cost, and concerns over data security and privacy may 
account for the relatively modest use of the program. 

The EU Approach to Automated Entry
The European Union and EU Member States are moving on a three-track 
system for automated entry. One mode of entry will be for EU passport holders. 
Another will apply to non-EU passport holders. A third — in some countries 
only — will apply to domestic and potentially foreign-registered travelers. 
Like the Netherlands, at least six other European countries — Finland, 
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France, Germany, Portugal, Spain, and the United Kingdom — are initiating 
registered-traveler programs for their own passport holders. These programs 
may be entirely government run, as in the United Kingdom, or operated 
under a public-private partnership, as in the Netherlands. They apply different 
biometrics: Portugal and Finland require only a digital facial image, France 
mandates fingerprints, the Netherlands and the United Kingdom require an iris 
scan, and Spain is considering implementing an automated border system that 
employs both fingerprints and facial recognition by March 2010.45 FLUX at 
least theoretically has the potential to integrate all of these systems. 

The European Commission has not objected to the development of separate 
national registered-traveler systems. But it is has launched a pilot program in 
Germany that takes a different approach to security for rapid, routine entry. 
This system will enable all EU passport holders to enter the European Union 
by swiping their passport. Identity is verified by biometrics included in the EU 
passport, facial recognition, and eventually fingerprints. No additional security 
checks are performed. 

The mix of EU and national systems is one part healthy experimentation 
— the equivalent of the “laboratory of the states” in the United States — and 
one part EU internal disarray. National mobility authorities can find it difficult 
to stay in accord with Brussels on border-screening methods. For example, 
the United Kingdom and European Union have been at odds over the UK 
Border Agency’s plan to collect and analyze advanced passenger information. 
The European Commission has written to the UK Border Agency that such 
information can only be collected if passengers are informed in advance that 
providing the information is not compulsory nor a condition of purchase and 
sale of the ticket.46 If the European Union follows up on its declared intention 
of instituting a PNR analysis system, perhaps the UK plan or something like 
it would become permissible. However, the European Union has had great 
difficulty in establishing EU-wide information systems to which Member States 
have already agreed (i.e., the EU Visa Information System, or EU VIS, and 
SIS-II, the second-generation Schengen Information System); another large-
scale IT system is not in the offing in the foreseeable future. 

US citizens and other foreigners will not have access to the EU passport-swipe 
entry system. Intended to be installed by 2020, the system will potentially make 
it significantly easier for EU citizens to enter the European Union than for US 
citizens to enter the United States. It is not clear, once the EU passport-swipe 
system is in place, if joining an EU Member State’s registered-traveler program 
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will provide any added benefit. If not, there would be no obvious basis for the 
type of reciprocal program with the United States on which CBP is basing its 
plans for multilateral Global Entry. 

On its face, automated entry for citizens based solely on a passport swipe 
appears to be less secure. But it may not be, depending on how the system is 
structured. For example, security might be assured by roving security personnel 
who visually inspect people and make spot checks. CBP could begin to assess 
the security risks associated with the benefit of universal automated entry 
using passports by calculating the number of referrals of US passport holders to 
secondary inspection that prove to be positive, and examine the basis on which 
these individuals were sent to secondary inspection. 

APEC’s Business Travel Card 

A similar movement to streamline entry processing is taking place in the 
Pacific region. In 2007 APEC (to which the United States, Canada, and 
Mexico belong)47 implemented an APEC Business Travel Card (ABTC). The 
ABTC travel document facilitates the short-term movement of individuals 
traveling within APEC for business purposes. It serves as a substitute for a visa 
or entry permit and allows the cardholder to be admitted to APEC countries 
through APEC-dedicated lanes at major airports. 

The impetus for ABTC is expanding free trade in Asia. APEC members have 
committed to implementing these measures to the extent possible. Border 
officials have also embraced the potential for joint information-sharing systems 
that provide for mutual real-time verification of visitor travel documents. 
Such integrated arrangements would provide a significantly higher level of 
public confidence in the screening program and alleviate traveler delays when 
advanced passenger information results in a hit.
 
Like FLUX, the security dimension of ABTC is collaborative. Governments 
accept applications from their own citizens and check individuals who apply 
for an ABTC against their own and other participating APEC watchlists. Card 
holders are categorized as low-risk, freeing immigration officials to focus their 
resources and energies on other travelers.

The governance by APEC is more developed than for FLUX. In 1997 APEC 
established a Business Mobility Group, a subfora working group of the 
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APEC Committee for Trade and Investment (CTI) made up of government 
representatives of the departments responsible for immigration and consular 
affairs. The group meets three times per year at the APEC Senior Officials’ 
Meetings to discuss matters of travel facilitation and securing human 
mobility. The APEC Business Advisory Council (ABAC), founded in 1995, 
recommends policies to CTI on matters relating to business travel.48 As of 
November 2008, 18 of the 21 APEC countries used the ABTC to expedite 
business travel among their citizens.49 Mexico joined the program in 2008. 50 

Unlike FLUX, the ABTC program includes countries with which the United 
States (and Canada) does not have visa-free travel agreements. Consequently, 
the ABTC is not available to US citizens. As a compromise, the United 
States and Canada offer foreign ABTC holders with access to “fast-track” 
immigration lanes usually reserved for crew members, and to dedicated-ABTC 
lanes at certain major international airports. But ABTC travelers must present 
a valid passport and a visa if applicable. Unlike those applying for visa-free 
travel through ESTA, ABTC holders are not precleared. The United States 
recognizes the ABTC for purposes of allowing access to the crew lines at ports 
of entry and for expedited visa appointments, but it is unwilling to allow the 
card to function in lieu of a visa. 

ASEAN has also taken steps to enhance cooperation on cross-border 
movement. Members signed the ASEAN Tourism Agreement in November 
2002, which included a provision on facilitating travel within ASEAN 
nations. In 2004 members also signed the ASEAN Framework Agreement 
for Integration of Priority Sectors to commit themselves to offer visa-free 
travel within ASEAN to ASEAN nationals. Then in 2006, members signed 
the ASEAN Framework Agreement on Visa Exemption that committed 
members to exempt citizens of ASEAN countries with valid passports from visa 
requirements for stays of up to 14 days.51 In addition to facilitated and visa-free 
travel arrangements, the ASEAN directors general of immigration departments 
and heads of consular divisions hold meetings to discuss matters of mutual 
interest such as imposter detection and profiling techniques,52 counterterrorism, 
border management, document security, immigration intelligence, and 
information sharing.53
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Conclusion

At present, the United States, European Union, APEC, and ASEAN are 
acting largely independently of one another and taking different approaches to 
securing border crossing and regional movement. A multilateral global travel 
infrastructure, called the Electronic International Travel System (EITS) and 
based on a distributed network that provides real-time access to national data 
sets, was conceptualized shortly after 9/11. It is time to think more about this 
type of model. Going forward, DHS and DOS should assess how to achieve 
the optimum level of standardization, interoperability, and inclusiveness in 
mobility infrastructure. As stated by one DHS senior official, “[C]onsistent 
international standards for biometrics and data sharing are essential to 
developing compatible systems, and compatible systems are essential to 
hindering criminal enterprises as well as terrorists’ ability to travel.”54 The 
goal is to keep technology costs as low as possible, maximize efficiency and 
access for travelers, maintain high security standards, and uphold human rights 
principles. 

As a step in that direction, different incremental improvements and best 
practices can be monitored and integrated, as DHS is seeking to do for US 
identity management through its Credentialing Framework Initiative (CFI), 
which began in July 2008. The CFI guides the selection and coordination 
of credentialing activities and investments throughout DHS.55 For example, 
it may be possible for the United States and such close partners as the Five 
Country Conference, the European Union, and other VWP countries to 
simplify, clarify, consolidate, and extend to other countries the types of 
provisions in existing agreements (see box 10.1). 
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Box 10.1 Securing Human Movement: US Agreements with Foreign Governments

INFORMATION SHARING
1. Homeland Security Presidential Directive 6* (HSPD-6)
  a. Terrorist identities
  b. Terrorist biometrics
2. Traveler EU-US PNR Agreement (2004, 2006, and 2007)
3. Traveler Advance Passenger Information (API) Law (Unilateral US measure under  

Intelligence Reform and Terrorism Prevention Act [IRTPA] 2004) 
4. Lost and stolen passports under agreements with Interpol and through APEC’s Regional 

Mobility Alert System (RMAS)
5. Enhancing cooperation in preventing and combating serious crime (2009)
  a. Sharing serious criminal biometrics (fingerprints and DNA)
6. High Value Data Sharing Protocol amongst the immigration authorities of the Five  

Country Conference (2009)**
  a. Sharing biometric fingerprint information of foreign criminals and asylum seekers
7. Enhancing Cooperation in Preventing and Combating Serious Crime (2009)***
8. Financial EU-US SWIFT Agreement (2007 and 2009 TBD)
  a. Financial data transferred for counterterrorism purposes

*The United States currently shares information on terrorist identities with 17 countries.
**The Five Country Conference, which includes Australia, Canada, the United States, the United Kingdom, and New Zealand, 
is a forum for cooperation on strategic initiatives on immigration and border security. Pending final formal entry by the United 
States and New Zealand.
***The countries with whom the United States has signed agreements on enhancing cooperation in preventing and combating 
serious crime are: the Czech Republic, Estonia, Germany, Greece, Hungary, Italy, Latvia, Lithuania, Malta, Portugal, Slovakia, 
Spain, and South Korea. All of these, except for South Korea, are EU Member States. 

MOBILITy SeCURITy
1. US Visa Waiver Program (2008)****

a. Visa overstay rates
b. Visa refusal rates of under 10 percent
c. Counterterrorism information sharing
d. Passenger information sharing
e. Adequate passport security standards 
f. Electronic passport
g. Adequate passport and travel-document issuance standards
h. Airport security standards
i. Air marshals
j. Repatriation
k. ESTA
l. Reporting lost and stolen passports through Interpol or other means
m. Repatriation of aliens with removal orders

2. Immigration Advisory Program (2004) at nine airports. 
a. Travel document safety
b. Lost and stolen passports

3. Immigration Preclearance with Canada, Bermuda, the Bahamas, Aruba, and Ireland.
4. FLUX, SENTRI, and NEXUS.

a. Registered traveler programs

****The United States will evaluate periodically the effect a VWP country has on the security, law enforcement, and 
immigration interests of the United States to determine continuation of membership for that country in VWP.
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Joint Action to Preclude Illegal Travel and High-Volume  
Uncontrolled Movement of People
Traveler demand, economic competitiveness, and public- and private-sector 
budgetary factors provide an impetus for the type of travel-risk management 
and mobility security collaboration in which national and regional authorities 
in the developed world and among emerging economies are or should be 
beginning to engage. Such agreements provide an operational structure for 
mobility-related information sharing. They also provide a framework for other 
joint action to secure human mobility. Cooperative efforts already include 
air marshal programs, airport security standards, and pretravel document 
inspections. Closer collaboration on travel-ban lists and integrated operations 
against HTOs and HSOs are a logical next step. 

The process of lowering visa barriers with allies, building a fast lane for 
international travel, and collaborating proactively against crime and 
victimization in international mobility channels should continue. It is a 
challenging undertaking in which failure to make progress would contribute 
to catastrophic consequences. Even transatlantic agreement is not a foregone 
conclusion. Achieving agreement about legal standards and supporting it 
with interoperability technology presents unprecedentedly complex hurdles 
that civil security authorities and diplomats are only beginning to recognize 
and define. Issues like the right to maintain multiple citizenships and travel 
on multiple passports have profound ramifications apart from the practical 
difficulties they present. Where developing countries are involved, incentives 
outside travel and migration, such as foreign assistance, will be required. 

Source: Migration Policy Institute research of existing agreements.

Box 10.1 Securing Human Movement: US Agreements with  
Foreign Governments (cont.)

MOBILITy-ReLATeD CRIMe CONTROL
1. US-Europol Agreements (2001 and 2002)
2. US-Eurojust Agreement (2006)
3. US-EU Extradition***** Agreement (2003)
4. US-EU Mutual Legal Assistance Treaty (MLAT 2003)*****
5. Enhancing Cooperation in Preventing and Combating Serious Crime (2009)******

*****The European Union and the United States exchanged legal instruments for the MLAT and extradition treaties in October 
2009, which awaited implementation on February 1, 2010.
******The countries with whom the United States has signed agreements on enhancing cooperation in preventing and combat-
ing serious crime are: the Czech Republic, Estonia, Germany, Greece, Hungary, Italy, Latvia, Lithuania, Malta, Portugal, 
Slovakia, Spain, and South Korea. All of these, except for South Korea, are EU Member States. 
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But diplomacy and law securing and maintaining the integrity of global 
legal mobility channels represent only one dimension of mobility security. 
Precluding the mass displacement or large-scale unregulated movement of 
people presents a greater challenge. This is not only because of the unequal 
distribution of resources among countries or the environmental or political 
forces that can precipitate such movements; it is because there is no real 
consensus about the principles that should guide the search for solutions. It 
is increasingly accepted that a civil security alliance, with a mobility security 
dimension, is an essential response to the threat posed by nonstate actors 
and other transnational risks. It is less clear what the goal should be for 
mobility security agreements that aim to prevent large-scale, uncontrolled, 
or precipitous movement. How does the right of departure square with 
governments’ responsibility to protect their population? How does the right 
to pursue economic opportunity square with states’ obligation to build the 
capabilities of their citizenry? How is democratic choice reconciled with an 
individual’s freedom of movement? These issues have barely begun to be 
articulated or debated. 

US-Cuban discussions regarding a safe and orderly migration process between 
Cuba and the United States are a small instance of such conundrums. The 
negotiations continue a movement toward broader mobility stabilization and 
security agreements. The talks have roots in mid-1990s migration accords that 
aimed to prevent an exodus of Cuban refugees to the United States, such as 
the 1980 Mariel boatlift and the 1994 wave of boat people. The agreement 
established the repatriation by US authorities of Cuban migrants intercepted 
at sea. Cuba promised to curb illegal migration.56 Negotiations that were 
suspended in 2004 resumed in July 2009 in New York City and were ongoing. 
US agreements with Mexico, the Caribbean states, and Canada must go 
beyond travelers who use legal mobility channels. A broader range of issues 
and interests must be addressed in order to provide security to migrants and 
sending, transit, and receiving states because unauthorized migration levels are 
so high.57

Agreements with wealthy countries and high-end travelers, and with countries 
where there are large numbers of poor people, form a continuum rather than 
two clearly distinct categories. If the United States permits relatively open 
access to the United States for citizens from one group of democracies with 
market economies, it becomes difficult to articulate a principled basis for 
denying citizens from other free-market democracies access on comparable 
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terms, so long as there is a framework in place that effectively ensures 
compliance with mobility rules. The United States requires the United 
Kingdom, Germany, and Australia to meet certain security collaboration 
standards as a condition of visa-free travel and other mobility security 
arrangements. Equivalent arrangements must now be pursued with states from 
which significant numbers of people are traveling to the United States through 
illegal channels, sometimes coming to fatal harm in the process. 

But to craft such arrangements will require a profound reexamination of 
assumptions about movement with which we have been living for decades. 
Finding answers will be easier if the goal of jointly upholding the rule of law in 
mobility channels is kept in the foreground. 
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chapter 11: INterNatIoNal  
INstItutIoNs to secure  
humaN mobIlIty

Policy Preview: Civil security relating to human movement has an international 
dimension because many terrorists and criminals are mobile and belong to transnational 
organizations. The core goal of US international mobility policy should be to take a 
leadership role in promoting the rule of law in global mobility channels and to work 
closely with partners to set the terms of an international mobility security agenda. The 
United States should increase and coordinate international assistance for mobility and 
border-security management. It should work bilaterally, through regional entities, and 
through the United Nations (UN) and other international institutions to reduce illegal 
migration. It should also help establish a new organization of border and immigration 
professionals to support cooperative mobility security policies and practices. 

Preclusion and its close cousin, prevention, encompass several measures 
to prevent terrorist travel, human trafficking, human smuggling, other 
transnational criminal travel, and illegal migration. The goal is to prevent 
these threats from reaching the United States. (This form of prevention is 
referred to as preemption in section II.)

Both preclusion and prevention involve building new norms, institutions, 
and practices that establish the rule of law in mobility channels, with the 
goals of enforcing travel bans, targeting transnational criminals, managing 
flows of people in a safe and orderly manner, and protecting national borders. 
This new civil security arena must be supported by diplomacy, development 
assistance, and the military. It is the main subject of this chapter. Mobility-
related infrastructure and institution building enable the United States to gain 
greater cooperation from other states in preemptive action against terrorist and 
criminal travel and migration. 

Preclusion also entails promoting good governance, regional stability, 
environmental health, and economic development. These upstream or 
at-the-source approaches attempt to preclude terrorist mobility, migration-
triggering events, and large-scale, uncontrolled migration. Such migration may 
be by individuals who pose risks to themselves or others, or by sudden mass 
movements precipitated by natural disasters, economic crises, or a regime’s 
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failure to fulfill its responsibility to protect the population. 

Lawful mobility channels are a global public good. Although national laws 
limit the reasons that people can gain access to countries and economies, the 
complex of laws, operations, and technology that comprises legal mobility 
channels is in principle available to everyone who seeks to move. International 
action to protect people on the move, to prevent dangerous individuals from 
moving, and to regulate large-scale migration preceded September 11, 2001, 
but has gathered steam since then. Much of the content of a preclusion agenda 
— environmental, labor migration, development, and counterinsurgency 
initiatives — is outside the scope of this book. However, mobility security 
policy must play a significant role in meeting this challenge. 

All forms of prevention assume that states want to preserve and control their 
sovereign boundaries, even as they may wish to cooperate in lowering travel 
barriers, engaging in cross-border boundary management, or opening labor and 
migration channels. Prevention in the form of cooperative international efforts 
to build the rule of law in mobility channels is emerging in five contexts: 

1. International and regional agreements, standards, and declarations 
about counterterrorism and crime control

2. International and regional institutions and foreign-assistance programs 
for security-related mobility management

3. Bilateral foreign assistance relating to mobility security
4. Regional consultative dialogues relating to migration and its 

management
5. Bilateral mobility partnerships

International and Regional Agreements for  
Mobility Security Cooperation

The protection of people traveling as refugees has been a major focus for the 
United Nations since 1951. Terrorist mobility is a more recent area of focus. 
The UN Security Council (UNSC) has taken action against terrorist travel in 
a series of resolutions imposing travel bans, beginning with Security Council 
Resolution 1267 in 1999. It has also imposed travel sanctions on rogue states 
and human rights violators (discussed in chapter 6.) Wealthy countries have 
constructed mobility security agreements in order to lower entry barriers and 
expedite travel for short-term visitors, as discussed in chapter 10. Mobility-
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related information sharing has also been a critical arena for multilateral 
counterterrorism and broader mobility security, as discussed in chapter 9. 

International Declarations Concerning Securing  
Human Mobility 

The foundation for international action to secure human mobility is Security 
Council Resolution 1373 (September 28, 2001). In that resolution, the Security 
Council used its Chapter 7 authority to mandate that countries control their 
borders and deny terrorists safe havens. The resolution in effect prescribes the 
means to implement travel bans and suppress trafficking and other mobility 
crimes. Resolution 1373 establishes the mission of the UN Counter-Terrorism 
Committee Executive Directorate (CTED) and directs states to prevent the 
movement of terrorists or terrorist groups “by effective border controls and 
controls on the issuance of identity papers and travel documents, and through 
measures for preventing counterfeiting, forgery, or fraudulent use of identity 
papers and travel documents.”58 It calls upon states to:

•	 “Find	ways	of	intensifying	and	accelerating	the	exchange	of	operational	in-
formation, especially regarding actions or movements of terrorist persons or 
networks; forged or falsified travel documents; traffic in arms, explosives or 
sensitive materials; use of communications technologies by terrorist groups; 
and the threat posed by the possession of weapons of mass destruction by 
terrorist groups.” 

•	 “Exchange	information	in	accordance	with	international	and	domestic	law	
and cooperate on administrative and judicial matters to prevent the com-
mission of terrorist acts.”

•	 “Ensure,	in	conformity	with	international	law,	that	refugee	status	is	not	
abused by the perpetrators, organizers, or facilitators of terrorist acts, and 
that claims of political motivation are not recognized as grounds for refusing 
requests for the extradition of alleged terrorists.”

Resolution 1373 builds on prior UN and regional organization commitments. 
In November 2000, the UN General Assembly markedly expanded the 
UN role in protecting people from transnational criminal organizations, 
by adopting, after seven years of discussion, the UN Convention against 
Transnational Organized Crime (“Crime Convention”). 
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Shortly after the Security Council acted against terrorist travel through 
Resolution 1373, the General Assembly in November 2001 adopted two 
protocols to the Crime Convention — the Protocol to Prevent, Suppress, 
and Punish Trafficking in Persons, Especially Women and Children, and the 
Protocol against the Smuggling of Migrants by Land, Sea, and Air. The Crime 
Convention, approved by 146 parties;59 and the Protocol to Prevent, Suppress, 
and Punish Trafficking in Persons, Especially Women and Children, endorsed 
by 118 parties,60 both entered into force in 2003. The Protocol against the 
Smuggling of Migrants by Land, Sea, and Air, with 111 parties, came into force 
in 2004.

The two protocols, which are optional for countries, introduce some of the 
same concepts and measures that are essential to the implementation of 
UN travel-ban resolutions. They define human smuggling and trafficking 
as criminal offenses. They promote action and cooperation in prevention, 
information sharing, investigation, maritime interdiction, cross-border 
communication, sanctions, training and technical assistance, and prosecution. 
Both protocols promote secure and high-quality travel documents and prescribe 
state-to-state information sharing about the misuse of travel documents and 
about the methods organized criminal groups use to traffic individuals across 
borders. They address officials from immigration agencies, law enforcement, 
international organizations, nongovernmental organizations (NGOs), and 
civil-society organizations. 

The relatively new Convention against Corruption (2003) is not yet in force. 
As the first legally binding treaty to address corruption-related problems on a 
global basis, it has significant potential for contributing to efforts to shrink the 
illicit market in movement, which depends on the complicity of officials. 

International Standard Setting for Securing  
Human Mobility 

There are as yet no global standards for ports of entry or border management in 
the way that the Financial Action Task Force’s (FATF’s) 40 recommendations 
guide countries in securing banking systems61 (this task force is an 
intergovernmental policymaking body whose mission is to combat money 
laundering and terrorist financing at the national and international levels).62 
The exception is travel documents, for which there are global standards and 
recommendations. 
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The original concern of the International Civil Aviation Organization 
(ICAO), established in 1944 and located in Montreal, was, as the name 
suggests, civil aviation. A group of UN Member States formed ICAO, 
recognizing that civil air transportation would play an important role in 
international relations after World War II ended. ICAO has emerged as a 
critical player in the evolving mobility security agenda because of its role in 
promoting what one scholar calls a “global documentary regime.”63 

Founded by the Convention on International Civil Aviation, better known 
as the Chicago Convention, the 190-member organization is made up of an 
assembly,64 a council,65 and a secretariat.66 Several articles of the Chicago 
Convention give ICAO the responsibility to set standards for clearing 
individuals at ports of entry. Article 13 requires individuals to comply with the 
immigration, customs, and passport regulations of Contracting States. Article 
22 requires Contracting States to adopt measures to avoid unnecessary delays at 
ports of entry. Article 23 requires Contracting States to establish immigration 
and customs procedures. Article 37 requires Contracting States to develop and 
implement international standards for immigration and customs clearance. 

ICAO requires all of its Contracting States to adopt International Standards 
and Recommended Practices (SARPs). The Chicago Convention has 18 
annexes laying out SARPs for different domains in international air transport. 
Annex 9, entitled “Facilitation,” prescribes standards for travel documents. 
Annex 9 was originally adopted to reduce paperwork; standardize travel 
documents used for international travel; and simplify procedures for allowing 
aircrafts, passengers, and cargo to enter a country. As air travel expanded, 
ICAO and its member states became concerned about ever-increasing 
passenger arrivals. ICAO revised Annex 9 to establish more efficient inspection 
techniques based on risk management, to reduce lines at airports, and to permit 
enhanced security through detection of the use of fraudulent travel documents. 

In 1980 ICAO provided specifications for the first machine-readable 
passports issued by Australia, Canada, and the United States. Annex 9 
obligates Contracting States to issue machine-readable travel documents 
by 2010. Two years after the 9/11 terrorist attacks, ICAO issued new 
specifications for the inclusion of interoperable biometrics and a chip 
in the next generation of machine-readable passports. Although the 
incorporation of biometric data is a recommended practice rather than 
a mandate, an ICAO blueprint67 sets out the biometric indicators that 
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countries should adopt as the standard, which systems are necessary to 
obtain global interoperability, how to program the contactless integrated 
circuit chip to store biometric information, and how to adopt the ICAO-
sponsored public key infrastructure to secure data from unauthorized 
access.68 E-passports containing biometric information in integrated 
chips had been issued by 62 states as of September 2009, with others 
making preparations.69 

UN World Tourism Organization (UNWTO)
UNWTO does not have a primary security role, but it is becoming increasingly 
involved in setting guidelines for matters such as issuance of travel advisories 
and visas, two critical aspects of mobility security. 

Regional Declaratory Agreements
The Group of Eight’s (G-8’s) Counterterrorism Action Group (CTAG) formed 
a subgroup, the Roma-Lyons group, which has put forward a series of mobility 
security measures beginning with a Secure and Facilitated International Travel 
Initiative. In that initiative, the G-8 members committed to: 

•	 Develop	mechanisms	for	real-time	data	exchange	to	validate	travel	docu-
ments, watchlist information, and Advance Passenger Information System 
(APIS) and Passenger Name Record (PNR) information

•	 Exchange	timely	information	on	terrorist	identities
•	 Provide	input	to	International	Criminal	Police	Organization’s	(Interpol’s)	

stolen and lost travel document (SLTD) database
•	 Share	best	practices	on	law-enforcement	and	intelligence	cooperation
•	 Strengthen	standardized	practices	for	secure	passport	issuance

Similarly, the Inter-American Committee against Terrorism (CICTE) of the 
Organization for American States (OAS) in March 2009 adopted a declaration 
sponsored by the government of Mexico, the Declaration on Strengthening 
Border Controls and International Cooperation in the Fight against Terrorism. 
This agreement calls for border controls, port-of-entry improvements, travel-
document measures, and information sharing, among other provisions. Other 
such agreements are listed in box 11.1. 
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Box 11.1 Regional Conclusions, Agreements, and Conventions with 
Mobility-Related Provisions

1. OAS Convention to Prevent and Punish Acts of Terrorism Taking the Form of Crimes 
against Persons and Related Extortion that are of International Significance, concluded 
at Washington, DC, on February 2, 1971.

2. European Convention on the Suppression of Terrorism, concluded at Strasbourg, 
France, on January 27, 1977.

3. South Asian Association for Regional Cooperation (SAARC) Regional Convention on 
Suppression of Terrorism, signed at Kathmandu on November 4, 1987.

4. Treaty on Cooperation among States Members of the Commonwealth of Independent 
States (CIS) in Combating Terrorism, signed at Minsk, Belarus, on June 4, 1999.

5. Convention of the Organization of the Islamic Conference on Combating International 
Terrorism, adopted at Ouagadougou, Burkina Faso, on July 1, 1999.

6. Organization of African Unity (OAU) Convention on the Prevention and Combating of 
Terrorism, adopted at Algiers on July 14, 1999.

7. Conclusions adopted by the Council (Justice and Home Affairs) on September 20, 
2001, in Brussels.

8. Asia-Pacific Economic Cooperation (APEC) Leaders’ Statement on Counter-Terrorism 
on October 21, 2001.

9. Inter-American Convention against Terrorism, adopted on June 3, 2002. 

10. Asia-Europe Meeting (ASEM) IV Declaration on Cooperation against International 
Terrorism — Fourth Asia-Europe Summit Meeting in Copenhagen on September 23–
24, 2002.

11. Convention between the Kingdom of Belgium, the Federal Republic of Germany, 
the Kingdom of Spain, the French Republic, the Grand Duchy of Luxembourg, the 
Kingdom of the Netherlands and the Republic of Austria on the Stepping Up of Cross-
Border Cooperation, Particularly in Combating Terrorism, Cross-Border Crime and 
Illegal Migration (Prüm Convention), signed in Germany on May 27, 2005.

12. Council Declaration on the EU Response to the London Bombings, July 13, 2005, 
Justice and Home Affairs, Charles Clarke.

13. Association of Southeast Asian Nations (ASEAN) Convention on Counter Terrorism, 
adopted on January 13, 2007, in Cebu, Philippines.

Source: UN General Assembly, Report of the Secretary-General on Measures to Eliminate International Terrorism (Doc.A/64/161) (New 
York, NY: United Nations, 2009), www.unhcr.org/refworld/type,THEMREPORT,,,4a9e2c190,0.html; Justice and Home Affairs Council, 
“Conclusions Adopted by the Council (Justice and Home Affairs),” September 20, 2001, http://ec.europa.eu/justice_home/news/terrorism/
documents/concl_council_20sep_en.pdf; APEC, “APEC Leaders Statement on Counter-Terrorism,” October 21, 2001, www.apec.org/apec/
leaders__declarations/2001/statement_on_counter-terrorism.html; ASEM, “Declaration on Cooperation against International Terrorism,” 
September 22–24, 2002, www.aseminfoboard.org/content/documents/Declaration_on_Cooperation_against_International_Terrorism.pdf; 
Council of the European Union, Convention between the Kingdom of Belgium, the Federal Republic of Germany, the Kingdom of Spain, 
the French Republic, the Grand Duchy of Luxembourg, the Kingdom of the Netherlands and the Republic of Austria on the Stepping Up of 
Cross-Border Cooperation, Particularly in Combating Terrorism, Cross-Border Crime and Illegal Migration, July 7, 2005, www.statewatch.org/
news/2005/aug/Prum-Convention.pdf; Council of the European Union, “Council Declaration on the EU Response to the London Bombings,” 
Press Release, July 13, 2005, www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/jha/85703.pdf; ASEAN, “ASEAN Convention 
on Counter Terrorism,” January 13, 2007, www.aseansec.org/19250.htm. 
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Multilateral Institutions and Foreign  
Assistance Programs 

Security Council travel ban Resolution 1373 and the two General Assembly 
protocols formulate a relatively coherent mobility security agenda targeting 
terrorists and criminals who exploit global mobility channels. The goals, 
however, are ambitious. Many poorer states lack the capacity, means, and 
know-how to implement the international standards that promote these 
objectives, even where they embrace them. 

A number of international and regional organizations help promote 
international norms to secure human mobility and provide funding and 
technical assistance to support the establishment of these norms in developing 
countries. It is important to have a sense of what their missions and activities 
are to begin to assess how well the current mix of institutions serves new 
mobility security needs. These organizations include selected United Nations 
entities such as the Security Council, CTED, UN Office on Drugs and Crime 
(UNODC), and the UN Development Program (UNDP), etc.; ICAO; 
Interpol; the International Organization for Migration (IOM); and World 
Border Organization–BORDERPOL (WBO-BORDERPOL).

Regional organizations taking a prominent role in mobility-related security 
assistance include: ASEAN, OAS, Frontex (the EU border organization), 
the Organization for Security and Cooperation in Europe (OSCE), and the 
International Center for Migration and Development (ICMPD).

The United Nations has several specialized bodies that oversee, provide policy 
guidance, and support capacity building relating to aspects of the movement of 
people. The United Nations High Commission on Refugees (UNHCR), formed 
in 1950 with headquarters located in Geneva, is responsible for upholding 
the rights and well-being of refugees, a critical human security mission. The 
International Labor Organization (ILO) and the Population Division of the 
Department of Economic and Social Affairs are also instrumental in shaping 
approaches to and understandings of the movement of people. 

As the demands of civil security compel a further development of international 
law and practice relating to the movement of people, these historically 
important institutions will have to be reinvigorated or they will be superseded. 
ILO, for example, will either become an integral part of the solution to 
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precluding illegal labor migration or it will become increasingly irrelevant. 
UNHCR will either be reconceived in an era of multimotivated migrants 
— not strictly “refugees” in the official meaning of the term, but not entirely 
voluntary travelers, as most often found in developed countries — or its 
prominent role will be eroded, to be replaced by international organizations 
that promote development and investment in communities drained by 
emigration. 

The UNSC Counter-Terrorism Committee (CTC) 
and Counter-Terrorism Committee Executive  
Directorate (CTED)
The United Nations’ focus on bolstering sovereign borders is primarily 
driven by its counterterrorism goals. The Security Council established two 
organizations that have become critical to implementing travel bans and 
effective border controls. First, Resolution 1373 established CTC to monitor 
states’ implementation of this resolution. Modeled on the country-specific 
sanctions committees, CTC’s main responsibility is to ask countries to 
implement measures to counter terrorist activities.70 It urges states to:

•	 Deny	safe	haven,	sustenance,	or	support	for	terrorists
•	 Cooperate	with	other	governments	in	the	investigation,	detection,	arrest,	

extradition, and prosecution of those involved in terrorism
•	 Criminalize	assistance	for	terrorism	in	domestic	law
•	 Bring	violators	to	justice
•	 Share	information	with	other	governments	on	groups	practicing	or	planning	

terrorist acts71 

It also asks states to prohibit incitement to commit terrorist acts, to prevent 
incitement from occurring, and to deny safe haven to those who engage in such 
activities (Security Council Resolution 1624). 

Second, the Security Council in Resolution 1535 expanded CTC’s 
responsibilities to include facilitating technical assistance to countries and 
developing technical-assistance programs with international, regional, and 
subregional organizations.72 Resolution 1535 plunged the Security Council into 
the business of border-related capacity building. 

Third, Resolution 1535 also created CTED, which has about 40 staff 
members,73 two of whom are responsible for border-related activity, and an 
$8 million budget.74 CTED works with international organizations, regional 
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bodies, and other institutions to promote assistance in areas of border and 
customs controls, terrorist financing, police and law enforcement, and refugee 
and migration law. In March 2008, Resolution 1805 extended the mandate of 
the CTED to December 31, 2010. CTED operates by preparing preliminary 
implementation assessments (PIAs) for Member States; as of November 
2008, 88 PIAs were in the works. CTED also makes site visits, concentrating 
on lessons learned, best practices, and particular vulnerabilities according to 
the circumstances of the country visited.75 In 2007 CTED convened its first 
international conference exclusively on effective border security and the 
prevention of terrorist travel.76 

In June 2008 CTED issued a Global Implementation Survey concerning 
Resolution 1373, which recommended that CTC: (1) promote the 
implementation of international standards for customs, aviation, and maritime 
security; (2) encourage the adoption of best practices in border control 
where such practices have proven their effectiveness, as in the fields of 
travel-document security, traveler screening, and cargo security; (3) enhance 
coordination among police and border-control agencies; and (4) encourage 
states to gain and provide better access to international counterterrorism 
and criminal databases in order to enhance abilities to detect and exclude 
persons involved in terrorism. Based on its experience and expertise, CTED is 
preparing to publish a technical guide that will provide standards and criteria 
for fulfilling the Resolution 1373 mandates, including border controls. This 
will be the first international statement about standards for the maintenance of 
borders to safeguard human mobility. 

Challenges Facing CTED 
CTED plainly lacks the resources to offer effective technical assistance to 
states that need it.77 At present, CTED performs a very useful matching role, 
facilitating bilateral funding as the primary channel through which countries 
deliver technical assistance. This may be the best arrangement possible 
at the moment, but the process would benefit from finding ways to ensure 
that technical assistance and subsequent implementation are distributed 
in an efficient and sustained manner. There are practical considerations 
as to how international organizations, including the United Nations, and 
national governments can best coordinate the mobility security assistance 
they are providing to states. There is unquestionably a great deal of waste and 
redundancy at present.
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Some countries have made progress adopting and enforcing travel bans. 
Southeast Asian countries have instituted a number of new border-control 
programs with the support of bilateral donors whose assistance CTED 
facilitated, notably Australia, the United States, the European Union, 
Germany, the United Kingdom, the Netherlands, and Denmark. The United 
States, Australia, certain EU countries, Japan, New Zealand, and Singapore 
have invested substantial sums in new border controls. 

As with all counterterrorism measures, success in implementing travel bans 
cannot be judged against an absolute standard of perfection. All UNSC 
members, including the United States, have highly visible problems with 
border management. Mobility infrastructure is bound to remain a work in 
progress for the indefinite future. This is not necessarily a bad thing, since there 
are many issues to be resolved about the compatibility of tightened border 
controls and individual rights. The impact of tightened travel-document 
standards on vulnerable minorities and migrants must also be considered. 

Still, countries’ lack of capacity to carry out their legal obligations means that 
there will be slow progress in implementing travel bans and complying with 
Resolution 1373. The pace has political implications, including undermining 
states’ respect for the travel-ban program and, more broadly, for the Security 
Council. 

The United Nations Office on Drugs and Crime 
(UNODC) and the United Nations Development 
Program (UNDP)

UNODC, located in Vienna with 20 field offices, includes a Terrorism 
Prevention Branch (TPB). The UN General Assembly in 2002 expanded 
TPB’s scope to include offering states legal and technical assistance to 
implement the requirements of Resolution 1373. The UN Global Counter-
Terrorism Strategy, adopted in 2006, also encourages UNODC to enhance 
its technical assistance to states and encourages Member States to avail 
themselves of this support. TPB works closely with CTC and CTED, and with 
other UN entities working on mobility-related security issues. 
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ICAO’s Implementation and Capacity Building 
Working Group (ICBWG)

A number of countries are having difficulty meeting the 2010 ICAO deadline 
for deploying machine-readable passports due to insufficient political will; poor 
governance; and lack of funding, expertise, and capacity.78 In September 2008 
ICAO established ICBWG. The working group offers assistance and expertise 
to countries that are having difficulty meeting the deadline and implementing 
new mobility technologies, policies, and standards for travel documents.79 
ICBWG has identified 22 countries that do not issue machine-readable 
passports and others that issue passports that do not comply with ICAO 
standards.80 

Organization for Security and Cooperation  
(OSCE) in Europe

As its name indicates, the OSCE Travel Document Security Program seeks to 
improve travel-document security throughout the OSCE region.81 The program 
grew out of the Bucharest Plan of Action for Combating Terrorism, which was 
adopted in December 2001. The plan recognizes the close connection between 
terrorism and transnational organized crime, and the importance of effective 
border controls in preventing terrorist movement. 

International Criminal Police Organization  
(Interpol)

The International Criminal Police Organization, better known as Interpol, 
established in 1923, is the world’s largest police organization, with 187 member 
governments.82 It is headquartered in Lyon, France, with regional offices in 
Argentina, Cameroon, Côte d’Ivoire, El Salvador, Kenya, Thailand, and 
Zimbabwe.83 National Central Bureaus (NCBs) link Interpol’s central staff 
to their respective governments and counterparts in other Member States. 
Member States contributed to Interpol’s budget of ―47.6 million in 2008.

Interpol’s mandate is to support police and law-enforcement agencies 
in its member countries in their efforts to prevent crime and conduct 
criminal investigations. In particular, Interpol facilitates cross-border police 
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cooperation. Its crime-related databases include approximately 178,000 
nominal records (names and photographs) on known international criminals, 
missing persons, and unidentified bodies; SLTDs and stolen administrative 
documents, motor vehicles, and works of art; and fingerprints. Interpol 
databases hold information on 16.7 million lost or stolen travel documents, 6.2 
million lost or stolen vehicles, 34,000 pieces of stolen artwork, 83,000 DNA 
profiles from 48 countries, and 100,000 sets of fingerprints, among others.84

In 2002 Interpol established the international SLTD database, which contains 
limited but useful information on almost 17 million travel documents that 
145 Member States have reported stolen or lost.85 Switzerland, for example, 
conducts approximately 300,000 SLTD searches per month and finds more 
than 100 individuals traveling on stolen passports.86 NCB officials and 
increasingly also Member State border officials have access to Interpol 
databases 24 hours a day, seven days a week.87

The US Congress has repeatedly emphasized the importance of the Interpol 
database, making participation in the program a criterion for visa-free travel 
status. The Department of State (DOS) downloads lost and stolen US passport 
information twice daily directly to Interpol. All EU Member States satisfy, to 
varying degrees, the EU mandate to submit their information on lost and stolen 
passports,88 as do all G-8 countries.89 UNSC Resolution 1617 (2005) “urges 
all Member States to . . . ensure that stolen and lost passports and other travel 
documents are invalidated as soon as possible and share information on those 
documents with other Member States through the Interpol database.”90

International Organization for Migration (IOM)

Established in 1951, IOM has offices in more than 100 countries and 125 
Member States. Its primary purpose as expressed in its constitution is to provide 
services to governments in connection with the organized transfer of migrants, 
refugees, and displaced persons and to respond to requests for assistance relating 
to other migration issues. IOM has added countering human trafficking as a 
practice area since 1994. Governments have supported approximately 500 IOM 
projects in 85 countries, and IOM projects have offered assistance to 15,000 
trafficked persons since 2001.91 It also publishes research on human-trafficking 
routes and trends. 

About one-tenth of IOM’s budget is supplied by contracts with governments 
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to assist states to build capacity in systems for visa entry, border management, 
and countering human trafficking.92 For example, IOM is assisting South Africa 
in addressing its problems of lax control of travel documents, corruption, 
unauthorized migration, and porous borders. Based on the Protocol on the 
Facilitation on Movement of People for the Southern African Region, IOM 
is seeking to foster a regional approach to capacity building in Member States 
of the Southern African Development Community (SADC) in the areas of 
countertrafficking, travel-document security, border-management procedures, 
and training of immigration officers. It is also providing assistance in the areas 
of border operations, border police training, and effective asylum procedures 
to countries in East Africa and the Horn of Africa, West Africa, North Africa, 
the Western Mediterranean, South America, Central America and Mexico, 
the Caribbean, South and Southwest Asia, East and Southeast Asia, and 
Central Asia. Since 2001 IOM has offered support on migration management 
to developing states, executing over 200 IOM-government projects in more 
than 85 countries. 

International Centre for Migration Policy 
Development (ICMPD)

Founded in 1993, ICMPD is an international organization that serves as a 
forum for informal consultations. It provides services in migration governance 
to state agencies that are charged with designing and implementing migration 
policies; fosters intergovernmental dialogue on migration by serving as the 
secretariat to the Budapest Process involving 50 European and Eurasian 
States and 10 international organizations; offers capacity-building projects in 
areas of institution building and legal reform relating to asylum, visas, human 
trafficking, and integrated border management; and conducts comparative 
policy research on migration. 

With 11 member states,93 60 staff members at its headquarters in Vienna, and 
other staff located around the world in its regional offices, the organization 
offers services including border-related capacity building, antitrafficking 
projects, and the development of readmission mechanisms. ICMPD, for 
example, has helped the European Union in drafting guidelines for Integrated 
Border Management (IBM) in the Western Balkans. IBM is the EU term 
for collaboration in border management among EU Member States, and by 
extension, any regional cooperation.
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International Dialogue about Managing Migration

The international community has invested considerable effort in consultative 
processes and dialogues on preventive approaches to illegal immigration and 
associated criminality. These nonbinding fora bring together representatives 
of governments, civil-society organizations, and international organizations at 
the regional level for informal discussions on migration-related problems and 
opportunities for cooperation. 

IOM, which provides support for these dialogues, lists them as follows: the 
Intergovernmental Consultations on Asylum, Refugee and Migration Policies 
in Europe, North America, and Australia (IGC) (1985); Budapest Process 
(1991); Commonwealth of Independent States Process (1995); Puebla Process 
(1996); Manila Process (1996); Intergovernmental Asia-Pacific Consultations 
on Refugees and Displaced Persons (1996); Bangkok Declaration (1999); 
South American Meeting on Migration, Integration, and Development (1999); 
Migration Dialogue for Southern Africa (2000); and the Dakar Declaration 
(2000).94 The United States has participated in the IGC, Budapest Process, 
and Puebla Process initiated by Mexico. However useful they have been for 
building relationships and trust, the dialogues do not appear to have led to any 
concrete actions. 

International dialogue has also taken place within the Global Commission on 
International Migration (GCIM), where illegal immigration, migrants’ security, 
and the need to respect human rights were highlighted as integral aspects of 
international migration policy.95 

European Mobility Partnerships

Europe has not developed a better preventive approach to uncontrolled 
migration than has the United States. However, the EU and its Member States 
have pursued several collaborative efforts to stymie large-scale illegal migration. 
The European Union and the Republic of Moldova, for example, signed a joint 
mobility partnership declaration in June 2008 to establish a more efficient 
framework for legal migration, the reintegration of returning migrants, and the 
fighting of illegal migration. The project got off the ground with ―13 million 
and the support of 14 EU Member States and its border agency, Frontex. 

The French immigration minister announced in August 2007 that France 
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would seek to sign agreements on managing immigration with 20 African 
countries. As of May 2009, France had signed agreements on joint-
management flows and codevelopment with Senegal, Gabon, the Democratic 
Republic of Congo, Benin, Tunisia, Mauritius, Cape Verde, Burkina Faso, and 
Cameroon. France has made it a goal to sign seven agreements per year until 
2011. The agreements address opportunities for legal migration, readmission 
of unauthorized immigrants, development, police cooperation, and border 
surveillance. 

Spain has ratified similar agreements with Gambia, Guinea, and Mali. Article 8 
of each agreement provides for mutual assistance in:

•	 Exchanging	information	between	authorities	on	human	trafficking	and	
organized criminals

•	 Providing	technical	assistance	to	fight	illegal	immigration
•	 Training	consular	and	immigration	personnel	of	both	countries,	including	

special training for detecting false documents
•	 Cooperation	to	strengthen	border	controls
•	 Guaranteeing	the	security	of	national	identification	documents
•	 Capacity	building	in	fighting	illegal	immigration	and	human	trafficking
•	 Campaigns	to	inform	the	public	about	the	risks	of	illegal	immigration	and	

human trafficking
 
Spain has also signed cooperation agreements with Peru, Guinea Bissau, and 
Niger. The agreement with Peru focuses on: 

•	 Exchange	of	statistical	information	on	migratory	flows,	and	breaking	up	
networks that fuel illegal migration, human trafficking, and fraudulent and 
stolen documents

•	 Exchange	of	information	to	help	in	investigations	related	to	illegal	immi-
gration, human trafficking, and fraudulent and stolen documents

•	 Collaboration	and	information	sharing	among	border	and	immigration	
officials in order to prevent illegal migration, fight human trafficking, and 
identify organizations that promote illegal activities

European mobility partnerships offer an example — that should be analyzed 
by Congress and the Department of Homeland Security (DHS) — of how 
to achieve a mutually beneficial way of securing human mobility channels 
between countries. French, Spanish, and EU agreements may also prove useful 
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for addressing the conditions that foster illegal migration. Thus far they are too 
new to have had more than limited impact.96 

US Leadership in International Mobility  
Security Relations

In looking ahead to the next phase of international efforts to secure human 
mobility, two steps are especially important: the coordination of foreign 
assistance to secure mobility and the establishment of international institutions 
that promote and develop strong border policies. 

US Foreign Assistance for Border Management
The 9/11 attacks prompted the United States and other governments to 
increase their funding for mobility, travel-document, and border management. 
These increases came in addition to US activities — as well as those of travel 
and other affected industries — in fostering international agreements and 
organizations aimed at securing the movement of people. Unlike Canada 
and the United Kingdom, however, the United States has no dedicated, 
visible fund for foreign assistance relating to border management. Having a 
transparent source of funding or at least open accounting for international 
mobility assistance would be useful. 

DHS agencies deliver a wide range of training and technical assistance, which 
takes the form of:

•	 Resident	training	in	the	United	States
•	 Resident	training	at	its	four	International	Law	Enforcement	Academies	

(ILEAs)
•	 Deployable	training	delivered	in	country	
•	 In-country	technical	assessments	
•	 Short-term	and	long-term	(in-country)	advisory	assistance
•	 Equipment	and	infrastructure	support

DHS training and technical-assistance programs cover the full range of its 
competencies. It offers more than 150 courses of instruction and has tailored 
its training and technical-assistance packages to meet specific international 
customer and interagency needs, including in: 
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•	 Border	patrolling	and	enforcement
•	 Checkpoint	management
•	 Weapons	of	mass	destruction	(WMDs)	detection
•	 Critical	infrastructure	protection
•	 Targeting	and	risk	management	
•	 Short-term	and	long-term	border	advisory	assistance	
•	 Fraudulent	document	detection	
•	 Biometrics
•	 Maritime	law	enforcement
•	 Small-boat	operations	and	maintenance
•	 Maritime	assessments
•	 Short-term	and	long-term	aviation	advisory	assistance	
•	 Airport	assessments
•	 Foreign-air-carrier	security	compliance
•	 Legislative	infrastructure	development

DHS has limited legislative authority and funding to sponsor international 
training and technical assistance. Nearly all of its work in this area is delivered 
on a reimbursable basis with funding provided by other US agencies, foreign 
governments, or international organizations. As a result, DHS’s priorities 
are heavily influenced by its funding sources and their legislative authority 
and budgets, especially DOS and the Department of Defense (DOD). These 
funding agencies, often working through an interagency process, determine the 
countries that receive DHS assistance, the scope of the assistance provided, 
and its duration. Consequently, DHS mostly supports interagency initiatives.

In a typical year, DHS trainers and subject matter experts travel to more than 
70 countries, with funding provided by more than 22 different interagency 
sources, including: 

•	 International	Maritime	Education	and	Training	(DOD)	
•	 Foreign	Military	Sales	(DOD)
•	 Export	Control	and	Related	Border	Security	(DOS)	
•	 International	Narcotics	Law	Enforcement	(DOS)
•	 Antiterrorism	Assistance	(DOS)
•	 Section	1206	Defense	Authorization	Act	(DOD)
•	 Section	1207	Defense	Authorization	Act	(DOD/DOS)

Interagency and international requests for DHS training and technical 
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assistance come through multiple entry points, including bureau training 
offices, working-group representatives, and regional offices. These requests are 
seldom coordinated across agencies. Depending on volume, DHS bureaus have 
to prioritize across unrelated programs, as they attempt to balance training 
demand with the availability of personnel resources. DHS agencies typically 
try to meet all interagency requests without regard to the relative standing 
of a particular program or country in their hierarchy of priorities. In addition 
to direct bilateral assistance, DHS, DOD, and DOS work through regional 
organizations like OSCE, ASEAN, and OAS. 

Tracking all its international training and technical-assistance activities 
would enable DHS to make better decisions and spot successes and problems. 
Establishing such a database would be a good foundation for seeking expanded 
legislative authorities to support specific training and capacity-building efforts 
tied to mobility security goals. 

One of the most visible US efforts is a program to provide border authorities 
with the ability to use an electronic watchlist. However, because this program 
requires dedicated computers and software, border authorities can have 
difficulty integrating it with other border systems that support immigration 
management and customs revenue collection. 

For example, when mobility management software is provided from different 
sources — different governments, international organizations, or units within 
governments and international organizations — the recipient authorities need 
to be able to apply extra expertise, effort, and funds to integrate the various 
technologies and business processes. When developing countries do not have 
such resources, the latest technology upgrade may not be used optimally or at all.  
 
World Borders Organization (WBO-BORDERPOL)
One way the United States can promote security in global mobility channels 
while pursuing a foreign policy committed to building international 
cooperation is to help establish an international organization dedicated 
to advancing mobility security. There is already a group of border officials 
advocating for the establishment of such an organization. WBO-BORDERPOL 
was chartered in 2003 in Ottawa, Canada, by border policing and immigration 
professionals as a nonprofit international association. BORDERPOL has 
observer and member border agencies from 11 countries97 that advocate 
the establishment of a permanent, international organization to address 
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global borders issues. Governed by a BORDERPOL Exploratory Committee 
(BEXCOM), it is intended to support governments in moving toward founding 
a full-fledged international organization. As of February 2010, BEXCOM 
includes full-fledged representation or observers from 11 member countries. 
The organization has supported and convened annual meetings, during which 
senior representatives of border control and policing agencies of about 50 
countries engaged in multilateral discussions and exchanges of views and 
experiences. This forum has formed ad hoc working groups which have 
explored various border security issues and published nonbinding reports. 

There are a number of ways in which an intergovernmental WBO-
BORDERPOL-type organization could be useful in making borders smarter 
and safer, drawing on the experiences and contributions of several existing 
organizations. For example, analogously to FATF, which is concerned with 
security in the global financial system and has 35 member (33 jurisdictions 
and 2 regional organizations), a world borders organization could develop 
and promote national and international policies to secure human mobility, 
act as a policymaking body, and publish recommendations to meet this 
objective. Supporting CTED, a world borders organization could propose 
and establish polices, standards, and recommended practices that are 
related to the movement of people across international borders, which are 
global in scope and are designed to bring a level of harmonization to world 
practices in border protection. Another purpose of such an organization 
would be to forge synergies and interrelationships with relevant specialized 
international, regional, and other organizations, from Interpol to APEC, the 
Caribbean Community (CARICOM), and IOM. Table 11.1 lists select major 
international organizations and private associations with complementary 
mandates to a WBO-BORDERPOL-type entity. 
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International Criminal Police 
Organization (Interpol)

Facilitates cross-border police cooperation and supports 
and assists all organizations, authorities, and services 
whose mission is to prevent or combat international 
crime by, among other things, granting them access to its 
SLTD and other databases. 

International Organization 
for Migration (IOM)

Helps ensure the orderly and humane management of 
migration, promote international cooperation on migra-
tion issues, assist in the search for practical solutions to 
migration problems, and provide humanitarian assis-
tance to migrants in need, including refugees.

World Customs Organiza-
tion (WCO)

Helps members communicate and cooperate on customs 
issues, develop agreed rules on customs procedures, 
and provide advice and assistance to customs services. 

International Civil Aviation 
Organization (ICAO)

Works to achieve its vision of safe, secure, and sustain-
able development of civil aviation through cooperation 
among its member states and adopts standards, such 
as travel-document regulations, and recommended prac-
tices concerning air navigation. 

United Nations Office on 
Drugs and Crime (UNODC)

Assists the United Nations in better addressing a co-
ordinated, comprehensive response to the interrelated 
issues of illicit trafficking, abuse of drugs, crime preven-
tion, criminal justice, and international terrorism. 

International Air Transport 
Association (IATA)

Ensures that people and goods can move around the 
global airline network as easily as if they were on a 
single airline in a single country, and provides essential 
professional support to all industry stakeholders with a 
wide range of products and expert service.

European Police Office 
(Europol)

Improves the effectiveness and cooperation of the rel-
evant authorities in EU Member States in preventing and 
combating terrorism, drug trafficking, and other serious 
forms of international organized crime.

European Agency for the 
Management of Operational 
Cooperation at the External 
Borders of the Member 
States of the European 
Union (Frontex)

Coordinates operational cooperation between EU 
Member States in the field of management of external 
borders; assists Member States in the training of national 
border guards, including the establishment of common 
training standards; and carries out risk analyses. 

United Nations World Tour-
ism Organization (UNWTO)

Promotes the development of responsible, sustainable, 
and universally accessible tourism and travel with an eye 
toward reducing poverty and helping developing coun-
tries achieve sustainable development.

Source: Migration Policy Institute.

Table 11.1 Mandates of Select International Organizations Addressing 
Operational Mobility Security
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Conclusion

Initiatives to address the forces that foster illegal movement and that 
undermine the rule of law in mobility channels are not well developed. Most of 
the international talk on migration in international and regional fora concerns 
labor and family movements. In contrast, considerably more action than 
dialogue or lawmaking characterizes mobility security programs internationally. 
Yet the largest budgets in international migration fund refugee protection and 
repatriation. Development assistance relating to mobility security and border 
control predominantly comes from counterterrorism, conflict-related, human 
trafficking, and other crime-control budgets. Clearly, it would be better if there 
were a balance among talk, action, and budgets, reflecting mobility security 
alliance priorities. 

International discussion on mobility security is usually separate from that on 
labor migration, but European mobility partnerships break the mold. These 
experimental agreements include a mix of labor migration and security-
related provisions and demonstrate a potential direction for the United States 
in its long-term dialogue with Mexico and other countries in the Western 
Hemisphere with high, uncontrolled emigration to the United States.

The United States, regional organizations, the United Nations, and other 
multilateral organizations have put considerable effort since 9/11 into 
constituting the rule of law in global mobility channels and supporting its 
implementation with foreign and technical assistance. These efforts serve: (1) 
to enable governments to implement UN travel bans; (2) to control mobility 
crimes that violate human rights pursuant to UN protocols concerning human 
trafficking and human smuggling; (3) to promote their own interests in safe, 
secure, and well-managed borders and countering terrorist mobility; and (4) 
to advance the individual’s interest in pursuing the opportunities arising from 
globalization. 

Mobility security diplomacy offers opportunities for strengthening civil 
security alliances, including by addressing development imperatives. This field 
should continue to be resourced and to be developed in an organized manner. 
A useful next step for the United States would be to take the lead in the 
establishment of a new WBO-BORDERPOL-like international organization 
of border and immigration professionals who can help the international 
community: (1) develop standards for port-of-entry and border management, 



PreVentIng lIfe-tHreatenIng, Illegal, and uncontrolled moVement        331

(2) conduct mutual assessments that advance their implementation, (3) share 
best practices, and (4) reinforce ICAO’s travel-document standards. The 
United States, Canada, the European Union, and other wealthy governments 
should provide more foreign and technical assistance to developing countries 
to develop border and mobility-management capabilities. 

To do so effectively, better coordination and new funding vehicles among 
leading and donor countries is necessary. Since the United States and 
European Union have fundamentally similar concerns but sometimes distinctly 
different approaches to border control, there is a risk of redundancy and 
even conflicting approaches. The United States should also work with other 
countries to strengthen the ability of the United Nations to support efforts 
against terrorist travel and transnational criminal movement. Mobility- and 
border-related assistance for counterterrorism, crime control, migration 
management, good governance, and revenue collection have different 
emphases and require the involvement of different agencies and resources. 

It may seem like a futile undertaking to tackle global border controls given 
the number of cross-border conflicts and the degree of corruption in mobility-
related agencies. But in fact improvements have been made through concerted 
efforts. Dedicating additional and better-coordinated resources to develop the 
law and appropriate governance structures in global mobility channels will 
reinforce the bilateral and regional mobility security agreements discussed in 
chapter 10. It will build a more solid foundation for the necessary bilateral, 
regional, and multilateral discussions aimed at precluding high levels of illegal 
migration and catastrophic displacements of people. Strengthening the legal 
underpinning and the governance of mobility security are critical dimensions 
of civil security. Without progress in this area, labor mobility and freedom of 
movement cannot be expanded. 
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chapter 12: maNagINg borders 
wIth our NeIghbors

Policy Preview: A more strategic approach needs to be taken to the US-Canada 
mobility security relationship. It should be seen as one element of a civil security 
(homeland security) alliance, parallel to the US-Canada Basic Defense Agreement 
and North American Aerospace Defense Command (NORAD). The purpose of 
a civil security alliance is to preclude catastrophic harm to people on both sides of 
the border. As an element of a civil security alliance, a strategic mobility security 
partnership should be formalized that would incorporate such elements as: (1) regular 
joint threat and risk assessments, (2) deeper mutual assistance, (3) a transatlantic 
privacy and data-protection framework, (4) a one-stop preclearance system, (5) 
aligned admission standards, and (6) integrated surveillance and security operations 
in the border zone. SBInet should be reexamined and aligned with these goals. In 
any event, SBInet should not be employed at the northern border until proven at the 
southern border. 

This final chapter addresses securing the movement of people across the United 
States’ shared boundaries with Mexico and Canada, with detailed attention 
to the US-Canada mobility security relationship. Of the more than 40 million 
trips abroad made by US citizens by air in 2008, nearly 24 percent (9.5 million) 
were either to Canada (3.6 million) or to Mexico (5.9 million).98 In total, 
20.3 million US travelers went to Mexico in 2008, while 12.5 million US 
travelers visited Canada.99 Every day, approximately 300,000 people cross the 
US-Canada border100 and 1 million cross the US-Mexico border.101 Roughly 
25 million people or 75 percent of Canadians live within 100 miles of the 
US-Canada border.102 Thirty million people, or 95 percent of the Canadian 
population, live in a province that borders the United States,103 and 72 million 
people living in the United States (24 percent of the US population) live in 
states that border Canada.104 More than 75 million border crossings take place 
across the US-Canada border each year at 86 US ports of entry.105 Between 
1999 and 2008, an average of 248 million border crossings occurred annually at 
26 US ports of entry on the US-Mexico border.106 

Mobility security relations with Canada and Mexico have a special importance 
because of both countries’ proximity to the United States and the volume of 
movement across US borders. In addition, the US public’s confidence and 
resilience depend on a belief that the security relationships with its closest 
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neighbors are well managed. The same holds true for Canadian and Mexican 
citizens. That confidence would be sorely tested in the wake of a terrorist 
event linked to conspirators with a nexus in Canada, Mexico, or the United 
States. There would be little public tolerance for perceived errors associated 
with such events. The US, Canadian, and Mexican publics would ask why 
protective measures that could have prevented an attack had not been adopted 
years before. More than likely, the security gap would be the result of some 
failed reform that had been left on the table and that would seem quite easy 
to resolve in retrospect. While the problem of not pursuing certain measures 
is a perennial aspect of risk management — since threats, hazards, and failures 
are so unpredictable, and vulnerabilities to them so pervasive — the public 
assumes that security relations with Canada and Mexico are receiving priority 
attention as a matter of course. 

This is especially true for Canada, with which the United States has a military 
and unique nuclear defense alliance, a common constitutional and cultural 
heritage, and a comparable tradition of immigration. Moreover, extensive 
media coverage in both countries regarding border management has raised 
public expectations. Yet, discussions with Canada on several key mobility 
security issues have stalled since 2002. This impasse is consistent with the 
relative lack of attention and resources dedicated to US relationships with 
Canada (and Mexico) in comparison to that given to wars aimed at defeating 
and constraining al Qaeda overseas. In addition, because of the war against 
drug-trafficking organizations (DTOs) and the volume of illegal movement 
over the southwest border, the US relationship with Canada has received less 
attention than that with Mexico. Both deserve significantly more attention. 

Differences in security priorities relating to mobility are not a problem 
with respect to Canada. As discussed in the introduction to section II, 
terrorist movement with chemical, biological, radiological, nuclear, or high 
yield explosive (CBRNE) weapons is the top US mobility-related security 
concern. Canada’s intelligence service, too, has identified terrorism as the 
nation’s greatest security threat. Powerful and violent transnational criminal 
organizations, such as the Mexican DTOs, human-trafficking organizations 
(HTOs), and violent gangs, are the next highest concern for the United States. 
For Mexico (and Central America), such organizations pose the greatest 
security threat. 

Because al Qaeda-related terrorism has had a closer connection with Canada 
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than with Mexico (notwithstanding US concerns of potential terrorist entry 
from Mexico or through the Caribbean), this chapter primarily addresses 
securing the flow of people between Canada and the United States. The 
discussion seeks to place the US mobility-related relationship with Canada 
(and with Mexico) into a homeland security framework. Thus far, analysis 
of border security issues has tended to focus on the problems that enhanced 
US border security policies have created for the free flow of people and goods 
between the two countries. Analysts often propose measures to facilitate these 
flows, to integrate markets, or to respond to borderland needs. They do not 
usually address the specific reasons for lack of progress on particular security 
issues, their importance, and how to break logjams. 

To focus primarily on homeland security is not to assert that managing security 
risks is more important than protecting market economies and borderland 
communities. The two frameworks complement each other, but security merits 
careful, independent attention. Progress in denying terrorist access through 
a bilateral homeland security alliance would enhance bilateral commerce. 
This latter point is frequently made by Canadian commentators. Canada’s 
border security and counterterrorism strategies are intelligence based. For the 
Canada-US border, Canada has advocated an approach that combines low-
risk identification and expedited clearance with high-risk identification and 
interdiction.  

Binational Movement of Terrorists and Criminals

Between 1999 and 2008, Canada admitted an average of 235,215 new 
permanent immigrants every year, including 247,243 in 2008107 (see figure 
12.1), whereas the United States on average admitted 981,340, including 
over 1.1 million in FY2008.108 The United States also recorded approximately 
32.7 million temporary (nonimmigrant) admissions during the same period, 
including 39.4 million admissions in FY2008.109
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Figure 12.1 Total Permanent and Temporary Migration to Canada, 
1984–2008

Source: Citizenship and Immigration Canada, “Facts and Figures 2008 — Immigration 
Overview: Permanent and Temporary Residents,” August 25, 2009, www.cic.gc.ca/EnGLIsh/
resources/statistics/facts2008/permanent/01.asp.

According to the 2006 census, Canada’s permanent immigrant population 
numbered almost 6.2 million or 19.8 percent of the population.110 As of 
2006, the largest immigrant groups residing in Canada were from the United 
Kingdom (579,620), China (466,940), India (443,690), the Philippines 
(303,195), and Italy (296,850). The groups respectively made up 9.4 percent, 
7.5 percent, 7.2 percent, 4.9 percent, and 4.8 percent of the total immigrant 
population.111 Immigration from Pakistan comprised 6.2 percent of all 
permanent immigration flows to Canada in 2001, but its share declined to 3.3 
percent in 2008.112 The Canadian census lists an individual’s last permanent 
or temporary residence as his place of origin, so, for example, the vast 
majority of the immigrants identified as being from the United Kingdom are 
migrants from South Asia.

Canada also faces significant illegal migration challenges. Smuggling 
organizations move roughly 10,000 people into Canada annually. Many are 
Chinese and Vietnamese who transit through Thailand, acquiring forged 
travel documents to use in entering Canada.113 Recently, there has been an 
increase in migration of Indians using forged travel documents. Canadian 
officials have also noted increasing levels of unauthorized immigration from 
Mexico, especially since Mexican airlines began offering direct flights to 
Canada and the escalation of the drug wars in Mexico.114 This situation 
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has been exacerbated by a provision of the Canada-US Safe Third Country 
Agreement of 2002, which creates exceptions for certain asylum seekers from 
the requirement that they seek asylum in the first of the two countries that they 
reach. Canada in 2009 decided to impose a visa requirement on Mexican 
visitors to limit a spike in the number of Mexican asylum seekers entering 
Canada from the United States.

While the vast majority of immigrants and travelers to Canada (as to the 
United States) do not pose a security threat to people in Canada, the United 
States, or elsewhere, a small number do. 

Canada is itself vulnerable to transnational terrorism. The Canadian Security 
Intelligence Service (CSIS) has reported that there are more representatives 
of international terrorist organizations operating in Canada than in any other 
country in the world, with the possible exception of the United States.115 
Canada’s first major terrorist event, the 1985 bombing by Sikh militants of 
Air India flight 182 originating from Montreal’s Mirabel airport, took the lives 
of 270 Canadians. Twenty-four Canadians were killed in the attacks on the 
World Trade Center (WTC) on 9/11. At least three al Qaeda propaganda 
releases since 2002 have explicitly threatened Canada and its oil industry. 
CSIS identifies the terrorist threat as “a real threat to the safety and security 
of Canadians” and as its operational priority for the foreseeable future.116 In 
March 2009 an Islamist extremist, Momin Khawaja, was convicted of financing 
and facilitating terrorism and building explosive detonators for use in terrorist 
attacks targeting the United Kingdom.117 

Counterterrorism raids in Toronto in 2006 led to the arrest of 18 members 
of an Islamist terrorist cell who were allegedly plotting to blow up several 
landmarks and to storm Parliament to kill the prime minister.118 

Stating that “Canada has individuals who support the use of violence to 
achieve political goals,” CSIS lists terrorist activities in Canada as including: 
“planning or helping to plan terrorist attacks in Canada or abroad; providing 
a Canadian base for terrorist supporters; fundraising; lobbying through 
front organizations; obtaining weapons and materials; and coercing and 
interfering with immigrant communities.”119 The Liberation Tigers of Tamil 
Eelam (LTTE) in Sri Lanka actively recruited and raised funds in Canadian 
immigrant communities until the end of the Sri Lankan civil war in 2009.120 
Canadian residents include persons who have attended terrorist training camps 
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and are veterans of campaigns in Afghanistan, Bosnia, and Chechnya, as well 
as persons with insurgency combat experience in Iraq. 

A much larger number of people seeking to enter the United States from 
Canada than from Mexico have been prevented from doing so as a result of 
hits on the US terrorist watchlist,121 leading government officials to maintain 
that the threat from violent extremists in Canada outweighs the threat from 
Mexico.122

Terrorists have plotted in Canada against sites in the United States and US 
targets outside the country. In addition, several terrorists (albeit not the 9/11 
terrorists, despite a popular misconception) have entered the United States 
from Canada. The leader of the 1993 WTC bombing, the blind cleric Omar 
Abdul Rahman, traveled to and from Canada for fundraising and recruitment. 
The Palestinian associated with the 1997 New York subway plot, Abu Mezer, 
entered the United States several times from Canada, before moving to the 
United States. The most well-known case is that of the would-be millennium 
bomber, Ahmed Ressam, who boarded a ferry from British Columbia with 
explosives hidden in his car to attack the Los Angeles International Airport. 

In 2003 Canadian Abdel Rahman Jabarah bombed a residential area in Riyadh 
while his brother Mohammed Jabarah attempted to attack the US embassies in 
Singapore and Manila.123 As a result of their alleged activity against US forces 
in Afghanistan, Omar Khadr is in US custody at Guantánamo Naval Base 
and his brother Abdullah is in Canadian custody pending extradition to the 
United States. One of the two men accused of planning an attack on a Danish 
newspaper that published cartoons offensive to many Muslims is a Canadian 
citizen who lived legally in Chicago, where he operated a travel agency and 
other businesses.124 

Cross-border organized crime — human trafficking, firearms smuggling (in 
2007, the Canada Border Services Agency [CBSA] seized 662 firearms at the 
border125), and transportation of illegal drugs and contraband — remains a 
significant problem. The Canadian government reports high levels of cigarette 
trafficking into its country from the United States. Illegal cigarette sales are 
funding the activities of organized criminal groups.126 Such illicit activities fuel 
violence, undermine US and Canadian law, deplete federal and provincial tax 
revenues, and create unfair competition for legitimate Canadian businesses. 
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The Close US-Canada Strategic Security  
Relationship

Since the 1930s, the United States and Canada have cooperated with each 
other to facilitate and promote cross-border ties.127 There are approximately 
140 border-crossing points along the 5,525-mile US-Canada border, including 
50 or so small country roads and paths through uncleared forests and hundreds 
of unmanned roads and paths.128 In 2006 more than 30 million Americans 
and Canadians129 — a total of 70 million travelers130 and 35 million vehicles131 
— crossed the border. 

The cross-border traffic of capital, goods, and people has brought major 
economic benefits to both countries. The Canada-US Free Trade Agreement 
(CUSFTA) of 1989132 and the subsequent North American Free Trade 
Agreement (NAFTA) of 1994 have expanded cross-border commerce between 
the United States and Canada, which is the United States’ largest trading 
partner. While most bilateral trade flows visibly across the border, more than 
10 percent of it passes through pipelines and electrical transmission grids, 
which US and Canadian electric power companies have integrated.133

The trade agreements followed in the path of the deep security relationship 
that the United States and Canada have forged for over more than half 
a century. These bonds now encompass aspects of homeland defense and 
security, criminal investigations, and immigration policy. The International 
Boundary, as it is officially known, is the world’s longest common border 
unprotected by military forces.

In 1958 the United States and Canada established what was then called the 
North American Air Defense Command in Colorado Springs in an effort to 
centralize operational control of continental air defense against military threats 
from the Soviet Union. Since then, the two countries have jointly strategized, 
monitored, coordinated, and conducted operations under what is now known 
as the North American Aerospace Defense Command (NORAD), a binational 
command formalized in the NORAD Agreement and the US-Canada Basic 
Defense Document. NORAD provides aerospace warning, aerospace control, 
and maritime warning for North America.134 

Following the 9/11 attacks, the two nations, through NORAD, launched 
Operation Noble Eagle, which supplies airspace surveillance; a ready alert 
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force; and an air defense system in the Washington, DC, area.135 Noble Eagle 
includes air patrols of cities, military locations, and other critical-infrastructure 
locations by the National Guard and Reserve troops, as well as the Canadian 
Forces Air Force. By March 2009 Noble Eagle had flown more than 50,000 
sorties, 70 percent of which were conducted by the Air National Guard.136 

The NORAD agreement has been renewed ten times, mostly recently in May 
2006, when a maritime component was added to its mandate. Armed fighters 
are on constant standby to patrol, identify, and intercept suspect aircrafts. In 
2008 jet fighters responded to more than 200 incidents.137 

The United States established the US Northern Command (NORTHCOM) 
in 2002 to provide command and control of the Department of Defense’s 
(DOD’s) homeland defense efforts and to coordinate defense support 
to civilian authorities.138 NORTHCOM’s Joint Task Force North (JTF-
North) coordinates and manages military homeland security support to 
law-enforcement authorities “for the interdiction of suspected transnational 
threats within and along the approaches to the continental United States.”139 
Operation Winter Freeze, for example, was a three-month operation in 2005 
that brought the Army and Air Guard together with JTF-North to provide 
support to the Border Patrol in interdicting individuals seeking to enter the 
United States illegally along a 295-mile segment of the US-Canadian border.140 

NORTHCOM and NORAD are two separate commands with an integrated 
headquarters under the command of a single general. NORTHCOM and 
Canada Command,141 however, remain separate. JTF-North collaborates 
with a variety of US-Canada joint working structures, including Canadian 
law-enforcement and military agencies, their US counterparts, and the US-
Canada Integrated Border Enforcement Teams (IBETs). IBETs, which consist 
of joint Border Patrol and Royal Canadian Mounted Police (RCMP) units, 
were instituted in the 1990s and have expanded dramatically since 9/11. The 
IBETs operate between designated ports of entry, identifying, investigating 
and interdicting persons, organizations, and goods that threaten the security of 
one or of both countries, or that are involved in organized criminal activity.142 
NORAD has undertaken a review of the requirements for northern (Arctic 
region) air operations and for Noble Eagle. US authorities continue to consider 
how NORTHCOM, NORAD, and Canada Command should interact, relate, 
and cooperate with one another. The three commands are jointly developing 
plans to provide a strategic framework for the bilateral defense and security 
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of the United States and Canada. The evolution of the US-Canada strategic 
military relationship has been complicated by Canadian opposition to a US-
proposed missile shield, as well as lack of an agreement about defense in the 
Arctic region as polar melting opens it up to traffic and resource exploitation. 

The Canadian and US militaries also operate jointly through the North 
Atlantic Treaty Organization (NATO). The two governments’ intelligence 
services share intelligence through a longstanding agreement among the 
United Kingdom, Canada, Australia, New Zealand, and the United States. 

The Canada-US Civil Assistance Plan (CAP) of 2008 between NORTHCOM 
and Canada Command is a framework that allows both militaries to support 
each other during civil support operations, such as during floods, forest fires, 
hurricanes, earthquakes, and terrorist attacks. CAP was first used during the 
2008 hurricane season when a Canadian airplane and medical crew assisted in 
the evacuation of medical patients from Louisiana. 

CAP builds on an over-20-year history of formal cooperation by civil 
authorities during homeland security emergencies. In December 2008 the 
two countries renewed the Emergency Management Cooperation Agreement 
of 1986, continuing mutual assistance in providing supplies, equipment, 
emergency personnel, and professional and expert support through integrated 
response and relief efforts during cross-border emergency situations.143 The 
2003 electricity blackout in the northeastern and midwestern regions of the 
United States and the province of Ontario illustrates how interlinked cross-
border homeland security emergencies can be. 

The US-Canada Relationship with Regard to  
Securing the Movement of People

Since 9/11, Canada and the United States have not worked to secure mobility 
as productively and cooperatively as their long history of cooperation and their 
common interests would suggest that they should. The primary instinct of the 
United States after 9/11 was to tighten the common border. Canada’s primary 
instinct was to take independent steps deemed sufficiently reassuring to the 
United States to preserve the open cross-border flow of people and commerce. 
Since 9/11 the two countries have issued a string of declarations, and agencies 
have individually entered into various memoranda of understanding, but 
no full-fledged mobility security or larger homeland security agreement has 
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emerged that compares with the existing military alliance. More limited 
bilateral agreements such as the Smart Border Accord, Safe Third Country 
Agreement, Security Prosperity Partnership, and the Western Hemisphere 
Travel Initiative Document Compliance have been entered. 

In May 2009 the two governments initiated what will be twice-yearly meetings 
by their respective cabinet officials responsible for civil security, the US 
homeland security secretary and the minister of public safety Canada. This 
bilateral dialogue takes place under the shadow cast by a persistent sense that 
the demands of security and economics conflict — in other words, that either 
security or the market must be paramount in border discussions, and that the 
United States and Canada have chosen opposite sides of the coin. For both 
countries to meet the full spectrum of their security needs, this idea must be 
replaced by one that more closely reflects the need for shared responsibility, 
institutional development, and respect for national frameworks.144 This section 
explores how such a transformation might be accomplished, taking a realistic 
look at the current status of the relationship and the foundations on which 
progress can be made. 

Unilateral Security Steps Taken by Canada and 
the United States

Most major post-9/11 assessments, decisions, programs, and expenditures 
involving securing the cross-border movement of people have been unilateral. 
Canada and the United States have each taken myriad independent actions 
to build stronger security measures into their immigration, border, and related 
intelligence and law-enforcement programs. 

Canada has taken many steps to improve its counterterrorism and homeland 
security efforts as they relate to the cross-border movement of people. In 
particular, Canada:  

•	 undertook	a	major	reform	to	prevent	the	exploitation	of	its	birth-certificate	
system by terrorists such as Ahmed Ressam

•	 fast-tracked	fraud-resistant	tamper-proof	permanent	residence	cards
•	 established	the	Public	Safety	Canada	ministry
•	 created	the	Canada	Border	Services	Agency	with	armed	personnel	
•	 improved	screening	of	immigrants,	refugee	claimants,	and	visitors	
•	 imposed	additional	documentation	requirements	on	applicants
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•	 expanded	government	authority	to	use	secret	evidence	to	arrest	and	detain	
foreign nationals

•	 increased	Customs,	Immigration,	and	RCMP	staffing;	deployed	more	intel-
ligence officers; and put undercover officers on aircrafts 

•	 placed	new	explosive-detection	systems	at	airports
•	 upgraded	its	border	technology	and	enhanced	infrastructure	and	emergency	

preparedness
 
The United States: 
•	 significantly	tightened	its	visa	process	and	nonvisa	travel	program,	adding	

the Electronic System of Travel Authorization (ESTA)
•	 established	the	Department	of	Homeland	Security	(DHS)	and	NORTH-

COM
•	 instituted	the	United	States	Visitor	and	Immigrant	Status	Indicator	Tech-

nology (US-VISIT) fingerprint program to check backgrounds of all foreign 
visa applicants, visitors, and lawful permanent residents (LPRs) against 
terrorist and criminal records

•	 instituted	passenger	targeting,	using	automated	analysis	of	passenger	in-
formation to detect risks through the US Customs and Border Protection 
(CBP) National Targeting Center

•	 increased	CBP	funding	from	$6	billion	in	FY2004	to	$10.1	billion	in	
FY2009,145 mostly attributable to the Secure Borders Initiative (SBI), which 
seeks to double the size of the Border Patrol and to enhance both physical 
and virtual fencing (SBInet) at the border between ports of entry 

•	 increased	the	number	of	Border	Patrol	agents	along	the	US-Canada	border	
from 340 before 9/11 to 1,798 in FY2009146

•	 required	US	and	Canadian	citizens	to	present	identification	establishing	
citizenship status when entering the United States, as per the Western 
Hemisphere Travel Initiative (WHTI)

US and Canadian unilateral efforts to further secure the lawful flow of people 
continue. Canada has announced a timeline to initiate its own fingerprint 
program to verify the identity of visa holders at ports of entry by 2013. It has 
also announced its commitment to reform its refugee program with the goal 
of making exploitation of the system more difficult. The United States is 
moving forward with the multi-billion-dollar SBInet program to build a virtual 
fence along its southern and northern borders. Millions of dollars of economic 
stimulus funding will be used to increase technology and improve infrastructure 
at ports of entry along the US-Canada border.147 
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The Status of a Joint Strategy to Secure the  
Cross-Border Flow of People

Although the major post-9/11 mobility-related security initiatives — birth 
certificate and refugee policy reform on the Canadian side, and US-VISIT, 
WHTI, SBInet, and ESTA on the US side — remain almost entirely unilateral, 
the two countries have made efforts to work together in the following areas: 

•	 Terrorist-watchlist-related	intelligence	sharing
•	 Threat	assessment
•	 Traveler-related	biographic	and	biometric	information	sharing
•	 Risk	assessment
•	 Security-related	aspects	of	temporary	visa	policy
•	 Security-related	aspects	of	refugee	policy
•	 Traveler	identity	management
•	 Use	of	biometrics
•	 Standards	for	registered-traveler	programs
•	 Border	facilities,	equipment,	and	technology
•	 Port-of-entry	screening	processes
•	 Preclearance	for	border	crossers
•	 Land	and	maritime	investigations	and	patrol
•	 The	cross-border	movement	of	people	and	goods	during	and	after	 

emergencies

The first of a series of joint declarations came on December 12, 2001, when 
the two nations signed the US-Canada Smart Border Declaration, building on 
previous agreements such as the 1995 Shared Accord on Our Border, the 1997 
Border Vision, the 1997 Cross-Border Crime Forum, and the 1999 Canada-US 
Partnership Process.148 The Smart Border Declaration included four thematic 
categories: securing the flow of people, securing infrastructure, securing the 
flow of goods, and coordinating and sharing information. The Smart Border 
Declaration’s Action Plan for Creating a Secure and Smart Border identified 
the need to:  

•	 Share	lookout	lists	at	visa-issuing	offices
•	 Share	information	on	refugees	and	asylum	seekers,	and	Passenger	Name	

Record (PNR) and Advance Passenger Information (API)
•	 Build	compatible	immigration	databases	in	order	to	facilitate	information	

sharing149 
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•	 Coordinate	visa-free	travel	lists
•	 Negotiate	a	safe	third-country	agreement	for	refugees	and	asylum	seekers
•	 Develop	or	improve	biometric	identifiers	in	permanent	resident	cards	for	

NEXUS (a registered traveler system) and other travel documents
•	 Expand	air	preclearance	programs
•	 Establish	joint	passenger	analysis	units	at	key	US	and	Canadian	interna-

tional airports

The same month in which the two countries signed the Smart Border 
Declaration, the United States and Canada also issued a Joint Statement 
on Cooperation on Border Security and Regional Migration Issues. This 
agreement included commitments to review temporary visa policy, promote 
the development of common biometric document identifiers and standards, 
include Canadians in the FBI’s Foreign Terrorist Tracking Task Force, expand 
the cross-border investigative IBETs, and increase the number of immigration 
officers overseas.150 

These commitments have been echoed in subsequent joint statements by the 
United States, Mexico, and Canada. A report issued by the three governments 
acting through the Security and Prosperity Partnership (SPP) on March 23, 
2005, reiterated the need to share watchlists and traveler information, establish 
risk-based screening standards, and facilitate cross-border travel by developing 
standards for secure travel documents.151 In the North American Leader’s 
Summit of August 2007, the leaders of the three countries named “smart 
and secure borders” one of the SPP’s top priorities. In the North American 
Leaders’ Summit in August 2009, the three governments stated that they were 
“investing in border infrastructure, including advanced technology, to create 
truly modern borders.”152 Their statement also called for reducing regulatory 
differences and for developing focused priorities and a specific timeline. 

In May 2009 Homeland Security Secretary Janet Napolitano and Public Safety 
Canada Minister Peter Van Loan announced a Framework for the Movement 
of People and Goods across the border during and following an emergency.153 
This framework seeks to ensure that first responders will not be delayed at the 
border when emergency assistance is needed in either country, and that if the 
border closes for whatever reason, it will return to normal operations as quickly 
as possible.

Also in 2009 Canada, New Zealand, Australia, the United Kingdom, and 
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the United States, which comprise the Five Country Conference (5CC), 
entered into a new agreement to share selected administrative information 
about travelers. Border and immigration services will be able to cross-check 
biographic and biometric records for refugee claimants and asylum seekers 
as a means of reducing risk and maintaining the integrity of their respective 
immigration systems.

Organizational Collaboration for Mobility Security

This hodge-podge of overlapping declarations is not without substance or 
ambition. Canada and the United States initiated three of the most important 
collaborative programs — airport preclearance, law-enforcement IBETs, and 
the joint registered-traveler program (NEXUS, at ports of entry) — before 
9/11. In 2009 the two nations added to these initiatives two binational law-
enforcement teams: the Integrated Maritime Security Operation (IMSO or 
Operation Shiprider) and the Border Enforcement Security Team (BEST).  

Airport Preclearance 
Under the US airport preclearance program, CBP officers at select overseas 
airports and ports conduct checks on travel documents, customs, and 
agricultural inspections for individuals seeking to enter the United States.154 
Precleared passengers arrive at a domestic terminal in the United States and 
exit the airport without further immigration checks.155 The preclearance or 
preflight inspection program began in 1952 as a service for which the airlines 
paid the US government in order to relieve pressure from a growing number of 
passengers at certain US airports. Preclearance programs are now seen both as a 
way to increase efficiency in screening and to reduce risk by placing inspection 
outside national borders. Airport preclearance has not been extended to 
airports beyond Canada and a handful of other countries. Airport authorities 
in departing countries view preclearance as a hindrance to profits gained from 
passenger preflight shopping. Expansion of preclearance to land borders is a 
possibility, discussed below. 

The Integrated Border Enforcement Teams (IBETs)
IBETs began as a pilot program in 1996, in northwest Washington and 
British Columbia, targeting cross-border organized crime between ports of 
entry.156 Today IBETs investigate national-security risks, criminal smuggling 
of contraband and cash, human trafficking and smuggling, and immigration 
violations between ports of entry.157 While part of an integrated program 
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involving joint investigations and shared intelligence, IBET agents remain 
attached to their own organizations. The program grew from two people to 20 
prior to 9/11. As of January 2009, there were 15 IBET regions with IBET staff 
in 24 locations across the northern border.158 As the first integrated US-Canada 
effort devoted to mobility security, IBETs merit more detailed attention.159 

IBETs consist of five key agencies: RCMP, CBSA, CBP Office of Border Patrol, 
the US Immigration and Customs Enforcement (ICE), and the US Coast 
Guard (USCG). Canada does not have a border patrol but is considering 
establishing a mobile-border interdiction capability. An International Joint 
Management Team (IJMT) oversees a National Coordination Team (NCT), 
which supports the operational IBETs. Each IBET unit includes a Joint 
Management Team (JMT) responsible for operations. Joint Intelligence 
Groups (JIGs) fuse intelligence of member agencies. The IJMT initiates new 
activities and guides and promotes program policy. It meets four times a year 
with an annually rotating chair and representatives from each of the five 
member agencies. NCT has an office in Ottawa and a regular staff from the five 
participating agencies, and is responsible for the day-to-day administration of 
the 24 different IBET locations. The NCT fixes systemic problems, allocates 
budgets, and upholds common standards. Joint training sessions reinforce 
IBET’s integration. The operational IBET agencies coordinate the involvement 
of local, state, and provincial authorities. 

Registered Traveler Programs 
The two governments have also worked to set security standards for 
participation in a program to expedite the movement of frequent border 
crossers. The NEXUS program allows registered travelers who have been 
prevetted to use dedicated, fast-track lanes at air, land, and marine ports 
of entry.160 NEXUS cards with radio-frequency identification (RFID) tags 
have become an essential item for commuters and weekend visitors. NEXUS 
participants receive a biometric RFID card that facilitates smoother passage 
through ports of entry. A similar prescreening program has been implemented 
for cargo screening —the Free and Secure Trade for Commerce (FAST) 
program. 

CBP has recently initiated the Global Entry program, which is intended to 
incorporate the different registered-traveler programs operating at different 
US ports of entry and to create a global standard that will permit reciprocal 
facilitated entry among numerous countries (see chapter 10). 
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NEXUS is an underused tool; like Global Entry, it is burdensome to join.161 
As of January 2009, NEXUS had 265,000 members, while Global Entry had 
27,000 members who made 100,000 admissions through Global Entry as of 
November 2009.162 The anticipated evolution from a standalone NEXUS 
program to standardization with Global Entry provides an opportunity for 
CBP and CBSA to determine and to address why more commuters and 
regular travelers are not joining these programs. Most importantly, it provides 
an impetus for Canada and the United States to design a roadmap for an 
interoperable registered-traveler system that also works with EU countries and 
other close partners. Ideally, such a system would ultimately become more 
global in scope. 

Integrated Maritime Security Operation (IMSO)
In recent years, the United States and Canada have taken the IBETs concept a 
step further by incorporating joint operations in the maritime environment. A 
2007 memorandum of understanding established the IMSO, more commonly 
known as Operation Shiprider. The US homeland security secretary and Public 
Safety Canada’s minister formalized the agreement in May 2009. IMSO cross-
designates USCG and Canadian officials to operate on each other’s vessels 
under the supervision of the national authority for the boat. For example, 
USCG cross-designates RCMP officials as Coast Guard officers and RCMP 
cross-designates USCG officers as Supernumerary Special Constables. Twenty-
five officers from each country have been trained at the USCG Maritime 
Law Enforcement Academy under a curriculum developed jointly by RCMP, 
USCG, and ICE. Upon graduation from the academy, officers are designated to 
serve as liaison officers with the other country. CBSA does not participate in 
the program for reasons that remain unclear. Legislation is pending in Canada 
to formalize Operation Shiprider.

The Shiprider mission is to patrol the shared maritime border in the Great 
Lakes and along the coextensive Pacific coastline. RCMP, CBP, and USCG 
are deploying automated, real-time communications marine radar surveillance 
technology to enhance interdiction capacity, including on a joint operational 
basis. Once designated, RCMP has the lead in Canadian waters with USCG 
providing support as directed, and vice versa in US waters. Thus, boaters of 
both countries may be stopped by officers from either country. The program’s 
objective is to address cross-border crime in locations other than official ports 
of entry. Shiprider effectively removes the border as a jurisdictional obstacle 
for law enforcement that may be exploited by terrorists or criminals. Initial 
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observations suggest that the joint patrols may have had a deterrent effect, 
pushing some criminal activity ashore. 

Border Enforcement Security Team (BEST)
BEST is based on a strike-force concept to provide for law-enforcement 
collaboration at ports of entry. Already in effect on the Mexican border, 
BEST task forces as of fall 2009 had been established in two northern border 
locations, Blaine and Detroit. BEST task forces incorporate RCMP and 
CBSA personnel from Canada; ICE, CBP, and USCG personnel from the 
United States; and other federal, state, and local law-enforcement agencies. 
BEST operates similarly to Shiprider in that it cross-designates Canadian law 
enforcement to carry weapons and make arrest under ICE authorities in the 
United States at ports of entry.163 By contrast, US law-enforcement officials 
may not carry firearms in Canada. 

Western Hemisphere Travel Initiative 
The US and Canadian governments have supported borderland states and 
provinces in developing mutually accepted Enhanced Driver’s Licenses (EDLs) 
with RFID and citizenship information features for use at ports of entry.

Other Mobility Security Collaboration and  
Cooperation Efforts

In other arenas critical to mobility security, the United States and Canada 
are moving toward fully effective collaboration, but do not yet have an 
organizational partnership or close policy congruity. These arenas are 
intelligence sharing, threat and risk assessment, refugee programs, visa-free 
travel policy, and identity management. 

Intelligence Sharing
Intelligence sharing is a bedrock element of the US-Canada security 
relationship. A memorandum of understanding between the two countries 
to share terrorist biographic information predates 9/11, but was reaffirmed 
and expanded after the terrorist attacks. Through their participation in the 
5CC, Canada and the United States also share intelligence with the United 
Kingdom, Australia, and New Zealand. The case of Maher Arar, viewed as 
a possible terrorist by the United States but later exonerated by Canada, 
exposed obstacles to intelligence sharing arising from differences in how law-
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enforcement information is managed and how data security and privacy are 
maintained. The decision by US authorities to reject Arar’s request to return 
to Canada, where he was a citizen, and instead to send him to Syria, where 
was tortured, has been a significant barrier to intelligence sharing for Canadian 
policymakers. This case speaks as much to the lack of an adequate framework 
for operational cooperation in counterterrorism investigations as it does to the 
need for more comprehensive information sharing. 

Threat and Risk Assessment
At their summit in May 2009, DHS and Public Safety Canada leaders 
declared an intention to develop joint threat and risk assessments. A common 
understanding of threats and risks would provide a foundation for deeper 
strategic integration on security issues.164

Refugee Admissions
Canada and the United States have had moderate success in addressing 
standards for refugee admissions. The issue is twofold. First, lesser scrutiny or 
weaker precautionary procedures in refugee admissions by one country would 
subject the other to greater risk. Second, a more narrowly interpreted set of 
refugee rights by one country would potentially pressure the other to dilute its 
standards. While these standards are converging, differences in enforcement 
practice remain significant, especially with respect to older cases. The 
Canadian standards for refugee status are broader than those typically adopted 
by countries that base their decisions on a strict interpretation of a so-called 
“convention refugee.” For example, while most countries offer temporary 
protection status to noncombatants involved in civil wars, Canada offers 
such individuals full refugee status, leading to permanent status. In addition, 
individuals who enter Canada as tourists or in other visa categories may make 
“inland claims” to refugee status, even when they are coming from Western 
democracies such as France, as Ahmed Ressam, the would-be millennium 
bomber, did. By contrast, in the United States, the Department of State (DOS) 
generally makes refugee determinations outside the United States, while DHS 
and the immigration courts consider political asylum claims in the United 
States. 

In addition, persons denied refugee status in Canada have many subsequent 
opportunities to appeal their rejection. By contrast, persons without proper 
documents who request asylum or express a fear of return at a US border 
undergo an expedited review process involving an interview with an asylum 
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officer. Unless the officer finds that the asylum seeker possesses a “credible 
fear” of persecution, the person is deported. This has led to criticisms that the 
United States is denying legitimate applicants, while in Canada backlogs of 
tens of thousands of cases have led to concerns over the exploitation of the 
system by applicants. Finally, Canada generally expects refugee applicants 
to appear at their hearings and to leave voluntarily if they are so ordered. 
Canada has lawful authority to detain refugee claimants and persons deemed 
inadmissible before a final determination, but this occurs only rarely. More 
commonly, claimants receive a temporary residence permit. By contrast, US 
immigration laws mandate detention in such cases.

As discussed, the US-Canada Safe Third Country Agreement of 2002 
requires the two nations to cooperate in managing the flow of asylum seekers 
at common land-border crossings. In particular, migrants must apply for 
asylum in the country in which they first arrive unless they are exempt from 
this provision. Canada has four categories of exemptions: family members of 
Canadian citizens or permanent residents, unaccompanied minors, holders of 
certain Canadian documents, and public-interest cases. Exceptions include 
persons from countries from which travelers may enter Canada without 
a visa. Until 2009 the latter group of countries included Mexico. Public-
interest exceptions include those who have been charged or convicted with 
a crime that could result in the death penalty, and people from Afghanistan, 
Burundi, the Democratic Republic of Congo, Haiti, Iraq, Liberia, Rwanda, or 
Zimbabwe.165 The United States does not adhere to these exemption policies. 
It is as yet unclear to what degree Canadian reforms will further align the two 
national policies.

Visa-Free Travel Policy
Canada and the United States have waived visa requirements for citizens 
from different sets of countries (see chapter 9). In other words, they disagree 
over some of the countries whose nationals they believe can safely cross the 
perimeter of North America without a visa. Their lists of visa-waiver countries 
are not being harmonized. For example, Canada has recently cancelled nonvisa 
status from two countries — the Czech Republic, due to a spiking number of 
Roma refugee applicants, and Mexico, due to unexpectedly high numbers of 
refugee applicants. The United States requires visas from Mexico but not from 
the Czech Republic.
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Travel Documents and Identity Management
The two countries have not agreed on a standard method for establishing 
personal identity in crossing the border. Pursuant to the Intelligence 
Reform and Terrorism Prevention Act, DHS instituted stricter standards 
for identification at the border through WHTI. The program requires all 
travelers (including US citizens) entering the United States from Mexico, 
Canada, Panama, Bermuda, and the Caribbean to present a passport or other 
secure document. Permissible documents include a passport, passport card, 
registered traveler card (NEXUS, FAST, or Secure Electronic Network for 
Rapid Inspection [SENTRI]), or an EDL. Children under the age of 16 are 
exempt from the WHTI requirements if they present a birth certificate or other 
proof of citizenship at the border. Canada and the United States have agreed 
to accept EDLs issued by the border states of New York, Vermont, Michigan, 
Washington, and the provinces of Ontario and British Columbia,166 with 
additional Canadian provinces planning to issue them.167 

Land Preclearance
Discussions between the United States and Canada on preclearance at land 
borders have been a disappointment. A preclearance program, as envisioned 
by the Smart Border Declaration, would accomplish three goals. First, it would 
increase security by screening passengers and cargo away from the border at 
the point of departure. Second, it would increase efficiency. When precleared 
travelers arrive at the border, immigration and customs officials need to 
conduct only minimal or no checks. The most efficient form of preclearance 
is when one country’s exit is the other’s entry, such as the juxtaposed controls 
performed between France and the United Kingdom at the Chunnel crossing. 
In theory, this form of preclearance should cut costs considerably by reducing 
the need for redundant infrastructure and staffing. Third, integrated staffing 
and procedures would lead to greater information sharing and additional 
collaboration. Preclearance programs recognize that resources freed from 
checking recognized low-risk individuals can be better deployed in checking 
unknown and higher-risk persons. This kind of intelligence-based approach to 
mobility security makes sense, particularly between allies.

In December 2004 the United States and Canada agreed to pilot a preclearance 
program at the Buffalo, New York–Fort Erie, Ontario Peace Bridge, and 
Thousand Islands Crossing in Ontario. The Buffalo port of entry was chosen 
because it does not have enough inspection lanes to process individuals and 
cargo while meeting security needs, even after adding two car lanes and three 
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commercial lanes in 2005.168 Under the pilot program, CBP officers were to 
be stationed at the Canadian side of the Peace Bridge in Fort Erie to inspect 
travelers and cargo before they entered the United States. Despite efforts 
between 2005 and 2007 to negotiate a workable program, the two governments 
were unable to come to an agreement. In April 2007 the nations agreed to 
provide Canada with a reciprocal preclearance area in the United States and 
to allow CBP officers to carry weapons at Fort Erie. However, DHS and its 
Canadian counterparts terminated negotiations over land preclearance and the 
concept of shared border management.169 The two governments have not been 
able to agree on whether to allow: 

•	 Individuals	the	right	to	withdraw	their	applications	to	enter	the	United	
States while at the land preclearance site in Canada (“turnarounds”)

•	 CBP	officers	to	question	and	fingerprint	noncriminals	in	Canada
•	 CBP	officers	to	search	individuals	and	cargo	without	a	warrant	or	probable	

cause, pursuant to US law in Canada170

•	 CBP	officers	to	arrest	suspected	criminals	or	terrorists	in	the	preclearance	
area in Canada rather than abiding by an agreement that the host country 
would have sole authority to make arrests at the preclearance site

•	 CBP	officers	to	share	information	they	collect	at	land	preclearance	sites	
with other US law-enforcement agencies

The Next Steps in Structuring a US-Canada  
Mobility Security Alliance

While the United States and Canada have taken significant steps to 
collaborate on securing the movement of people between the two countries, 
many issues still divide them. Paradoxically, the two governments have 
been able to integrate command and control of their common airspace 
— demonstrating mutual trust when it comes to nuclear weapons, for example 
— but have failed to integrate their regulation of cross-border movement. 
Agreements between the two countries have lacked the substantive 
commitments and dedicated follow-up needed to ensure their success. 

On the ground, security is inadequate, as evidenced by the success of US 
Government Accountability Office (GAO) investigators in smuggling illegal 
goods between Canada and the United States without detection.171 Finally, 
terrorism-related information sharing suffered a visible crisis in the handling of 
the Arar case. 
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Several factors make the time ripe for a reexamination of mobility security 
arrangements between the two countries. First, cabinet-level leaders in both 
countries have agreed to meet every six months, creating a high-level forum for 
these discussions. Second, DHS has completed work on its first Quadrennial 
Homeland Security Review (QHSR), which provides it with a firmer 
conceptual footing for international cooperation. Third, DHS is investing in 
border infrastructure on the northern border. It can either do so unilaterally 
or in cooperation with its closest ally. Fourth, the Canadian government 
has emphasized the importance of intelligence-led border security policies to 
enhance legitimate cross-border trade. Such policies would benefit significantly 
from closer coordination. Fifth, recent terrorism prosecutions in Canada and 
its agreement to a joint risk and threat assessment with DHS may create a 
significantly different environment for bilateral discussions. 

The post-9/11 policy discussion about US-Canada mobility security relations 
began with the premise — especially prevalent among the Canadian public 
— that the United States has a terrorism problem and Canada does not. 
Security measures at the border and elsewhere have been viewed as a US need, 
and one that threatens Canada’s vital economic interests. Numerous academic 
policy analyses have dwelt on differences in political values and preferences 
between the two nations. Bilateral discussions have highlighted Canadian 
efforts to soften Washington’s hardening of the border. Under this view, 
security initiatives came from Washington, and mitigating initiatives came 
from Ottawa. Canadian officials have viewed many US measures as providing 
more but not better security, and as impairing trade. 

Successful terrorism prosecutions have provided concrete evidence that the 
terrorism problem is a shared one, and have given Canadian leadership an 
opening to discuss terrorism with the public in a more open and persuasive 
manner. As an example, in a major speech delivered in October 2009, the 
director of CSIS, Richard Fadden, described attitudes toward terrorism in 
Canada as “a serious blind spot.” Fadden argued that “security is a human right” 
with other rights forming “part of the genetic code of modern citizenship,” 
and called for a “more nuanced debate worthy of a G-8 country.” Noting that 
terrorists “are not couch potatoes,” but rather are “part of this great global flux 
we all live in,” he underlined the need to be “more mobile to defend Canada 
against threats.”172 Canadian public officials can also accurately state that 
border security measures assist in dealing with domestic criminality issues.
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Such frank public discourse in Canada, combined with the renewed 
commitment to international cooperation in Washington, can pave the way for 
joint operational solutions within a larger framework of mutual commitment to 
civil security. With the Canadian public more cognizant of terrorism at home, 
US and Canadian officials have the opportunity to look at innovative ways to 
approach border management that reflect their longstanding and deep strategic 
alliance. The United States should not seek to replicate on the Canadian 
border its infrastructure and operations along the US-Mexico border, which 
include hundreds of miles of physical fencing. The Canada-US border also calls 
for a different approach. 

Before leaping in to new rounds of discussions, it would be useful to think 
through their strategic aim. One starting point would be to establish a 
permanent binational high-level working group. This group would first 
consider the aims of what the United States is calling “homeland security” 
and what Canada has labeled “public safety.” The phrase “homeland security” 
suggests that the focus of protection is the US or Canadian homeland territory 
as delimited by its borders, rather than the American or Canadian people 
wherever they are, including as they cross borders. The overall context should 
be civil security or defense of the person, not homeland security. The United 
States and Canada should explore the goals and substance of an alliance to 
protect civil security. For example, the two governments could agree to support 
each other and join in domain awareness, risk assessment, and building a 
resilient shared infrastructure, as well as the emergency response to which both 
have already agreed. 

Such a homeland security framework would be complementary to the US-
Canada Basic Defense Document. The White House National Security Council 
(NSC), on behalf of the president, should lead this effort for the United States, 
delegating its management to the homeland security secretary. This arrangement 
would bring all the relevant cabinet departments to the table, including the two 
defense departments and at some point the minister for international trade in 
Canada and the secretary of commerce in the United States.

Under a basic civil security framework agreement, there could be an array of 
specific treaties and informal agreements related to mobility security. Based on 
a mutual understanding of civil security and the strategic environment, Canada 
and the United States should renew their dialogue about the goals of securing 
the movement of people. It is likely that Canadian and US citizens do not so 
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much want a hardened border as they want safe and lawful mobility channels. 
That mobility channels can be sites and vectors of attack, exploitation, and 
systemic collapse makes securing human mobility one of the major operational 
goals of civil security, comparable to securing cyberspace, financial flows, 
and the energy supply. However, the two countries should first articulate the 
common purpose of the civil security alliance in this area. 

Specific security-related treaties and agreements will develop over time. Likely 
subjects include: 

1. Threat and risk assessments. The homeland security secretary and Canadian 
public safety minister have agreed to pursue joint threat and risk assessments.173 
After working through prototypes and pilots, such assessments should be 
built into existing intelligence-sharing agreements or otherwise formalized. 
The assessments have the potential to put the publics of the two countries 
on the same page concerning threats and risks, and could therefore provide a 
foundation for agreement about how to respond to them. 

2. Mutual legal assistance and extradition. Canada and the United States should 
review and update as necessary their mutual legal assistance and extradition 
treaties. Revised treaties should place all law-enforcement collaboration on 
the same footing, deepening and consolidating authority for the three separate 
border-related programs operating today (IBETs, Shiprider, BEST). These 
treaties should mirror the new treaties signed with the European Union.

CBSA is not included in IBETs. CBSA is not an exact counterpart to CBP in 
that it focuses exclusively on ports of entry and has no patrol function along 
the borders. Officials in Canada may want to reconsider fielding at least some 
Border Patrol counterparts through CBSA and including that agency in all 
joint law enforcement relating to the movement of people. 

3. Data security/privacy. An agreement on privacy and data security rules 
would provide a foundation for information sharing. Such an agreement 
should be developed within a transatlantic framework. For each type of 
information — intelligence, law enforcement, and traveler related — there 
needs to be agreement on: (1) with whom the information can be shared, (2) 
for what purposes, (3) how to safeguard the security of the information, (4) 
the consequences of a breach of security, and (5) scenario-specific processes to 
correct and secure redress for inaccurate information Canadian law provides 
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a legal framework for such information sharing, but more specific agreements 
may be required.

4. Preclearance. Although two preclearance programs are being piloted for 
traded goods, negotiations over preclearance for people at land borders have 
been terminated. To date, the two governments have not been able to agree on 
whether to allow: 

•	 Individuals	the	right	to	withdraw	their	applications	to	enter	the	United	
States while at the land preclearance site in Canada

•	 CBP	officers	to	question	and	fingerprint	noncriminals
•	 CBP	officers	to	search	individuals	and	cargo	without	a	warrant	or	probable	

cause, pursuant to US law174

•	 CBP	officers	to	arrest	suspected	criminals	or	terrorists	in	the	preclearance	
area as they would be able to do in the United States

•	 Sharing	the	information	collected	on	the	Canadian	side	of	the	border	with	
other US law-enforcement agencies

Sufficient political will could overcome these obstacles. Two of these issues 
should be considered in the context of larger discussions. First, the issue 
of information-sharing terms belongs in an overall privacy/data-security 
framework agreement with the European Union. Second, arrest authority 
belongs in the overall mutual legal assistance and extradition discussion. 

Beyond privacy/data security and arrest, the main obstacle boils down 
to whether US authorities have the right to fingerprint persons who, for 
whatever reason, decide not to seek entry into the United States. These 
persons, known as turnarounds, are few in number. Yet both Canadian and 
US officials acknowledge that they represent a potential security concern in 
that their actions may be part of border surveillance by persons or groups that 
pose criminal or security risks. Canadian officials have taken the position that 
detention and fingerprinting in such circumstances would not be permissible 
under the Canadian Identification of Criminals Act and would likely be 
contrary to Section 8 of Canada’s Charter of Rights and Freedoms. 

Fingerprints are routinely taken in Canada on a consensual basis, such as 
for employment. Persons who object to fingerprinting in Canada could be 
directed to alternative border crossings and be fingerprinted in the United 
States. As a legal matter, Canadian courts have held that searches that would 
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be unreasonable in other circumstances may be reasonable when conducted 
at a border. Canada’s Customs Act authorizes Canadian officials to search 
persons — a far more intrusive act than taking fingerprints — who enter areas 
designated for departure from Canada but who then fail to leave the country. 
In particular, it stipulates that:

SEARCH OF THE PERSON
98.(1) An officer may search. . .
(c)  any person who has had access to an area designated for use by persons 
about to leave Canada and who leaves the area but does not leave Canada . . . if 
the officer suspects on reasonable grounds that the person has secreted on or about 
his person anything in respect of which this Act has been or might be contravened, 
anything that would afford evidence with respect to a contravention of this Act.175

This law offers a rationale and a legal justification for permitting fingerprinting 
and temporarily detaining turnarounds subject to specific conditions, including 
visible notice. If deemed necessary, Canada could consider enacting an 
amendment to Section 98 of the Customs Act, which would specify that 
an officer may fingerprint a person who has chosen not to seek entry to the 
United States after entering the area designated for that purpose and that these 
fingerprints could be shared with designated US officials. 

5. Entry standards. Mutual commitments to manage risks associated with 
the movement of people should incorporate identity verification and security 
criteria relating to visa and nonvisa applicants. An initial area of focus should 
be visa-free travel. This program should be supported by a bilateral, and 
eventually transatlantic and international, watchlist of criminal and security 
risks, using facial recognition or other biometrics.

6. Border security in between ports of entry. Canada and the United 
States should integrate management of the border between ports of entry in 
recognition of the fact that people who pose risks to one country — whether 
terrorists, smugglers of CBRNE weapons, human traffickers, human smugglers, 
or others — threaten the security of the other. At a minimum, the United 
States and Canada could create interlocking jurisdictional grids and staff them 
jointly, such that each section of the border would be overseen by one nation 
or the other. This work would be supported by a jointly deployed marine radar 
surveillance system operated by both countries as part of an integrated effort.
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SBInet 
There seem to be two practical obstacles to integrating security measures in 
the border zone. First, as discussed, Canada does not have an equivalent to 
the US Border Patrol. Thus, it does not have human resources to integrate 
with the Border Patrol. Canada is considering the structure of its border 
policing. Second, SBInet, the massive surveillance technology system which 
DHS is committed to installing on the southern and northern borders, is 
of questionable value from both a strategic and a technological viewpoint. 
SBInet fuses input from three sources of detection (radar, visual, and ground 
sensors), which are affixed to large towers, in an attempt to deliver a single 
communication to Border Patrol stations. 

Beginning in 1994, the US Immigration and Naturalization Service (INS), 
the predecessor to DHS’s immigration agencies, initiated a border blockade 
strategy. By lining up Border Patrol agents and vans along high-volume border-
crossing routes, INS sought to deter migrants and potential smugglers from 
crossing illegally and to reduce the disorder and crime caused by large numbers 
of illegal crossings. The Border Patrol’s goal of prevention through deterrence, 
underlying this strategy, survives today. While successful in some ways, 
prevention through deterrence has not stopped large-scale illegal entry by labor 
migrants and their family members. Nor does it adequately address the threat of 
terrorism or the scourge of human trafficking. 

While US border apprehensions have fallen sharply in recent years, the 
degree to which this shift is attributable to stepped-up border enforcement 
or decreased US labor demand is uncertain. Figure 12.2, produced for the 
Migration Policy Institute (MPI), shows that illegal immigration is correlated 
with the business cycle; namely, fluctuations in migrant apprehensions along 
the southwest border have closely tracked changes in US labor demand since 
around the 2001 recession. Despite the frequent claims of law enforcement 
that the post- 9/11 increase in personnel at the border is responsible for fewer 
entries, it seems more likely that the combination of both ramped-up border 
security and decreasing labor-market demand is producing fewer border 
apprehensions and attempted crossings. Unlike for drug enforcement, data do 
not exist on what level of additional enforcement resources would be necessary 
to produce a lower rate of crossings and arrests. 
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Figure 12.2 Apprehensions as a Function of Labor Demand, Fiscal 
Years 1991 to 2008

Source: Bureau of Labor Statistics and Department of Homeland Security data analyzed and 
provided to MPI by Pia Orrenius, senior economist, Federal Reserve Bank of Dallas.
Note: All data are monthly; data on employment represent deviations from long-run 
employment trends, plotted six months ahead.

In addition, the Border Patrol’s reporting methods do not account for returns 
by deported migrants (recidivism). In other words, apprehensions do not speak 
to the percentage of migrants who are ultimately prevented from crossing 
illegally. The point is not that increased Border Patrol resources do nothing, but 
that they may not be doing enough, if the goal is to prevent illegal migration. 
Put differently, their cost-effectiveness has not been established. Meanwhile, 
the demand for additional border personnel continues without reference to the 
effectiveness of these resources or the need for them.

This analysis does not focus on the disconnect between short- or longer-term 
US labor-force needs and US admission policies. Nor does it speak to the 
Mexican government’s desire to send unemployed labor north, or on some 
employers’ noncompliance with US labor laws. If the goal is preventing large 
numbers of workers and their family members from crossing back and forth 
illegally, these issues need to be confronted. 

Instead, this analysis focuses on the most important security problems identified 
by DHS and DOD: the potential for terrorism associated with large-scale use of 
CBRNE weapons, human smuggling with a terrorist or organized-crime linkage, 
and other high-impact crimes. Prevention through deterrence does not provide 
an adequate framework or sufficient tools to address our most pressing security-
related challenges. 
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SBInet ultimately seeks to assess and classify threats, to coordinate responses 
among law-enforcement personnel, and to monitor the border. Yet it is not 
clear that SBInet can achieve these aims. According to DHS, SBInet “develops 
and deploys new integrated technology solutions to provide enhanced 
detection, tracking, response, and situational awareness capabilities.”176 In 
other words, this system seeks to apply what the military calls command, 
control, communication, and intelligence (C3I) systems at the border.

SBInet claims to provide a “common operating picture” for the Border Patrol. 
The quality of the real-time pictures of the border that it sends to Border Patrol 
field offices depends on data fusion from millimeter-wave radar and unmanned 
aerial vehicle (UAV) inputs to biometrics and remote cameras. Although the 
system is intended to fuse three types of signals into one message pinpointing 
an intrusion, the types of information being fused do not enable the system 
to distinguish between types of intrusions, whether those of a drug trafficker, 
a migrant, a terrorist, or even a wild animal. Thus, according to experts, the 
system runs the risk of information overload. In addition, significant technical 
and organizational issues stand in the way of fusing multiple streams of law-
enforcement, sensor, and intelligence data from a variety of sources into a 
workable tool.177 

In a series of scathing reports, GAO has pointed out that DHS did not specify 
planned activities and milestones, anticipated costs, staffing levels, and 
expected outcomes in its 2006 expenditure plan for SBInet.178 In 2008 GAO 
criticized DHS for failing to specify its intended use of planned expenditures. It 
also cited the lack of an evaluation framework to assess program commitments 
and the lack of a schedule to guide the program’s implementation. Since the 
program’s inception, DHS has repeatedly delayed and modified deployment 
dates of SBInet technologies along the southwest border. In an independent 
review, DHS discovered that some SBInet technologies were unproven. In 
addition, SBInet pilot programs were poorly managed and lacked assessment 
structures. As a result, Border Patrol agents were forced to rely on previously 
available technologies, which had limited capabilities and performed poorly. 
While SBInet technology deployment was originally scheduled for the end 
of 2008, officials pushed this date back to 2011 and then again to 2016. 
Most recently, Homeland Security Secretary Janet Napolitano ordered a 
reassessment of the entire program following delays in the implementation of 
the first virtual fence along the southwest border.179 DHS projects that SBInet 
will cost $6.5 billion over the life of the program.180 As of September 2009, 
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DHS had spent $1 billion over three years on SBInet but had not yet produced 
an effective technological tool.181

These reports document the enormous resources being expended to erect a 
system that increases situational awareness, but that may not provide Border 
Patrol agents with actionable information. Even if this data can be fused, the 
question remains whether it will be of sufficiently high quality to justify the 
financial and environmental costs. In fact, the United States has been trying 
to build a system similar to this one for combat purposes for decades, but 
without success. Even if SBInet were ultimately able to function well, it may 
not be the right approach for US borders, where distinctions between types 
of intruders matter greatly, and where solutions need to be in place in the 
short term. At a minimum, the goals of the project need to be more precisely 
defined, and the project needs to be driven and tightly managed by a DHS 
senior-level team with IT experience rather than remain in the hands of 
contractor leadership. 

SBInet should not be implemented immediately (if at all) on the US-
Canada border. Canada is the closest US ally, and US-Canada cross-border 
communities are highly integrated. In addition, SBInet is far from a proven 
success or, as yet, a promising system. Under the circumstances, less costly, 
more community-friendly ways of managing risk should first be explored.
 
Technology alternatives should be explored from the perspective of the needs 
of an integrated border zone authority. The two countries should base their 
discussions on the premise that civil security must be driven by surveillance, 
interdiction, and joint solutions. Rather than a unilaterally administered 
virtual fence, simple cameras could be installed on both sides of the border that 
relay images to US-Canada fusion centers. In addition, radios and an internet 
connection could be provided, which links local landowners to US-Canada 
fusion centers and allows them to report anomalous incidents. Landowners 
could receive compensation for their participation in this program through 
slight modifications to the Department of Agriculture’s or other existing 
federal programs. Such a program would be similar to the Sky Watch program 
in World War II, which had a Ground Observer Corps of more than 500,000 
people providing round-the-clock surveillance of the US perimeters. It would 
engage citizens in protecting themselves and their communities, and would 
establish close, effective working relationships. 
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The United States and Canada should prioritize the development of a strong 
mobility security partnership, and should memorialize this partnership in 
substantial agreements that provide for (1) regular joint threat and risk 
assessments, (2) deeper mutual legal assistance, (3) a common transatlantic 
privacy and data-security framework, (4) a one-stop preclearance system, (5) 
alignment of entry standards, and (6) integrated protection in the border zone. 
If it cannot develop such agreements, then it may be necessary to turn towards 
a costly surveillance architecture. Even then, the SBInet system should not 
be instituted on the northern border until it has proven useful at the southern 
border. 

Conclusion

Mobility security should be treated like other high-priority security 
arrangements between the United States and Canada. It should be approached 
as a common challenge, and resolved in a manner consistent with the two 
nations’ long-standing alliance. Viewed from the perspective of the existing 
NORAD and Emergency Management Agreements, the failure to share the 
border security burden is difficult to understand. 

A concerted effort should be made to place the civil security alliance with 
Canada on a firm strategic footing. As a first step, a series of agreements, 
some of which could have treaty status, should be adopted to secure human 
movement. Any outstanding areas of conflict can be solved with sufficient 
political will — and doing so would bring major benefits to both countries. In 
addition, the lessons learned could be applied to the more complex problems 
raised by the US-Mexico border. 
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concluSion
Freedom of movement can only be expanded if the major problems associated 
with movement — terrorism, criminality, and large-scale illegal immigration 
— are addressed. A mobility framework that speaks primarily to curtailing 
illegal migration can neither meet the challenges posed by terror nor the needs 
of lawful travelers. Securing human mobility is a more useful way to further these 
dual goals. The primary strategic challenge should not be to restrict people’s 
movement, but to advance the right to legal movement, even in the face of 
catastrophic risks. 

The securing human mobility paradigm requires intensive collaboration related 
to civil security issues among allies, proactive strategies, compatible legal 
regimes, and long-term efforts to address the conditions that lead to large-scale, 
uncontrolled movements. In particular, this framework argues for redeployment 
of US security resources in order to: 

•	 Preclude	terrorism,	human	trafficking	and	smuggling,	and	transnational	
gang migration

•	 Reinforce	the	integrity	and	resilience	of	mobility	infrastructure,	safeguard	
mobility channels, and protect lawful travelers

•	 Preclude	uncontrolled	movements	due	to	lack	of	opportunity,	flight	from	
terror, environmental collapse, pandemics, or for any other reason

The aim should be to provide security for the United States, its citizens, and 
its interests wherever they may be. The vision should be of a world where 
movement is as free as possible within the framework of sovereign laws and 
human rights. 

Securing human mobility is an aspect of civil security. Civil security is, in turn, 
a strategic response to catastrophic risks. There are three types of risk that 
orient civil security strategy: terrorism; natural and environmental disasters 
and pandemics; and a collapse, for any reason, of a system on which our lives 
depend. Civil security defends the individual in the face of these risks, and thus 
preserves our democratic system and honors our fundamental values. It protects 
our mobility infrastructure in the same way it protects our cybersecurity and 
financial systems. 
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Promising Developments

This book has highlighted the major challenges, developments, and 
human rights issues associated with securing human mobility. A number of 
promising programs and ideas discussed in this book should be supported and 
strengthened. These include:

•	 The	US-operated	Human	Smuggling	and	Trafficking	Center	(HSTC)	
and the Extra-Territorial Criminal Travel Strike Force (ECT), along with 
renewed efforts to combat official corruption

•	 A	groundbreaking	new	mutual	assistance	treaty	with	the	European	Union,	
which could lead to joint human-smuggling investigations

•	 Focused	deterrence	programs	to	reduce	gang	violence	and	transnational	
gang migration

•	 Travel	bans,	which	are	among	the	new	smart	sanctions	that	the	UN	Secu-
rity Council, the United States, and the European Union are using against 
rogue states and terrorists

•	 Mobility	security	agreements	with	allies	
•	 Technology	improvements,	to	expand	freedom	of	movement	in	global	

travel channels
•	 Creative	foreign	assistance	programs	for	mobility	and	border	management,	

to help establish and solidify global standards for safeguarding human move-
ment

•	 A	US-EU	agreement	on	privacy/data-security	principles,	which	can	serve	as	
the foundation for further agreements

Major Challenges

The book has also identified several challenges that the United States 
confronts to security human mobility. These include:

•	 Expanding	the	investigative	resources	dedicated	to	cases	with	a	terrorist	
nexus

•	 Building	the	analytical	capacity	of	US	law-enforcement	and	immigration	
agencies — within the Department of Homeland Security (DHS), US 
Immigration and Customs Enforcement (ICE), US Customs and Border 
Protection (CBP), and US Citizenship and Immigration Services (USCIS); 
and within the Department of State (DOS), the Bureaus of Consular Affairs 
(CA) and Diplomatic Security (DS) — to help them make the best use of 
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intelligence and investigative information
•	 Establishing	and	verifying	identity	for	travel	purposes,	which	requires	better	

regulation of “breeder” documents, including US birth certificates
•	 The	need	for	US	mobility	security	and	closer	civil	security	alliances	with	

both the European Union and Canada, which will require agreeing to a 
foundation of privacy and data-security rules

•	 The	need	for	verifiable,	mutually	applicable	standards	for	mobility	security	
agreements, particularly those that rely on information-sharing protocols

•	 More	cooperative	and	effective	management	of	common	borders	with	
Mexico and Canada

•	 Establishment	of	a	strategic	foreign-assistance	program	for	mobility	security	
capacity building

•	 The	need	to	make	risk	assessment,	particularly	comparing	the	costs	and	
benefits of distinct mobility security strategies, central to policy-planning 
efforts

•	 Better	public	education	on	security	measures,	with	the	aim	of	securing	
greater cooperation and resilience in the response to terrorism

•	 Strengthening	the	legal	foundations	of	the	mobility	security	regime,	includ-
ing clarifying the scope of the right to privacy in the context of border- and 
travel-related surveillance, allowing appeals of visa denials, and understand-
ing the limitations that international institutions and governments can 
impose on the right to movement

Without exception, every national security professional consulted during the 
research for this book supported broad immigration reform, as have presidents 
Bush and Obama. To be comprehensive, immigration reform would need to 
reduce the flow and the stock of unauthorized immigrants. Experts do not 
always agree on the design of reform legislation, of course. However, there is 
widespread agreement, including by this author, that civil security would be 
served by reducing the number of people — whose identities and immigration 
histories are not known to the government — who cross the border and 
circulate in the United States illegally. In addition, a broad and effective US-
Mexico relationship dedicated to securing human mobility must be a part of 
any comprehensive solution to this dilemma. 
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Recommendations

Organizational and Institutional Issues 
The securing human mobility framework leads to one principal recommendation 
related to the organization and responsibilities of DHS, and several that involve 
DHS and other entities. Mobility security is one of several “tier one” sectors 
over which DHS exercises homeland security authority. Others include public 
health, cyberspace, finance and banking infrastructure, and the energy supply. 
DHS exercises not only homeland security authority but also legacy authority 
in the immigration arena. It both implements immigration policy and exercises 
operational control (with DOS) over this function. DHS should be organized to 
take these different roles and authorities into account. As discussed in chapter 
1, it should create two deputy secretary positions (as has been done at DOS and 
the Department of Justice, DOJ). One homeland security deputy secretary would 
have the portfolio for mobility (S2(M)), and the other would have the portfolio 
for all the other sectors of civil security (S2(C)). 

Several other recommendations would buttress DHS’s role in setting its legacy 
immigration, travel, and trade policy priorities within the parameters of the 
laws passed and resources appropriated by Congress. Immigration policymaking, 
even in this somewhat limited sense, may not be optimally served by its 
location within DHS. The purpose of homeland security is to protect and 
enhance US freedom of action in a world of catastrophic risk. This purpose 
encompasses precluding attacks, disruptions, and failures that prevent citizens 
from doing what they would otherwise lawfully do, that cause breakdowns of 
civil order, and that weaken the United States. In the same way that national 
security strategy does not set goals for the US economy, so civil security 
strategy should not set policy goals for immigration and for the financial and 
other systems that DHS is tasked with securing. 

DHS must secure immigration flows and processes and effectively 
husband its resources, but it exercises a level of discretion in formulating 
immigration policy that goes beyond securing human mobility. Many of 
the policy considerations related to implementing immigration law — for 
example, whether to promote naturalization or to reform the US detention 
system (administratively) — do not clearly implicate DHS’s US security 
responsibilities in the sense of reducing vulnerabilities. Of course, there is a 
security element to immigration policy, but security is not the main purpose of 
immigration policy any more than it is of energy policy. 
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To regulate immigration in the national interest, DHS must partner with 
experts who are not specifically concerned with homeland security. Since DHS 
manages the immigration system, some immigration policy expertise needs to 
be housed within it. This could be achieved, for example, by the establishment 
of a new assistant secretary for immigration policy who would be tasked with 
coordinating DHS’s immigration-related functions. 

Another promising idea is for Congress to establish a Standing Commission on 
Labor Migration, Competitiveness, and Immigration. This commission would 
not relieve DHS of any of its current responsibilities. Rather, it would provide 
analysis that would assist Congress and the executive branch in developing 
positive immigration policy goals. 
The following additional changes would improve the ability of DHS and DOS 
to lead and to contribute to coordinated activity in support of mobility security: 

•	 HSTC	should	be	strengthened	so	that	it	can	become	the	focal	point	(as	was	
intended) for information sharing and integrated analysis on terrorist travel, 
human smuggling, human trafficking, and related issues.

•	 The	DHS	and	DOS	agencies	involved	in	the	movement	of	people	should	
require cross-service and joint service as a condition of promotion to top 
leadership roles.

•	 ICE’s	ECT	should	become	an	interagency	team	under	the	direction	of	the	
National Security Council (NSC). (Alternatively, targeting could be del-
egated to HSTC.)

•	 DHS	should	create	an	office	to	contribute	to	the	travel-ban	policy,	and	
HSTC could become a travel-ban clearinghouse for UN, foreign, and US 
travel sanctions. 

•	 DHS	should	create	an	office	of	foreign	and	technical	assistance	for	manag-
ing the movement of people; the office would coordinate DHS’s intra- and 
interagency work in this area.

•	 DOS	and	DHS	should	support	the	establishment	of	an	international	organi-
zation for border and immigration authorities, which would be tasked with 
setting standards, conducting mutual assessments, and sharing best practic-
es. Despite the entities that are already involved in some form of assistance 
related to facilitating and securing human mobility, there is no organization 
of professional border inspectors and guards with the international reach to 
develop policies and practices to improve global collaboration concerning 
the secure movement of people. 
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US prosperity depends on the nation’s openness and attractiveness to the 
most talented and energetic people in the world. The legal framework for the 
movement of people must mature in the same way as the legal frameworks for 
other areas of global concern, such as the environment or trade. The mobility 
security framework must be consistent with US constitutional principles, and 
enable people to pursue economic opportunity, family reunification, and other 
lawful decisions in furtherance of US interests. The US commitment to its core 
principles will inspire greater international cooperation to address problems 
such as protection and recovery from chemical, biological, radiological, 
nuclear, or high yield explosive (CBRNE) attacks, global warming, and cyber 
disruptions. Such common efforts will ultimately reduce the pressures that lead 
to precipitous and dangerous mass migration. Securing human mobility is both 
an immediately pressing issue and one that will be of growing importance in 
building US security and essential civil security alliances for years to come.
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