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HIPAA AND LANGUAGE SERVICES IN HEALTH CARE1
In 1996, the Health Insurance Portability and Accountability Act (HIPAA) became law
and began to reshape how patients and healthcare providers think about the privacy of patient
information. For interpreters who work in health care settings, it is important to understand how
the patient privacy requirements of HIPAA affect their work and conduct.
It was not until April, 2003, that the regulations outlining health privacy protections
became fully operational. The “privacy rule” provides a set of minimum national standards that
limit the ways that health plans, pharmacies, hospitals, clinicians, and others (called “covered
entities”) can use patients’ personal medical information. As stated by the Department of Health
and Human Services, “A major goal of the Privacy Rule is to assure that individuals’ health
information is properly protected while allowing the flow of health information needed to
provide and promote high quality health care and to protect the public's health and well being.”2
The regulations protect medical records and other individually identifiable health
information, whether it is on paper, in computers or communicated orally. The responsibility to
abide by HIPAA binds the covered entity not only to ensure that its own staff protect patient
privacy but also that anyone who it “controls” (such as volunteers) and with whom it contracts
(called “business associates”) follows these regulations. Thus interpreters who work in health
care settings – whether as an employee, independent contractor or volunteer – are generally
required to uphold the HIPAA privacy regulations.
The purpose of this memo is to explain HIPAA and its application to interpretation
provided in health care settings.
1.

Who is covered by the HIPAA privacy rule?

HIPAA regulates the conduct of covered entities. The nature and extent of an individual’s
obligations under HIPAA depend on the person’s relationship to the covered entity. An
interpreter in a health care setting may be:
$
$
$

a “member of the workforce” of a covered entity;
a “business associate” of a covered entity; or
a person approved by the patient – neither of the above but approved by the
patient to interpret.

As different situations arise, the nature of the interpreter’s relationship to a covered entity
becomes increasingly important. While some overlap exists, different HIPAA expectations attach
to members of the covered entity’s workforce, business associates, and a “person approved by
the patient.” It is likely that an interpreter may be subject to different rules at different times,
varying as the interpreter provides services for a variety of health care providers.
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Member of the workforce. The HIPAA privacy rule applies directly only to “covered
entities”.3 Covered entities include health plans,4 health care clearinghouses,5 and certain health
care providers.6 All members of a covered entity’s “workforce” are required to abide by the
HIPAA privacy rule. Being a member of the “workforce” is not limited to employees but also
includes volunteers and trainees. Basically, any person whose conduct, when performing work
for a covered entity, is under the direct control of the entity is subject to the privacy rule. It does
not matter whether a person is actually paid by the covered entity.7 This would include, for
example, interpreters employed (full or part-time) by a hospital or other health care provider,
volunteer interpreters coordinated through a covered entity’s volunteer program, and other
interpreters who are under the “control” of the covered entity.
Business Associates. In general, a “business associate” is a person or organization that
performs functions for, or provides services to, a covered entity that involve the use or disclosure
of individually identifiable health information.8 The privacy rule requires that the covered entity
ensure that its contract or other arrangement9 with the business associate include specified
written safeguards to protect individually identifiable health information used by, or disclosed to,
its business associates. In addition, a covered entity may not authorize its business associates to
make any use or disclosure of protected health information that would violate the privacy rule.
The business associate must ensure that all of its agents, including subcontractors who
have access to protected information, agree to implement reasonable and appropriate safeguards
to protect it. A business associate would include, for example, both a language agency and an
individual interpreter who contracts directly with a covered entity. For the language agency, each
of its agents – the interpreters themselves – would be bound to uphold the privacy rule through
their relationship with the business associate.
Person approved by the patient. The privacy rule allows other individuals to have access
to a patient’s health information with the patient’s consent. This includes a family member, other
relative, or a close personal friend of the individual, or any other person identified by the
individual. To these “persons approved by the patient,” the covered entity may disclose protected
health information directly relevant to the person’s involvement with the patient’s care or
payment related to the patient’s health care if the covered entity: obtains the individual's
agreement; or provides the individual with the opportunity to object to the disclosure and the
individual does not express an objection; or reasonably infers from the circumstances, based on
the exercise of professional judgment, that the individual does not object to the disclosure.
Thus an interpreter brought by a patient to a clinical visit would be allowed to interpret
and have access to a patient’s protected health information even if not a member of a covered
entity’s workforce or acting as a business associate. The “person approved by the patient”
category could also include, but only if the patient consents, an ad hoc interpreter such as another
patient or person in the facility (who is not a member of the workforce or a business associate).
Because in this situation the patient has consented and the interpreter is neither a member of the
covered entity’s workforce nor a business associate, the interpreter is not bound by the privacy
rule. But if the patient is concerned about disclosing certain information to an ad hoc interpreter,
the patient has the right not to consent. If the patient does not object, the covered entity may
reasonably believe consent has been given and disclose the patient’s information. The patient
may ask the covered entity to provide an interpreter who would be subject to the protections of
the HIPAA privacy rule.
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2.

How do I know if the “member of the workforce” or “business associate” rules
apply to me?

It depends on the situation and it can be difficult to determine whether someone is a
member of a covered entity’s workforce or a business associate. In practical terms, the HIPAA
rules must be observed by both members of the workforce (since the rules must be enforced by
the covered entity) and business associates (through their contract with the covered entity). The
only practical difference relates to HIPAA-required training – a covered entity is responsible for
training all members of its workforce about HIPAA requirements. A business associate does not
have the same responsibility (unless required by the contract between the covered entity and
business associate).
Since payment is not the deciding factor (see definition of “member of the workforce” in
Q.1 above), determining whether someone is a member of the workforce depends in part on the
nature of the interpreter’s work at the covered entity. If the interpreter is under the regular
control of the covered entity, then she is a member of the workforce. For example, if a language
agency sends the same interpreter to the same covered entity on a regular basis (for example, the
same two days each week for the same hours) and the covered entity controls the interpreter’s
work conditions (e.g. assigning where the interpreter works, when breaks are taken, etc.), the
interpreter is more likely to be considered a member of the workforce than if the interpreter
worked at a different covered entity each day with hours and responsibilities more closely
controlled by the business associate.
It is likely that only a retrospective review would determine that an interpreter should be
considered a member of the workforce. This might occur, for example, pursuant to a complaint
investigation by HHS’ Office for Civil Rights. If OCR determined the interpreter was a member
of the workforce, the interpreter should have received training from the covered entity. If no
training was provided, the interpreter would not be subject to any penalties but the covered entity
might be found in violation of HIPAA.
3.

What patient information is protected under HIPAA?

An interpreter who is a member of a covered entity’s workforce or a business associate
must abide by the privacy rule and not disclose certain protected information about a patient.
Generally, the privacy rule protects all “individually identifiable health information” held or
transmitted by a covered entity or its business associate. It does not matter what format the
information is in – electronic, paper, or oral. “Individually identifiable health information” is
information created or received by a covered entity, including demographic data, which
identifies the individual (or could reasonably be thought to identify the individual) and relates to:
$
$
$

the individual’s past, present or future physical or mental health or condition;
the provision of health care to the individual; or
the past, present, or future payment for the provision of health care to the
individual.10
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Individually identifiable health information includes many common identifiers such as name,
address, birth date, and Social Security Number. This information is protected and may only be
disclosed in certain circumstances (see Q. 4 below).
There are no restrictions on the use or disclosure of “de-identified” health information.
De-identified health information neither identifies nor provides a reasonable basis for believing it
could identify an individual.
In certain circumstances, a person’s primary language may constitute individually
identifiable health information and be prohibited from disclosure. For example, if there are a
relatively small number of foreign language speakers in a community, disclosing a person’s
language and one other characteristic (such as age) might be sufficient to identify that person and
thus disclosure would be prohibited.
4.

When can an interpreter disclose protected patient information?

A major purpose of the privacy rule is to define and limit the circumstances in which an
individual’s protected heath information may be used or disclosed.
Member of the workforce. Interpreters who are members of a covered entity’s workforce
may not use or disclose protected health information, except:
$
$

as the privacy rule permits or requires; or
as the individual who is the subject of the information (or the individual’s
personal representative) authorizes in writing.

A member of the workforce should consult the privacy policy of the covered entity to
determine the interpreter’s role in disclosing information. While a covered entity must disclose
information in certain circumstances, and may disclose information in others, the covered entity
may restrict the persons who can make the disclosure. For example, the covered entity may not
allow the interpreter to provide the information before obtaining clearance or may only allow
certain individuals to disclose this information.
If a covered entity’s privacy policy permits the interpreter to disclose this information,
these are the rules that apply. A covered entity must disclose protected health information in only
two situations:
$
$

to individuals (or their personal representatives) when they request access to, or
an accounting of disclosures of, their protected health information; and
to the federal Department of Health and Human Services when it is undertaking a
compliance investigation or review or enforcement action.

A covered entity may – but is not required to – disclose protected health information in
the following circumstances11:
$
$

in connection with treatment, payment, and health care operations12;
if the individual gave “informal permission”, that is the individual had an
opportunity to object to the disclosure and did not;13
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$
$
$

incident to an otherwise permitted use and disclosure – as long as the covered
entity has adopted reasonable safeguards as required by the privacy rule, and the
information being shared is limited to the “minimum necessary”;
public interest and benefit activities – there are specific recognized activities14
such as when required by law or for public health activities; and
providing a limited data set for the purposes of research, public health or health
care operations – limited protected health information may be provided to
researchers without a patient’s permission.

If an emergency or an individual’s incapacity prevents a patient from agreeing or
objecting to the use or disclosure, the covered entity may, in the exercise of professional
judgment, determine whether the disclosure is in the best interests of the individual. If so, the
entity may disclose only the protected health information that is directly relevant to the person's
involvement with the individual's health care.
Whenever possible, a patient should be asked prior to disclosing information. But if this
is impossible or impractical, whether an interpreter can disclose patient information depends on a
number of factors. If the disclosed information is health information, and germane to the
person’s care, then it can be disclosed (unless the patient said otherwise), assuming the
interpreter is viewed as part of the health team (which should be the case). This is allowed
under the provision above that allows disclosure “in conjunction with treatment.” If the
information is not germane to treatment then it should not be disclosed at all. How the
information was obtained from or about the client should not matter.
Business Associate. The contract between a covered entity and a business associate may
not permit the business associate to disclose any information that a covered entity may not. Thus,
a business associate and its agents are subject to the same requirements as a covered entity. An
interpreter should review the covered entity’s privacy policy to understand any limits placed on
the interpreters’ disclosure of information (see above under “member of the workforce” for more
information on what must and may be disclosed). The contract between the covered entity and
business associate may also impose additional requirements on the business associate, so it may
be important for the interpreter to review those requirements as well.
Person approved by the patient. An interpreter who is neither a member of a covered
entity’s workforce nor working for a business associate is not bound by the privacy rule.
However, the interpreter may have independent ethical and confidentiality responsibilities –
pursuant to either a Code of Ethics or other governing law or principles – that prohibit an
interpreter from disclosing confidential or personal information about a patient.
5.

Can an interpreter disclose information the patient discloses related to child/elder
abuse or threatened violence to him/herself?

Any time an interpreter learns of this type of information in the course of interpreting, it
is the interpreter’s responsibility to interpret the information (just as any other information
provided by the client would be interpreted). The provider should then address the situation and
may be required to report the information pursuant to state mandatory reporting laws. If the
interpreter learned of the information outside of the interpreting encounter (for example, while
speaking with the client in the waiting room), whether the interpreter must disclose this
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information to the provider or others depends on state law15 and the applicable interpreter’s code
of conduct, regardless of HIPAA.
6.

What information should patients receive about the HIPAA privacy rule?

An interpreter may be asked to explain a HIPAA “privacy notice” to a patient. This
notice generally explains a covered entity’s privacy practices. A covered entity should give it to a
patient the first time a patient is seen. If the patient receives health care services from an
organized health care arrangement – such as a managed care organization or group practice – she
may receive a single notice of the policies that apply throughout the system.
Member of the workforce. A covered entity that has a “direct treatment relationship”
(such as a hospital or individual physician, but not a laboratory) with an individual must make a
good faith effort to obtain written acknowledgement from her of receipt of the privacy practices
notice. If a translation of the privacy notice is not available, an interpreter who is a member of
the workforce likely will be responsible for providing a sight translation of the document and
requesting written acknowledgement.
It is questionable whether providing an English privacy notice to an LEP individual
would constitute “good faith” on the part of the covered entity. The determination will probably
depend on the circumstances, but this would certainly not be a preferred practice.
Business Associate. The business associate does not have a responsibility to distribute a
privacy notice to patients. The contract between the covered entity and business associate may
require the business associate and its agents to provide a sight translation of a privacy notice to
assist the covered entity in meeting its HIPAA obligations.
Person approved by the patient. These interpreters do not have a responsibility to
provide any notice but may be asked by the covered entity to provide a sight translation of a
privacy notice.
7.

Are all interpreters required to attend HIPAA training? If so, who is responsible for
providing the training?

Member of the workforce. Yes. The privacy rule requires covered entities to train all
workforce members on its privacy policies and procedures, as necessary and appropriate for
them to carry out their functions.16 Because knowledge of what information can and cannot be
disclosed is integral to the function of an interpreter, training would be necessary. Thus, for an
interpreter who is a member of a covered entity’s workforce, the covered entity must provide
HIPAA training. If an interpreter does not receive training, the covered entity could be found in
violation of HIPAA.
Business Associate. Not by law. The privacy rule does not impose specific requirements
on business associates regarding training of its agents. The covered entity could, however,
include a provision in its contract with a business associate to require training of the interpreters.
Or the business associate could have its own internal policy to train its agents regarding HIPAA
since its contract with the covered entity must include written safeguards to protect individually
identifiable health information used by, or disclosed to, the business associates.
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Person approved by the patient. No requirements exist for a covered entity to train other
interpreters. Since the patient had to consent to the other person serving as an interpreter, the
covered entity does not have any responsibility to ensure this interpreter maintains the patient’s
confidentiality according to the privacy rule.
8.

What are the implications of the HIPAA privacy rule on the use of interpreters who
have not signed an agreement of confidentiality with either the interpreter agency
that sent them or the covered entity where they are interpreting?

Member of the workforce. A covered entity may require its staff to sign an agreement of
confidentiality or may require compliance with HIPAA as a condition of employment.
Business Associate. A covered entity must sign a contract with a business associate that
ensures confidentiality as required by the privacy rule. If the business associate (either an
interpreter who has a direct relationship/contract with a covered entity or a language agency)
refuses to sign, the covered entity would be violating HIPAA and should not use the
interpreter/agency. A business associate may also be required, pursuant to its contract with a
covered entity, to have its agents – the interpreters – sign a confidentiality agreement. If no
requirement is included in the contract, the business associate is not required to do so by HIPAA.
The business associate may have its own internal requirement for its agents to sign
confidentiality and/or other agreements.
Persons approved by the patient. HIPAA does not address these interpreters. Interpreters
who provide services through a community based organization or other resource may have
independent requirements addressing confidentiality.
9.

If an interpreter believes that the privacy rules are being violated, is it the
interpreter's responsibility to mention it to the health care provider or otherwise
report the violation?

An interpreter would only have to report a suspected violation if a specific policy
applying to the interpreter requires it. However, an interpreter may affirmatively choose to report
a violation to the covered entity and/or the HHS Office for Civil Rights.
Member of the workforce. Reporting would depend on the policies of the covered entity.
The interpreter should review the entity’s written HIPAA policy and proceed accordingly.
Business Associate. There is no requirement for a business associate to report possible
violations (unless the contract with the covered entity requires it). The covered entity must
ensure that a business associate does not materially breach its contract. If a material violation
does occur, the covered entity must take reasonable steps to cure the breach or terminate the
contract with the business associate. The business associate may have its own internal procedures
that require reporting.
Person approved by the patient. There is no responsibility to report suspected
violations.
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10.

Often interpreters are asked to call patients to provide information about
appointments, medications, or lab results. Is it a HIPAA violation to leave a message
on an answering machine or with a family member?

No, it is not a violation of the privacy rule to leave a message on an answering machine
or with a family member unless the patient has requested a restriction on the communication of
information. Even then, a covered entity does not have to agree to any restriction on the
otherwise permissible communication of information. However, if it does agree to a restriction, it
cannot violate the restriction except in an emergency where the restricted protected health
information is needed to provide emergency treatment. A business associate would be required to
uphold any restriction agreed to by the covered entity.
An interpreter who works for a covered entity or business associate should check whether
the patient requested a limitation (which should be noted in the patient’s record).
11.

Does HIPAA require that health care providers provide language services or, for
larger entities, have a Language Services Department?

No. The requirement to provide language services arises from Title VI of the Civil Rights
Act of 1964. However, the privacy rule requires that covered entities distribute a privacy notice
to their patients and make a good faith effort to obtain written acknowledgement from patients of
receipt of the notice. It is difficult to imagine how a covered entity could meet this requirement
without providing a limited English proficient individual with either a translated privacy notice
or an oral interpretation of it.
12.

Does monitoring of interpreting for quality assurance purposes violate HIPAA?

Generally the answer is no. If the covered entity hires a quality assessor to evaluate either
members of its workforce or business associates, it would have to ensure the assessor abides by
HIPAA, just like any other business associate. If a covered entity’s business associate (such as a
language agency or interpreter) conducts its own quality assessment, the business associate must
ensure all of its agents as well as secondary business associates uphold its privacy requirements
(pursuant to its contract with the covered entity). Thus if the quality assessment monitor is
employed by the language agency or working pursuant to a contract with the language agency,
the monitor is bound to uphold HIPAA and there is no violation.
The only situation where a violation could occur is if an interpreter who is a business
associate of a covered entity submits to quality monitoring requested by a third party (not the
covered entity or a business associate) that does not have an obligation to abide by HIPAA. For
example, an interpreter may be asked to undergo third party monitoring by a language agency for
whom the interpreter works part-time. If the entity requesting monitoring does not have its own
responsibility to uphold HIPAA, any monitor hired by the language agency would not be subject
to HIPAA and could release a patient’s protected information. An interpreter should ensure that
any monitoring of her work is conducted by a person or entity which is also obligated to keep
patient information confidential pursuant to HIPAA.

13.

Many interpreters keep detailed appointment books or schedules that include
patient information (e.g. patient name, phone number, medical record number, date
of birth, physician’s name). Is this a HIPAA violation?

No, keeping records does not violate HIPAA. This is allowed because the interpreter –
either a member of a covered entity’s workforce or a business associate – is collecting this
information so that it can perform services on behalf of a covered entity. But the interpreter must
be careful to keep the information confidential as required by HIPAA.
14.

Some interpreters must report patient information about an interpretation session
to obtain payment. However, patients are never told that this information is being
collected or reported. Is this practice in compliance with HIPAA?

Yes, this complies with HIPAA because the interpreter is using the information for a
management and administrative purpose of receiving payment for her services.17 However, the
covered entity or business associate must obtain reasonable assurances from those processing the
information that the information will be kept confidential and will not be further disclosed unless
required by law.
15.

What if a state’s privacy law is different than HIPAA?

In general, state laws that are contrary to the privacy rule are preempted by the federal
requirements, which means that the federal requirements will apply.18 “Contrary” means that it
would be impossible for a covered entity to comply with both the state and federal requirements,
or that the provision of state law impedes accomplishing the full purpose of HIPAA.19
But the privacy rule provides exceptions to the general rule of federal preemption. Thus,
contrary state laws remain in effect if they:
$
$
$

relate to the privacy of individually identifiable health information and provide
greater privacy protections or rights with respect to such information;
provide for the reporting of disease or injury, child abuse, birth, or death, or for
public health surveillance, investigation, or intervention; or
require certain health plan reporting, such as for management or financial audits.

States may also, in certain circumstances, apply to HHS for an exception.20
1
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